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Executive Summary  
 

The Internet depends on the Domain Name System (DNS).  Its users rely on accurate and up-to-date 

domain registration information for vital and legitimate purposes, including coordination with domain 

owners, providing security, problem-solving, and legal and social accountability. ICANN oversees the 

domain name registrars and registries that maintain and publish that data.  Users obtain the data by 

querying registration databases using WHOIS, and perform more than 2 billion WHOIS queries every 

day. ICANN has instituted new data policies over the last two years, and is also directing a migration to a 

new technical protocol, called RDAP, that will replace WHOIS access in the near future. 

At this critical juncture, this report measures the effectiveness and impact of ICANbΩǎ ǊŜƎƛǎǘǊŀǘƛƻƴ Řŀǘŀ 

policies by examining the practices of 23 registrars, which collectively sponsor more than two-thirds of 

the domain names in the generic top-level domains (gTLDs).  This study determines whether they 

comply with L/!bbΩǎ ŜȄƛǎǘƛƴƎ policies, and whether they provide registration data services that are 

technically reliable and compliant with contractual specifications. 

The examination found widespread problems. The major findings include: 

¶ Registrars failed to meet the contractual obligations and contactability goals in 40% of the cases 

studied.  There were issues in an additional 16% of cases.   

¶ Over the last two years, access to registration data has been significantly curtailed.  This is a 

result of recent policies at ICANN, and is also due to practices by registrars and registry 

operators, sometimes in the absence of or in reaction to ICANN policy.  

¶ Some registrars are making even non-sensitive domain name registration data difficult to 

obtain. This is impairing legitimate uses of the data while providing no privacy benefits.   

¶ It is often difficult for parties to reach out to domain contacts for legitimate purposes. People 

using the contact tools provided by registrars cannot always be confident that their messages 

are being delivered.   

¶ The rollout of RDAPτthe replacement for WHOISτis going slowly.  There are notable 

operational and noncompliance problems, and RDAP services are not yet reliable enough for 

use.   

¶ ¢ƘŜ ǿƛŘŜǎǇǊŜŀŘ ǇǊƻōƭŜƳǎ ƛƴŘƛŎŀǘŜ ǘƘŀǘ L/!bbΩǎ ŎƻƳǇƭƛŀƴŎŜ procedures are failing. 

¶ {ƻƳŜ ǊŜƎƛǎǘǊŀǊǎ ŀǊŜ ŀǇǇŀǊŜƴǘƭȅ ǾƛƻƭŀǘƛƴƎ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ Řŀǘŀ ǇǊƛǾŀŎȅ ƭŀǿΣ ǘƘŜ D5twΦ 

Overall, the study illustrates failures to provide the access, predictability, and reliability that ICANN 

exists to deliver, and that registrars are obligated to provide.  The study presents recommendations for 

positive change. 

The study also provides examples of how these problems have real-life implications for security, 

stability, and trust on the Internet.  These include how policies and practices in the domain industry 

have made it easier to carry out cybercrime during the current COVID-19 pandemic. 

For the past 15 years ICANN has tried to deliver domain name data policies that balance legitimate 

needs, applicable legal obligations, and technical reliability. The findings of this study illustrate the 

extent to which those efforts have failed. While the world watches, ICANN and its community stand at a 

crossroads: can ICANN deliver policies and services that meet the vital needs of the Internet? 
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Introduction 
 

The maintenance of and access to accurate and up-to-date information about domain names has always 

been oƴŜ ƻŦ L/!bbΩǎ core responsibilities.  It is a vitally important commitment, given how the Internet 

and its users rely on the domain name system (DNS).  Domain name registration data is one of the few 

things that makes coordination, problem-solving, and accountability on the decentralized Internet 

possible.  For these important purposes, users across the Internet make more than two billion WHOIS 

queries every day to find data about domain names in the namespace coordinated by ICANN. 

ICANN is currently at a crossroads on the matter of domain name registration data. ICANN is now almost 

two years into its effort to make its registration data policies and procedures comply with the General 

Data Protection Regulation όD5twύΣ ǘƘŜ 9ǳǊƻǇŜŀƴΩǎ ¦ƴƛƻƴΩǎ Ƴƻǎǘ ǊŜŎŜƴǘ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƭŀǿΦ  Seven 

months ago, ICANN required its registries and registrars to publish domain registration data via a new 

technical protocol, the Registration Data Access Protocol (RDAP).  And ICANN is currently engaged in a 

policy process to make domain contact data accessible to accredited parties who have legal needs.1  

Once that policy-making is done, the implementation will take several more years.  Given all these 

activities, it is a critical time for ICANN to demonstrate whether it can deliver balanced policies and 

systems that meet the legitimate needs of the Internet and the users of registration data services. 

We measured the effectiveness of L/!bbΩǎ ŎǳǊǊŜƴǘ ŘƻƳŀƛƴ name data policies and procedures, in order 

to learn what is working, what is not working, and what consequences the global Internet community 

faces.  We did this by examining the domain name registration data publishing behaviors of 23 

registrars, ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜǘƘŜǊ ƻǊ ƴƻǘ ǘƘŜȅ ŎƻƳǇƭȅ ǿƛǘƘ L/!bbΩǎ ŎǳǊǊŜƴǘ ǊŜƎƛǎǘǊŀǘƛƻƴ Řŀǘŀ ǇƻƭƛŎƛŜǎ ŀƴŘ 

with applicable legal requirements.  Together, these 23 registrars sponsor more than two-thirds of the 

registrations in the generic top-level domains (gTLDs) that ICANN oversees.  We asked five questions: 

1. Does the registrar have a WHOIS service that functions properly and meets contractual 

obligations?   WHOIS service allows users to look up domain registration data, such as 

contact information, when the domain name was registered, and the nameservers that 

allow the domain to function.  This service has been the standard for more than 20 years, 

and every ICANN-accredited registrar is required to provide it. 

2. Does the registrar have an RDAP service that functions properly and meets contractual 

obligations?  The new RDAP protocol is replacing WHOIS. ICANN required all gTLD registrars 

and registries to deploy RDAP service no later than 26 August 2019.  

3. Lǎ ǘƘŜ ǊŜƎƛǎǘǊŀǊ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ L/!bbΩǎ ά¢ŜƳǇƻǊŀǊȅ {ǇŜŎification for gTLD Registration 

5ŀǘŀέΚ2  This binding policy allows ICANN and gTLD registrars and registry operators to 

comply with the European UnionΩǎ General Data Protection Regulation (GDPR), a law that 

requires the protection of personal data. 

 
1 The "Expedited Policy Development Process (EPDP) on the Temporary Specification for gTLD Registration DataΣέ 
ƻǊ ά9t5tέΦ {ee: 
https://community.icann.org/display/EOTSFGRD/EPDP+on+the+Temporary+Specification+for+gTLD+Registration+
Data  
2 https://www.icann.org/resources/pages/gtld-registration-data-specs-en 

https://community.icann.org/display/EOTSFGRD/EPDP+on+the+Temporary+Specification+for+gTLD+Registration+Data
https://community.icann.org/display/EOTSFGRD/EPDP+on+the+Temporary+Specification+for+gTLD+Registration+Data
https://www.icann.org/resources/pages/gtld-registration-data-specs-en
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4. Can users always find information in the WHOIS and RDAP output that allows them to 

reach out to a domain contact?  A fundamental reason for having WHOIS and RDAP is to 

allow people to send messages to domain contacts, so that they can communicate and solve 

problems.  ICANN requires registrars to provide this contactability information and 

mechanisms to facilitate communication. 

5. 5ƻŜǎ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ ǊŜǉǳƛǊŜŘ ŎƻƴǘŀŎǘŀbility mechanism actually work?  Is it possible to use 

the contact mechanisms, and are the messages delivered to the domain contacts?  

In a well-functioning and well-managed environment, the answers to those questions would almost 

always ōŜ άȅŜǎΦέ  .ǳǘ ƻǳǊ ŜȄŀƳƛƴŀǘƛƻƴ ǊŜǾŜŀƭǎ ǘƘŀǘ ǘƘŜ ŀƴǎǿŜǊǎ ŀǊŜ ƻŦǘŜƴ άƴƻΦέ  We found that the 

registrars failed these questions 40% of the time.  We found notable usability issues in an additional 

16% of cases.  For a summary of the methodology and results, please see pages 9 through 13. 

The results reveal notable non-compliance with I/!bbΩǎ ǇƻƭƛŎƛŜǎ and specifications, which are part of 

L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ ǿƛǘƘ ǊŜƎƛǎǘǊŀǊǎ and registry operators.  The data services sometimes do not work or 

are not configured as required, and the environment is characterized by a lack of reliability and 

predictability.   As a consequence, it has become more difficult for any party to obtain even non-sensitive 

data about domain names.  Among other problems, this prevents people from finding out how to contact 

a domain owner, and to reach out to them, for any purpose. 

The first part of this report examines relevant ICANN policies and our findings and recommendations.  

Part II contains a section about each registrar we examined, detailing what we found there and 

providing examples.  This report focuses on whether things function per existing ICANN policy, and 

notes when ICANN policies and implementations fail to deliver what they were intended to. This report 

generally sets aside the ongoing debate about when ŘƻƳŀƛƴ ŎƻƴǘŀŎǘǎΩ ŀŎǘǳŀƭ ƛŘŜƴǘƛǘƛŜǎ ǎƘƻǳƭŘ ōŜ 

revealed, and under what circumstances, and this report acknowledges the reality of privacy protection 

laws such as the GDPR.   

 

Domain Registration Services: Vital Data at the Core of L/!bbΩǎ Mission  

Reliable, consistent, and predictable access to domain name registration data (via Registration Data 
Directory Services, or RDDS) is essential for a variety of legitimate purposes.  CƻǊ ǘƘŜǎŜ ǊŜŀǎƻƴǎΣ L/!bbΩǎ 
Bylaws obligate ICANN to the following:  

Subject to applicable laws, ICANN shall use commercially reasonable efforts to enforce its 

policies relating to registration directory services and shall work with Supporting 

Organizations and Advisory Committees to explore structural changes to improve accuracy and 

access to generic top-level domain registration data, as well as consider safeguards for 

protecting such dataέΧ ŀƴŘ ǿƛƭƭ ǊŜƎǳƭŀǊƭȅ ǊŜǾƛŜǿ άwhether its implementation meets the 

legitimate needs of law enforcement, promoting consumer trust and safeguarding registrant 

dataΦέ 3 

 
3 Emphases added.  ICANN Bylaws, Section 4.6(e), at  https://www.icann.org/resources/pages/governance/bylaws-
en 

https://www.icann.org/resources/pages/governance/bylaws-en
https://www.icann.org/resources/pages/governance/bylaws-en


 

Domain Name Registration Data at the Crossroads  31 March 2020 

7 

L/!bbΩǎ ǊŜƎƛǎǘǊŀǊǎ ŀƴŘ ǊŜƎƛǎǘǊȅ ƻǇŜǊŀǘors have been required to provide domain name registration data 

services for more than 20 years. They are required to provided WHOIS servers operating on TCP port 43, 

plus web-based interfaces on their web sites; these web-based forms are designed to provide ordinary 

users a way to look up information.  Registrars and registry operators now also provide access via the 

new Registration Data Access Protocol (RDAP), which ICANN required all registrars and registry 

operators to deploy no later than 28 August 2019.   

The purposes of domain data include: 

¶ Making it possible for people to reach out to domain contacts, even when those contacts are 

anonymous for privacy purposes.  We call this contactability.   

¶ Identifying and mitigating Internet abuse and cybercrime.4 

¶ Resolving disputes, such as intellectual property infringement and commercial disputes.  On the 

Internet, as in life, issues are usually solved by dialog between parties. The data also makes 

formal dispute processes possible. 

¶ Solving technical problems for services that rely on domain names, such as notifying a web 

administrator of problems, and notifying victims of attacks against their hosting or misuse of 

their mail systems. 

¶ Promoting consumer trust.  Domain registration data allows consumers to identify who operates 

web sites that are selling goods and services, who operates sites that are soliciting funds, etc. 

¶ Accountability.  The Internet works reasonably only when the owners and sellers of Internet 

resourcesτincluding domain holders, registrars, and registry operatorsτoperate their 

resources and services in a responsible and accountable matter.  

The importance of these purposes is demonstrated by the enormous use of WHOIS. The gTLD registry 

operators alone serve more than 66 billion WHOIS queries per month.5  The registrars serve many 

additional WHOIS queries beyond that.6  Because of the enormous usage and important needs that 

registration data services satisfy, it is vitally important that registration data services function 

predictably and reliably, and that ICANN provides excellent technical and policy coordination. 

The findings of this report illustrate where ICANNτboth the ICANN community and the ICANN 

Organizationτis ŦŀƛƭƛƴƎ ǘƻ ŘŜƭƛǾŜǊ ƻƴ L/!bbΩǎ /ƻƳƳƛǘƳŜƴǘǎ ŀƴŘ /ƻǊŜ ±ŀƭǳŜǎΣ ƴƻǘŀōƭȅΥ 

¶ The CommitƳŜƴǘ ǘƻ άtǊŜǎŜǊǾŜ ŀƴŘ ŜƴƘŀƴŎŜ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻf the DNS and the operational 

stability, reliability, security, global interoperability, resilience, and openness of the DNS and the 

LƴǘŜǊƴŜǘΣέ  

¶ ¢ƘŜ /ƻƳƳƛǘƳŜƴǘ ǘƻ άaŀƪŜ ŘŜŎƛǎƛƻƴǎ ōȅ ŀǇǇƭȅƛƴƎ ŘƻŎǳƳŜƴǘŜŘ Ǉƻƭƛcies consistently, neutrally, 

objectively, and faiǊƭȅέΣ ŀƴŘ  

 
4 For example, see "The Indispensable Role of WHOIS for Global Cybersecurity: Statement by the EC3 Advisory 
Group on Internet Security" [European Cybercrime Centre, EUROPOL], 25 January 2018.  
https://www.icann.org/en/system/files/files/gdpr-statement-ec3-europol-icann-proposed-compliance-models-
25jan18-en.pdf 
5 Per the monthly registry reports, at https://www.icann.org/resources/pages/registry-reports 
6 How many WHOIS queries the registrars serve is unknown, because ICANN does not require registrars to report 
that information.  

https://www.icann.org/en/system/files/files/gdpr-statement-ec3-europol-icann-proposed-compliance-models-25jan18-en.pdf
https://www.icann.org/en/system/files/files/gdpr-statement-ec3-europol-icann-proposed-compliance-models-25jan18-en.pdf
https://www.icann.org/resources/pages/registry-reports
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¶ The Core Value of "Operating with efficiency and excellence, in ...[an] accountable manner and... 

ŀǘ ŀ ǎǇŜŜŘ ǘƘŀǘ ƛǎ ǊŜǎǇƻƴǎƛǾŜ ǘƻ ǘƘŜ ƴŜŜŘǎ ƻŦ ǘƘŜ Ǝƭƻōŀƭ LƴǘŜǊƴŜǘ ŎƻƳƳǳƴƛǘȅέΦ7 

The problems we found are not private compliance issues.  The problems have impacts on users across 

the Internet.  The ICANN Bylaws state that ά¢ƘŜ /ƻƳƳƛǘƳŜƴǘǎ ǊŜŦƭŜŎǘ L/!bbϥǎ ŦǳƴŘŀƳŜƴǘŀƭ ŎƻƳǇŀŎǘ 

with the global Internet community and are intended to apply consistently and comprehensively to 

L/!bbϥǎ ŀŎǘƛǾƛǘƛŜǎΦέ  L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ ŀǊŜ ƛƴǘŜƴŘŜŘ ǘƻ ŘŜƭƛǾŜǊ ǘǊŀƴǎǇŀǊŜƴŎȅΣ ǊŜƭƛŀōƛƭƛǘȅΣ ƻǇŜǊŀǘƛƻƴŀƭ 

competence, security, and stability to the registrants and to the Internet users that ICANN exists to 

serve. The obligations in the contracts were included because they are important, and they were 

negotiated with the contracted parties with public input.  

Findings in this report point to problems across the entire ICANN structure, including in L/!bbΩǎ Ƴǳƭǘƛ-

stakeholder model.  ICANN has engaged in multiple policy and study efforts about domain registration 

data over the last fifteen years, leading to the state documented in this report.  It is important to note 

how ICANN is organized, and that different parts of it are responsible for different functions.  The ICANN 

Board has significant decision-making powers, provides leadership in the ICANN community, and the 

Board oversees the ICANN Organization. The ICANN Organization is the not-for-profit corporation with 

its staff.  The ICANN Organization has power: it controls resources, sets many priorities, accredits 

operators, implements programs, and executes vital functions such as registrar compliance and the 

negotiation of contracts with the registrars and registry operators.  The ICANN Organization is not 

accountable for the actions or inactions of the ICANN community, which holds policy-making power.8  

That community is a set of stakeholders divided by conflicting interests, and has a decidedly mixed 

record of performance when it comes to decision-making about domain registration data.9  

 

 

  

 
7 ICANN Bylaws, Section 1.2: Commitments and Core Values: 
https://www.icann.org/resources/pages/governance/bylaws-en/#article1 
8 Policy-making power is specifically vested in the Generic Names Supporting Organization, or GNSO.  See: 
https://gnso.icann.org/en/about/council 
9  A summary of ICANN's efforts to create a unified registration data policy would require a separate report.  Over 
the last seven years, ICANN has engaged in multiple, sometime piecemeal and intertwined efforts, but is still 
working to create a comprehensive policy that defines the purposes of collecting and maintaining registration data 
and for making it available in a predictable fashion. A partial list of efforts and studies through 2016 is listed at  
https://whois.icann.org/en/history-whois   More recent efforts include the ongoing implementation team effort 
regarding the Privacy and Proxy Services Accreditation Policy; the on-hold implementation of the Thick RDDS 
(Whois) Transition Policy; the 2018-2019 GNSO Expedited Policy Development Process (EPDP) on the Temporary 
Specification for gTLD Registration Data Policy, Phase 1; the currently ongoing EPDP Phase 1 Implementation 
Review Team; 2019's Registration Directory Service (RDS-WHOIS2) Review Team; and the ongoing EPDP Phase 2. 
Also of interest is a prescient 2012 advisory by ICANN's Security and Stability Committee: "SAC055: WHOIS: Blind 
aŜƴ !ƴŘ !ƴ 9ƭŜǇƘŀƴǘΣέ ŀǘΥ https://www.icann.org/en/system/files/files/sac-055-en.pdf  

https://www.icann.org/resources/pages/governance/bylaws-en/#article1
https://gnso.icann.org/en/about/council
https://whois.icann.org/en/history-whois
https://www.icann.org/en/system/files/files/sac-055-en.pdf
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Study Questions and Methodology 

 
We studied 23 registrars.  ¢ƘŜȅ Ƴŀƛƴƭȅ ǊŜǇǊŜǎŜƴǘ ǘƘŜ ƛƴŘǳǎǘǊȅΩǎ ƭŀǊƎŜǎǘ ǊŜƎƛǎǘǊŀǊǎ ōȅ ƳŀǊƪŜǘ ǎƘŀǊŜΣ ŀƴŘ 

together sponsor 68.8% of all registered gTLD domains in the world.10  The list was also chosen to be 

geographically diverse, with registrars across the world, including some in the European Union, the 

home jurisdiction of the GDPR.  The list also has registrars with different business models (including 

reseller networks) and different target markets. They also represent the largest business players in the 

registrar space, such as Web.com, Endurance International, and GoDaddy Operating Company LLC. Most 

of these registrars are multi-million-dollar companies, and have professional business, compliance, and 

engineering staffs.  Most of them participate actively in ICANN and its policy-making activities. 

For each registrar we evaluated these questions, against these standards: 

1. Does the registrar have WHOIS services that function properly and meet contractual 

obligations?  L/!bbΩǎ wŜƎƛǎǘǊŀǊ !ŎŎǊŜŘƛǘŀǘƛƻƴ !ƎǊŜŜƳŜƴǘ όw!!ύ Ŏƻƴǘŀƛƴǎ ǘƘŜ relevant 

requirements that all registrars must comply with.11 

2. Does the registrar have an RDAP service that functions properly and meets contractual 

obligations? 12,13  The new Registration Data Access Protocol (RDAP) is replacing WHOIS. All 

gTLD registries and registrars were obligated to deploy RDAP no later than 26 August 2019. The 

RDAP RFCs and L/!bbΩǎ w5!t Response Profile contain requirements that registrars must 

meet.14 

3. Lǎ ǘƘŜ ǊŜƎƛǎǘǊŀǊ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴΚ15  This policy provides current 

requirements for how registrars must handle and display registration data, notably how they 

can redact personally identifiable data from publication, for compliance with the European 

Union's General Data Protection Regulation (GDPR). The Temporary Specification became 

mandatory on 25 May 2018, and was confirmed as binding on registrars and registry operators 

via the Interim Registration Data Policy effective 20 May 2019.16,17  

 
10 Registrar domain counts were taken from ICAbbΩǎ ǊŜƎƛǎǘǊȅ ǊŜǇƻǊǘǎ ŦƻǊ !ǳƎǳǎǘ нлмфΣ ǿƘƛŎƘ ǿŀǎ ǘƘŜ Ƴƻǎǘ ǊŜŎŜƴǘ 
month available when we began the study.  See: https://www.icann.org/resources/pages/registry-reports 
11 2013 Registrar Accreditation Agreement: https://www.icann.org/resources/pages/approved-with-specs-2013-
09-17-en 
12 RDAP queries were made in the latest versions of the Chrome and Firefox browsers, and via command line. 
13 Using registrar and registry RDAP server locations listed at IANA, and the ICANN Lookup page. 
14 For an overview and links to the dƻŎǳƳŜƴǘǎΣ ǎŜŜ L/!bbΩǎ ƳŀǘŜǊƛŀƭǎ ŀǘΥ https://www.icann.org/rdap .  The RDAP 
wŜǎǇƻƴǎŜ tǊƻŦƛƭŜ άǎǇŜŎƛŦƛŜǎ ǘƘŜ w5!t tƻƭƛŎȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦǊƻƳ ǘƘŜ L/!bb ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ŦƻǊ Ǝ¢[5 
wŜƎƛǎǘǊŀǘƛƻƴ 5ŀǘŀ όǘƘŜ ά¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴέύέ ŀƴŘ ƛǎ ŀǾŀƛƭŀōƭŜ ŀǘΥ 
https://www.icann.org/en/system/files/files/rdap-response-profile-15feb19-en.pdf 
15 Temporary Specification for gTLD Registration Data: https://www.icann.org/resources/pages/gtld-registration-
data-specs-en 
16 Interim Registration Data Policy for gTLDs, effective 20 May 2019: 
https://www.icann.org/resources/pages/interim-registration-data-policy-en.   
17 The Interim Registration Data Policy says that the Temporary Specification is the current requirement that 
registrars muǎǘ ŦƻƭƭƻǿΦ  hƴŎŜ L/!bb ŦƛƴƛǎƘŜǎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ǿƻǊƪ ƛǘ ǿƛƭƭ ǇǳōƭƛǎƘ ŀ ƴŜǿ άwŜƎƛǎǘǊŀǘƛƻƴ 5ŀǘŀ tƻƭƛŎȅ 
ŘƻŎǳƳŜƴǘέ ŎƻƴǘŀƛƴƛƴƎ ǎƻƳŜ ǊŜǾƛǎŜŘ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  !ǎ ƻŦ ǘƘƛǎ ǿǊƛǘƛƴƎΣ L/!bb Ƙŀǎ ƴƻǘ ǇǳōƭƛǎƘŜŘ ǘƘŀǘΦ ¢ƘŜ LƴǘŜǊƛƳ 
Registration Data Policy sayǎ ǘƘŀǘ ŦƻǊ ƴƻǿΣ άICANN Contractual Compliance will enforce contracted parties' 
ƻōƭƛƎŀǘƛƻƴǎ ǘƻ ŎƻƴǘƛƴǳŜ ǘƻ ƛƳǇƭŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƘŀǘ ŀǊŜ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴΦέ {ŜŜ 
https://www.icann.org/resources/pages/interim-registration-data-policy-en   

https://www.icann.org/resources/pages/registry-reports
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/rdap
https://www.icann.org/en/system/files/files/rdap-response-profile-15feb19-en.pdf
https://www.icann.org/resources/pages/gtld-registration-data-specs-en
https://www.icann.org/resources/pages/gtld-registration-data-specs-en
https://www.icann.org/resources/pages/interim-registration-data-policy-en
https://www.icann.org/resources/pages/interim-registration-data-policy-en
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4. Can users find information in the ǊŜƎƛǎǘǊŀǊΩǎ RDDS output that allows them to reach out to a 

domain contact?  This means the registrar publishes either a contacǘΩǎ actual email address, or 

the email address of a privacy/proxy service, or offers one of the mechanisms required by 

L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴΥ ŀƴ anonymized email address or a contact web form.  For 

more about the contractual requirements, see άSTUDY QUESTION: Availability of Contactability 

Informationέ ƭŀǘer in this report. 

5. 5ƛŘ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ ǊŜǉǳƛǊŜŘ ŎƻƴǘŀŎǘŀōƛƭƛǘȅ ƳŜŎƘŀƴƛǎƳ ŀŎǘǳŀƭƭȅ ǿƻǊƪΚ  When we used the 

anonymized email address or contact web form that the registrar provided as the means to 

contact a domain registrant, was the message delivered to the registrant? 

¢ƻ ŀƴǎǿŜǊ ǘƘŜǎŜ ǉǳŜǎǘƛƻƴǎΣ ǿŜ ŜȄŀƳƛƴŜŘ ŜŀŎƘ ǊŜƎƛǎǘǊŀǊǎΩ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎŜǎ.  We registered domain 

names through most of them, using contact identities inside and outside the European Union. This 

allowed us to see exactly how the registrars handle personally identifiable data, especially when the 

domain contact and/or the registrar is located in the European Union and subject to GDPR.  We 

ŜȄŀƳƛƴŜŘ ǘƘŜ ǊŜƎƛǎǘǊŀǊǎΩ ²IhL{ ŀƴŘ w5!t ƻǳǘǇǳǘ ŦƻǊ ǘƘƻǎŜ ŘƻƳŀƛƴǎ ŀƴŘ ƻǘƘŜǊ domains they sponsor.  

We tesǘŜŘ ǘƘŜ ǊŜƎƛǎǘǊŀǊǎΩ ŎƻƴǘŀŎǘŀōƛƭƛǘȅ ƳŜŎƘŀƴƛǎƳǎ ōȅ ŀǘǘŜƳǇǘƛƴƎ ǘƻ ǎŜƴŘ ƳŜǎǎŀƎŜǎ ǘƻ ǘƘŜ ǊŜƎƛǎǘǊŀƴǘ 

contacts we created using these mechanisms, sending to and receiving at mailboxes provided by major 

email providers such as Gmail, Outlook, Yahoo, and Mail.com.  

The results are charted in Table 1: Registrar Scoring on the next page.  There are 115 test result cells (5 

each for the 23 registrars). 

GREEN: If the registrar met its contractual obligations and the service worked as intended, the registrar 

received a GREEN rating.  In these cases no further commentary is provided.   

RED: If the registrar failed a ǉǳŜǎǘƛƻƴ όǘƘŜ ŀƴǎǿŜǊ ǿŀǎ άƴƻέύΣ ƛǘ ǊŜŎŜƛǾŜŘ ŀ RED rating. All RED ratings are 

documented in Part II of this paper.   RED ratings are objective, and a registrar received one if it failed to 

meet one or more contractual obligations in the category. This method is appropriate because:  

¶ The obligations were important enough to be included in L/!bbΩǎ contracts. These legal 

obligations were designed so that ICANN and its registrars deliver transparency, consistency, 

operational competence, security, and stabƛƭƛǘȅΣ ǇŜǊ L/!bbΩǎ ƳƛǎǎƛƻƴΦ   

¶ It ǿŀǎ ƴƻǘ ǇǊŀŎǘƛŎŀƭ ǘƻ ƳŀƪŜ ŀ ǎǳōƧŜŎǘƛǾŜ ǊŀǘƛƴƎ ōȅ ǎƻƳŜƘƻǿ ŘŜŎƛŘƛƴƎ άƘƻǿ ƳǳŎƘ ŎƻƳǇƭƛŀƴŎŜ ƛǎ 

ŜƴƻǳƎƘΦέ  The failures fall on a spectrum of severity, from minor to complete failure.  

¶ An issue may impact different users differently, depending on their needs; what is minor to one 

may be important to another.  Our goal was to point out variances and their implications. 

YELLOW: If the registrar met the contractual obligations but there was some sort of notable problem, 

the registrar received a YELLOW rating.  These are places where users were prevented from achieving an 

important goal.  YELLOW ratings tend to highlight significant operational problems, or shortcomings in 

the ICANN contracts.  All YELLOW ratings are documented in the later part of this paper. 

For some questions, registrars received a split score: for example where contactability information was 

available in WHOIS (half green) but not via RDAP (half red), or where the WHOIS service met 

specification (half green) but access was significantly impaired (half yellow).  
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Table 1: Registrar Scoring 

Registrar 
IANA 

ID Country 

gTLD 
domains 

(Aug 2019) 

gTLD 
Market 
share 

WHOIS service: functionality and 
compliance  

RDAP service: functionality and 
compliance 

Compliant with 
Temp Spec? 

Contactability info 
contained in RDDS 

output? 

Contactability Mechanism 
functional? (web form or 

anonymized email) 

GoDaddy 146 US 60,818,688 29.5% OK 
Notable rate-

limiting OK 
Notable rate-

limiting YES WHOIS: YES   RDAP: NO YES; some usability problems 

Tucows  69 CA 9,973,157 4.8% 

Problems. Notable rate-limiting; 
non-responsive depending on 

location of user. 

FAIL.  Also notable rate-limiting; 
non-responsive depending on 

location of user. NO YES 
YES;  

notable usability problems 

NameCheap 1068 US 9,473,653 4.6% FAIL FAIL NO YES YES 

Network Solutions  2 US 7,041,618 3.4% FAIL FAIL NO YES problem  

Alibaba Cloud Computing 
(Beijing) Co., Ltd. 420 CN 7,020,473 3.4% FAIL no RDAP server NO 

WHOIS: 
problem  RDAP: NO web form; not tested 

eNom, LLC  48 US 5,765,808 2.8% 

Notable rate-limiting; non-
responsive depending on location 

of user. 

Notable rate-limiting; non-
responsive depending on location of 

user. NO 

WHOIS: 
some 

missing RDAP: YES YES; notable usability problems 

GMO Internet dba Onamae.com 49 JP 5,295,887 2.6% FAIL FAIL NO NO no mechanism found 

Xin Net Technology Corporation 120 CN 5,105,935 2.5% FAIL FAIL NO WHOIS: NO.  RDAP: NO 
location of contact form revealed 

in Web WHOIS output only 

1&1 Ionos 83 DE 4,969,122 2.4% OK OK YES YES YES; some usability problems 

PDR Ltd.  303 IN 4,737,408 2.3% problem problem YES YES YES; some usability problems 

Google LLC 895 US 3,722,764 1.8% OK OK YES YES YES  

NameSilo 1479 US 3,160,058 1.5% OK FAIL problems YES YES 

Wild West  440 US 2,750,299 1.3% OK 
Notable rate-

limiting OK 
Notable rate-

limiting YES WHOIS: YES RDAP: NO YES 

FastDoman 1154 US 2,340,788 1.1% FAIL problem OK OK NO for masked EU data 

OVH sas  433 FR 2,119,173 1.0% FAIL FAIL NO 
Web-based: 

NO  
port 43 and 
RDAP: YES YES 

Register.com 9 US 1,773,633 0.9% OK FAIL problem YES YES 

Key-Systems GmbH  269 DE 1,396,386 0.7% FAIL FAIL problems 
Web-based: 

problem RDAP: OK web form; not tested 

Gandi SAS 81 FR 1,306,894 0.6% OK FAIL YES YES YES 

123-Reg 1515 UK 856,664 0.4% problems FAIL problem YES FAIL  

Registrar of Domain Names 
REG.RU LLC (REG.COM) 1606 RU 727,287 0.4% FAIL FAIL NO WHOIS: NO RDAP: YES FAIL  

OnlineNIC, Inc. 82 US/CN 718,439 0.3% FAIL FAIL NO WHOIS: YES RDAP: NO web form, not tested 

West263 International Limited  1915 CN 681,449 0.3% FAIL  FAIL NO YES FAIL  

NetEarth 1005 UK 142,822 0.1% problem OK YES YES problems 

TOTALS     141,898,405 68.8%      
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Findings 
 

In a reliable, well-managed environment, the greaǘ ƳŀƧƻǊƛǘȅ ƻŦ ǘƘŜ ŎƘŀǊǘΩǎ 115 cells should be green, 

with few failures.  The results were: 

¶ 40% of the tests were RED (46.5 tests) 

¶ 16% of the tests were YELLOW (18.5 tests) 

¶ 41% were GREEN (47 tests) 

¶ 3% were not tested (3 tests) 

Analysis of the material yielded the following conclusions, which are detailed in this report:  

1. After many years, a significant portion of the registrar industry is still not running reliable and 

compliant WHOIS services.  This does not bode well for the reliability of RDAP services, which 

are more complicated to operate. (See pages 20-35.) 

2. After one-and-a-half years, a significant percentage of registrars do not fully comply with 

L/!bbΩǎ ¢ŜƳǇƻǊŀry Specification.  (See page 52.) 

3. It is difficult for parties to reach out to domain contacts. Sometimes registrars do not make the 

required contactability information available as required. (See page 53 and page 24.)  Some 

registrars have deployed procedures that make it unnecessarily difficult for people to contact 

their registrants.  (See page 54.)  People using the contact tools provided by registrars cannot 

always be confident that their messages are being delivered to domain contacts, because of the 

contactability mechanisms literally fail to deliver. (See page 55.)   

4. RDAP became mandatory for registrars and registry operators to provide in August 2019, but as 

of March 2020 the rollout is moving very slowly. (See page 37.)  There are notable operational 

and noncompliance problems, and RDAP services are not yet reliable enough for use.  (See page 

41.)  ICANN Organization is having some trouble managing RDAP resources it is responsible for.  

(See page 47.) 

5. The widespread problems indicate that L/!bbΩǎ compliance procedures are failing.  (Examples 

throughout.) 

6. ICANN Organization has not yet released a plan to communicate with the public about RDAP and 

the retirement of the WHOIS service.  This plan is vital to prevent technical disruptions and to 

ensure usability. (See page 39.) 

7. ICANNΩǎ policies and contracts need revisions.  TƘŜ ŜȄŀƳƛƴŀǘƛƻƴ ƳŀƪŜǎ ŎƭŜŀǊ ǘƘŀǘ L/!bbΩǎ 

contracts need to be more detailed and explicit in some areas, in order to make the obligations 

clear for the registrars, to protect registrants and Internet users, and to give ICANN Organization 

the ability to appropriately enforce compliance. (Examples throughout.) 

8. A number of registrars mis-handle their privacy and data handling obligations under GDPR.  

Sometimes residents of the European Union are now disadvantaged by registrar practices.  For 

example, some registrars sell privacy protection to EU registrants who are entitled to protection 

by law, and for free.  (See page 62.) 

9. GDPR has led the ICANN Organization and ICANN policy-makers to unnecessarily step away from 

their critical registration data accuracy responsibilities. ICANN Organization is in a position to 

resume accuracy reviews and studies but has not done so. (See page 66.) 
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10. L/!bbΩǎ ǊŜƎƛǎǘǊŀǊǎ όŀƴŘ ǊŜƎƛǎǘǊȅ ƻǇŜǊŀǘƻǊǎύ ǎƻƳŜǘƛƳŜǎ ƛƳǇƻǎŜ ŎƻƴŘƛǘƛƻƴǎ ƻƴ registration service 

and data use, but those terms and conditions violate ICANN policy.  Some of these terms 

disallow legitimate purposes that RDAP services were designed to fulfill.  Some of the 

contractual language about RDDS use is outdated and needs to be revised. (See page 31.) 

11. Registrars and registry operators mask the contact data for the domains they own and operate 

for important functions.  Registrants and third parties cannot use domain registration records to 

identify what domains are legitimately run for these important business and infrastructural 

purposes. (See page 60.) 

The next sections of this paper delve into the results and offer recommendations for positive changes. 
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Recommendations 
 

RECOMMENDATION 1: The Registrar Accreditation Agreement (RAA) must be changed so that registrar 

RDAP services must serve data (including any required contact fields) for all domains that the registrar 

sponsors, in all gTLDs. ¢ƘŜ Řŀǘŀ ǎŜǊǾŜŘ Ƴǳǎǘ ŎƻƳŜ ŦǊƻƳ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ Řŀǘabase; the registrar cannot 

instead serve data obtained from the registry. (Pages 24, 29) 

RECOMMENDATION 2: all methods of access to registration data (both via RDAP and web-based RDAP) 

must provide an equivalent response to the same query.  If a piece of data is required to be published in 

the public data set, it must be served regardless of the access mechanism, or what user is requesting it. 

(Pages 29, 54) 

RECOMMENDATION 3: The requirement to publish up-to-date data via RDDS must be clarified during 

L/!bbΩǎ ŎǳǊǊŜƴǘ w5!t {[! ƴŜƎƻǘƛŀǘƛƻƴ ǿƛǘƘ registrars.  The requirement must clearly be in line with the 

current SLA, which requires updates to domain records to be reflected in RDDS within 60 minutes. (Page 

30) 

 
RECOMMENDATION 4: ICANN should delete tƘŜ ŎƭŀǳǎŜ ŦǊƻƳ ƛǘǎ ŀƎǊŜŜƳŜƴǘǎ ǘƘŀǘ ǇǊƻƘƛōƛǘǎ άƘigh volume, 

automated, electronic processes that send queries or data to the systems of any Registry Operator or 

ICANN-Accredited registrar, except as reasonably necessary to register domain names or modify existing 

ǊŜƎƛǎǘǊŀǘƛƻƴǎΦέ (Page 31) 

RECOMMENDATION 5: ICANN should not allow registrars and registry operators to impose terms and 

conditions on uses of registration data that are legal, especially regarding the use of the public data set. 

ICANN should ŜƴŦƻǊŎŜ ƛǘǎ ŜȄƛǎǘƛƴƎ ŎƻƴǘǊŀŎǘǳŀƭ ƭŀƴƎǳŀƎŜ ǘƘŀǘ άwŜƎƛǎtrar shall permit use of data it 

ǇǊƻǾƛŘŜǎ ƛƴ ǊŜǎǇƻƴǎŜ ǘƻ ǉǳŜǊƛŜǎ ŦƻǊ ŀƴȅ ƭŀǿŦǳƭ ǇǳǊǇƻǎŜǎέΦ  {ƛƳƛƭŀǊ ƭŀƴƎǳŀƎŜ ǎƘƻǳƭŘ ōŜ ƛƴŎƻǊǇƻǊŀǘŜŘ ƛƴǘƻ 

the registry agreements. (Page 32) 

RECOMMENDATION 6Υ L/!bbΩǎ ŎƻƴǘǊacts must be revised to prohibit registrars and registry operators 

from rate-limiting access to the public data set on RDAP servers, unless the server operator is under a 

denial-of-service attack that threatens the SLAs of a reasonably-provisioned RDAP service.  This subject 

is not being addressed in the EPDP, and ICANN Organization currently has an opportunity to address 

rate-limiting at registrars as part of contract negotiations about RDAP services. (Page 36) 

RECOMMENDATION 7:  Per SAC101v2 recommendation: The ICANN Board should direct the ICANN 

Organization to work to ensure that RDDS access is provided in a measurable and enforceable 

framework, which can be understood by all parties. (Page 36) 

RECOMMENDATION 8: ICANN Organization must publish, as soon as possible, its draft plan for when 

RDAP services will be reliable and for retiring WHOIS.  The public comment period on this plan must be 

widely publicized not just in the ICANN community, but to wider Internet and software communities, 

with appropriate time for responses from affected parties.  The plan must include: 

¶ the proposed timeline, 

¶ a commitment to take the needs of users into account, 

¶ L/!bbΩǎ Ǉƭŀƴǎ ǘƻ ǇǳōƭƛŎƛȊŜ ǘƘŜ ǘǊŀƴǎƛǘƛƻƴ ŀƴŘ ŜŘǳŎŀǘŜ ǳǎŜǊǎ ŀōƻǳǘ Ƙƻǿ ǘƻ ǳǎŜ w5!tΣ 
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¶ ƛƴǇǳǘ ŦǊƻƳ L/!bbΩǎ hŦŦƛŎŜ ƻŦ ǘƘe CTO, which can provide advice about what software tools and 

systems will be affected by the retirement of WHOIS, and  

¶ L/!bbΩǎ Ǉƭŀƴǎ ǘƻ Ŏƻƴǎǳƭǘ ǿƛǘƘ ŀŦŦŜŎǘŜŘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ŀƴŘ ǎƻŦǘǿŀǊŜ ǇǊƻǾƛŘŜǊǎΦ  

(Page 40) 
 

RECOMMENDATION 9: ICANN Organization should create a program to support the users (consumers) 

of RDAP services.  ICANN should publish RDAP query client code and a toolkit, including code and a 

ƎǳƛŘŜ ŦƻǊ ǇŀǊǎƛƴƎ w5!t ǊŜǎǇƻƴǎŜǎ ǇŜǊ L/!bbΩǎ w5!t wŜǎǇƻƴǎŜ tǊƻŦƛƭŜΦ (Page 40) 

RECOMMENDATION 10Υ L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ Ƴǳǎǘ ōŜ ǳǇŘŀǘŜŘ ǘƻ ǊŜǉǳƛǊŜ ǘƘŀǘ ǊŜƎƛǎǘǊƛŜǎ ŀƴd registrars 

ƛƴŎƭǳŘŜ ŀ ƭƛƴƪ ƻƴ ǘƘŜƛǊ ƘƻƳŜ ǇŀƎŜǎ ǘƻ ά5ƻƳŀƛƴ ƭƻƻƪǳǇέ ƻǊ ά5ƻƳŀƛƴ Řŀǘŀ ƭƻƻƪǳǇέ ƻǊ ŀ ǎƛƳƛƭŀǊ ǘŜǊƳΦ  ¢Ƙƛǎ 

should link to a web-based RDDS search form. (Pages 40, 54) 

RECOMMENDATION 11: registrars and registry operators MUST provide free and accessible web-based 

RDAP output on their web sites, presented first in a way that human beings can understand it, and may 

also provide the raw output following.  For usability and consistency, and to avoid confusion, the 

human-readable format must look similar to the output that WHOIS services provide today, including 

similar data field labels. ICANN must provide a contractually binding specification for what that human-

friendly output should look like, codified in the current contract negotiations between ICANN and the 

registrars and registry operators. (Page 44) 

RECOMMENDATION 12: Web-based RDAP service must have the same availability SLA standards that 

web-based WHOIS does now.   For SLA purposes, "Registration Data Directory Services" must refer to 

both RDAP (server) and Web-based RDAP services.  This will be consistent with the current Registrar 

Accreditation Agreement and the Registry Base Agreement. (Page 42) 

RECOMMENDATION 13: Registrars must report RDAP query activity to ICANN, as registry operators do.  

This data must be published publicly in monthly reports, as the registry data is. (Page 45) 

RECOMMENDATION 14: The following SSAC recommendations from SAC2019-02 must be incorporated 

into the RDAP contract requirements currently being negotiated between ICANN Organization and the 

registries and registrars:    

a. Clarify the expectations for reporting RDAP queries. The guidance must make clear the 

purposes and goals of the data collection and the contractual obligations.  

b. Since the purpose of gathering the data is to document queries made by the users (consumers) 

of the registration data service, registry operators and registrars should exclude the queries 

they make to their own systems.  (Page 45) 

RECOMMENDATION 15Υ L/!bbΩǎ ŎƻƳǇƭƛŀƴŎŜ ƳƻƴƛǘƻǊƛƴƎ ǎȅǎǘŜƳ Ƴǳǎǘ ŎƘeck that RDAP services are 

responding with correctly formatted and complete data, including all required fields. (Page 46) 

RECOMMENDATION 16: In RDAP, registries and registrars must be required to respond with 

standardized HTTP response error codes that are accompanied by ResponseAction ǘƛƳŜǎǘŀƳǇǎΦ L/!bbΩǎ 

RDAP Response Profile should be revised to provide the necessary guidance. (Page 46) 



 

Domain Name Registration Data at the Crossroads  31 March 2020 

16 

RECOMMENDATION 17: ICANN/IANA must validate all RDAP base URLs submitted to it, and must not list 

inaccurate or non-functional URLs. (Page 49) 

RECOMMENDATION 18: IANA must publish changes to registry and registrar base URLs into the RDAP 

Bootstrap Registries in a timely fashion, such as within 24 to 48 hours of when they are updated by the 

registry or registrar.  Because these directories are mission-critical resources upon which billions of 

RDAP queries will rely, Public Technical Identifiers (PTI) must set SLAs and performance metrics for these 

maintenance functions, and should publish the performance metrics, as ICANN and IANA do for other 

services. (Page 49) 

RECOMMENDATION 19: ICANN must ŜƴǎǳǊŜ ǘƘŀǘ ŀ ǿŀȅ ǘƻ ǊŜŀŎƘ ƻǳǘ ǘƻ ŀ ŘƻƳŀƛƴΩǎ registrant contact is 

published in all registrar and registry operator RDAP output, for every gTLD domain. They must always 

either publish thŜ ŎƻƴǘŀŎǘΩǎ ǊŜŀƭ ŜƳŀƛƭ ŀŘŘǊŜǎǎΣ ƻǊ ǘƘŜ ŀŘŘǊŜǎǎ ƻŦ ŀ ǇǊƛǾŀŎȅκǇǊƻȄȅ ǎŜǊǾƛŎŜΣ  or in the case 

of redaction the URL of a contact form or an anonymized email address. Registrars and registry 

operators must always provide these in both RDAP output and in web-based (human-readable) output. 

(Pages 54, 57)   

RECOMMENDATION 20: Registrars should regularly review their email sending procedures and 

providers, to ensure that messages they forward to domain contacts are not blocked as spam. (Page 56) 

RECOMMENDATION 21: I/!bbΩǎ w5!t wŜǎǇƻƴǎŜ tǊƻŦƛƭŜ Ƴǳǎǘ ŘŜǎŎǊƛōŜ Ƙƻǿ ¢ŜŎƘ /ƻƴǘŀŎǘ ŜƳŀƛƭ ƻǊ 

contactability data can be published in RDAP.  (Page 57) 

RECOMMENDATION 22: ICANN should require that the contact mechanisms are actually automated, 

deliver messages to domain contacts in a timely fashion, and do not require human intervention by the 

registrar. (Page 57) 

RECOMMENDATION 23: ICANN must make clear that registrars must respect the privacy of 

correspondence from a requestor to a domain contact, and should prohibit the use of generic email 

address inboxes as a way for registrars to implement a contactability mechanism. (Page 59) 

RECOMMENDATION 24: Registrars and registry operators must publish their full and complete contact 

information in RDDS for the domains they use for their operations, and must not be allowed to present 

redacted or privacy/proxy data for them.  These domains include NIC.TLD, and the domains they use for 

registration services, their online business presences, TLD servers, domains used for email to registrants, 

and domains used for their anti-abuse contacts.  (Page 61) 

RECOMMENDATION 25: ICANN Organization must resume its registration data accuracy studies by using 

representative and unbiased data sets obtained directly from the registrars.  (Page 67) 

RECOMMENDATION 26: ICANN Organization must obtain contact data so that its Compliance 

Department can perform more active and widespread data accuracy compliance checks.  This is 

important since members of the public cannot view most domain name contact data anymore and are 

unable to submit data inaccuracy reports. (Page 69) 

RECOMMENDATION 27: It is time for ICANN Organization to start a formal process to evaluate and 

revise the entire Registrar Accreditation Agreement, with community input.  That was last done in 2012, 

eight years ago. (Page 69) 



 

Domain Name Registration Data at the Crossroads  31 March 2020 

17 

 

In the above recommendations, tƘŜ ǘŜǊƳǎ άmayέΣ άmustέΣ άmust notέΣ άrequiredέΣ άrecommendedέΣ άshallέΣ άshall 

notέΣ άshould notέ ŀƴŘ άshouldέ should be interpreted in accordance with RFC 2119, available at: 

http://www.ietf.org/rfc/rfc2119.txt   

 

  

http://www.ietf.org/rfc/rfc2119.txt
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The Real-Life Impact of WHOIS During the COVID-19 Pandemic 
 

The COVID-19 pandemic of 2020 is emphasizing how important Internet services are.  The Internet is 

providing telemedicine services; remote-work tools for businesses, schools, and governments; it is 

keeping deliveries and supplies flowing; and it is providing vital news and information.  Unfortunately, 

problems with domain name data availability and services have made dealing with the COVID-19 crisis 

more difficult. 

The pandemic has led to an explosion of cybercrime, preying upon a population desperate for safety and 

reassurance.  These criminal activities require domain names, which are being used to run phishing, 

spam, and malware campaigns, and scam sites.18,19   During March 2020 at least 100,000 new domain 

names were ǊŜƎƛǎǘŜǊŜŘ ŎƻƴǘŀƛƴƛƴƎ ǘŜǊƳǎ ƭƛƪŜ άŎƻǾƛŘΣέ ϦŎƻǊƻƴŀΣϦ ŀƴŘ άǾƛǊǳǎέ20, plus more domains 

registered to sell items such as medical masks, and yet more domains used to spam out advertisements 

for COVID-themed scams. As of this writing, the number of confirmed malicious COVID-related domains 

is in the thousands. 

Legal authorities are currently struggling with this wave of domain-based crime.  In the United States, 

the DepŀǊǘƳŜƴǘ ƻŦ WǳǎǘƛŎŜ Ƙŀǎ ōŜƎǳƴ ǇǊƻǎŜŎǳǘƛƴƎ ǎŎŀƳ ǎƛǘŜǎ όǎŜŜ άHow WHOIS Problems Impeded a 

COVID-19 InvestigationΣέ ōŜƭƻǿύΣ ǿƘƛƭŜ ǘƘŜ bŜǿ ¸ƻǊƪ ǎǘŀǘŜ !ǘǘƻǊƴŜȅ DŜƴŜǊŀƭ ŎƻƴǘŀŎǘŜŘ Dƻ5ŀŘŘȅ ŀƴŘ 

other large registrars, requesting that they be more vigilant and take more proactive steps.21  In Great 

Britain, registry operator Nominet began working with government authorities to redirect scam domains 

to a site providing education for potential victims.22   

While the work of law enforcement is essential, most Internet security functions are provided by private 

parties, such as security companies and the companies who own Internet infrastructure.  They are 

responsible for keeping their systems, customers, and users safe.  They must determine which domains 

are dangerous, and which are innocuous.  That task involves using registration data to find domains that 

share contact data points with known malicious domains, or are associated with known bad actors.  It 

also involves making WHOIS queries to create reputation assessments and to block dangerous domains.   

L/!bbΩǎ ǊŜŎŜƴǘ ǇƻƭƛŎƛŜǎ ƘŀǾŜ ǳƴƴŜŎŜǎǎŀǊƛƭȅ ŘŜǇǊƛǾŜŘ ƎƻƻŘ ŀŎǘƻǊǎ ƻŦ ǘƘƻǎŜ Řŀǘŀ Ǉƻƛƴǘǎ ǘƘŜȅ ƴŜŜŘΦ  

L/!bbΩǎ ά¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴέ ƻŦ нлму ŀƭƭƻǿŜŘ ǊŜƎƛǎǘǊŀǊǎ ǘƻ ǊŜŘŀŎǘ ŎƻƴǘŀŎǘ Řŀǘŀ ŦƻǊ any domains 

 
18  "The Internet is drowning in COVID-19-related malware and phishing scams." Ars Technica, 16 March 2020, at: 
https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-19-related-malware-
and-phishing-scams/ https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-
19-related-malware-and-phishing-scams/  
19  ά/ƻǊƻƴŀǾƛǊǳǎ ¦ǎed in Malicious CŀƳǇŀƛƎƴǎΦέ ¢ǊŜƴŘ aƛŎǊƻΣ нл aŀǊŎƘ нлнлΣ ŀǘΥ 
https://www.trendmicro.com/vinfo/hk-en/security/news/cybercrime-and-digital-threats/coronavirus-used-in-
spam-malware-file-names-and-malicious-domains  
20 ά5ƻƴΩǘ tŀƴƛŎΥ /h±L5-мф /ȅōŜǊ ¢ƘǊŜŀǘǎΦέ  tŀƭƻ !ƭǘƻ bŜǘǿƻǊƪǎ ¦ƴƛǘ пн ōƭƻƎΣ нп aŀǊŎƘ нлнлΣ  ŀǘΥ 
https://unit42.paloaltonetworks.com/covid19-cyber-threats/    See also gTLD zone files.  
21 Press release, 20 March 2020, at: https://ag.ny.gov/press-release/2020/attorney-general-james-asks-godaddy-
and-other-online-registrars-halt-and-de-list .  Letter from Kim A Berger, Chief, Bureau of Internet and Technology, 
New York State Office of the Attorney General, to Nima Kelly, Chief Legal Officer, GoDaddy, 19 March 2020.  At: 
https://ag.ny.gov/sites/default/files/3.19.20_letter_concerning_godaddy_and_coronavirus.pdf  Press release,  
22 Nominet press release, 24 March 2020, at: https://www.nominet.uk/policy-response/  

https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-19-related-malware-and-phishing-scams/
https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-19-related-malware-and-phishing-scams/
https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-19-related-malware-and-phishing-scams/
https://arstechnica.com/information-technology/2020/03/the-internet-is-drowning-in-covid-19-related-malware-and-phishing-scams/
https://www.trendmicro.com/vinfo/hk-en/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains
https://www.trendmicro.com/vinfo/hk-en/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains
https://unit42.paloaltonetworks.com/covid19-cyber-threats/
https://ag.ny.gov/press-release/2020/attorney-general-james-asks-godaddy-and-other-online-registrars-halt-and-de-list
https://ag.ny.gov/press-release/2020/attorney-general-james-asks-godaddy-and-other-online-registrars-halt-and-de-list
https://ag.ny.gov/sites/default/files/3.19.20_letter_concerning_godaddy_and_coronavirus.pdf
https://www.nominet.uk/policy-response/
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they wish.  This allows the registrars to comply with European privacy law (GDPR), but also to redact 

data for contacts not covered by GDPR or any other privacy law, anywhere in the world.  This allows the 

registrars to massively over-redact domain contact data, taking it offline for any reason they wish.  (For 

more background, see "Registrar-Provided Data: More Important Than EverΣέ ōŜƭƻǿΦύ 

One of the effects of that policy is that that malicious domains are not being identified as quickly as 

before, aƴŘ ǎƻƳŜ ƳŀƭƛŎƛƻǳǎ ǊŜƎƛǎǘǊŀǘƛƻƴǎ ŀǊŜ ƴƻǘ ōŜƛƴƎ ŘŜǘŜŎǘŜŘ ŀǘ ŀƭƭΦ  !ŦǘŜǊ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ 

Specification went into effect, blocklisting efficiency based on domain data decreased by 70%.23  This 

allows more harm to the public, allowing some criminal activity to go undetected, and blocking other 

criminal activity more slowly. 

In addition, domain registrars and registry operators are allowed by ICANN to restrict access to even 

basic, non-personal domain data that is supposed to be available openly.  Some registrars and registry 

operators are deciding who can query the data and how often.  These limits impede Internet security 

companies and responders from accessing domain data they need.  (For more background about this 

ƛǎǎǳŜΣ ǎŜŜ άThe Rate-Limiting ProblemΣέ ōŜƭƻǿΦύ 

The over-redaction of contact data, plus the use of privacy services, deprives ordinary people of an 

important way of finding out who they may be doƛƴƎ ōǳǎƛƴŜǎǎ ǿƛǘƘΦ  ό{ŜŜ άRegistrar-Provided Data: 

More Important Than Everέ ōŜƭƻǿΦύ  L/!bbΩǎ ǇƻƭƛŎƛŜǎ ƘŀǾŜ ŎǊŜŀǘŜŘ ŀƴ ǳƴōŀƭŀƴŎŜŘ ǎƛǘǳŀǘƛƻƴΣ ƻŦŦŜǊƛƴƎ ƭŜǎǎ 

transparency and protection for consumers than is possible within the law.  This is especially perilous 

during a crisis, when consumers are relying on the Internet for basic supplies. 

Finally, the ability to reach out to domain owners to solve problems has also been degraded.  This eats 

away at the ability of people to manage assets across the Internet, and the ability of the Internet to 

manage itself.  This is in part because some registrars make contact mechanisms hard to find and hard 

ǘƻ ǳǎŜΦ  όCƻǊ ƳƻǊŜ ŀōƻǳǘ ǘƘƛǎ ǇǊƻōƭŜƳΣ ǎŜŜ άAvailability of Contact Informationέ ŀƴŘ άFailure of 

Contactability MechanismsέΣ ŀƴŘ άHiding Contactability DataΣέ ōŜƭƻǿΦύ   

 

  

 
23 For a look at how the unavailability of WHOIS data has led to less efficient detection at the two major blocklist 
ǇǊƻǾƛŘŜǊǎΣ ǎŜŜ ǘƘŜ ǎǘǳŘȅ  άCŀŎǘǎ ϧ CƛƎǳǊŜǎΥ ²Ƙƻƛǎ tƻƭƛŎȅ /ƘŀƴƎŜǎ LƳǇŀƛǊ .ƭƻŎƪƭƛǎǘƛƴƎ 5ŜŦŜƴǎŜǎέ ōȅ 5ŀǾŜ tƛǎŎƛǘŜƭƭƻΣ у 
March 2019, at: https://www.securityskeptic.com/2019/03/facts-figures-whois-policy-changes-impair-blacklisting-
defenses.html 

https://www.securityskeptic.com/2019/03/facts-figures-whois-policy-changes-impair-blacklisting-defenses.html
https://www.securityskeptic.com/2019/03/facts-figures-whois-policy-changes-impair-blacklisting-defenses.html
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STUDY QUESTION: WHOIS Functionality and Compliance Status 
 

WHOIS has been deployed for more than 20 years, but some registrars do not provide reliable, compliant 

WHOIS service, which creates problems for users.  These failures do not bode well for RDAP service, 

which is more complex to operate. These pervasive failures indicate that L/!bbΩǎ ŎƻƳǇƭƛŀƴŎŜ ǊŜƎƛƳŜ Ƙŀǎ 

not worked well.  L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ also have some shortcomings and loopholes that reduce service 

usability and registrant contactability.   

Registrar-provided WHOIS has long been characterized by a level of unreliability and non-compliance. In 

нлмлΣ ǘƘŜ Db{hΩǎ wŜƎƛǎǘǊŀǘƛƻƴ !ōǳǎŜ tƻƭƛŎȅ ²ƻǊƪ DǊƻǳǇ όw!t²Dύ ǇŜǊŦƻǊƳŜŘ ŀƴ ƛƴǾŜǎǘƛƎŀǘƛƻƴ ŀƴŘ ŦƻǳƴŘ 

WHOIS service problems at 19 of the 50 registrars it studied.24  These problems included inaccurate 

results, contractual non-compliance, and nonresponsive servers.  The RAPWG concluded:  

WHOIS data is not always accessible on a guaranteed or enforceable basis, is not always 

provided by registrars in a reliable, consistent, or predictable fashion, and users sometimes 

receive different WHOIS results depending on where or how they perform the lookup. These 

issues interfere with registration processes, registrant decision-making, and with the ability of 

parties across the Internet to solve a variety of problems. 

Our present study finds that the same problems still exist.  Eleven of the 23 registrars we studied had a 

functionality or compliance failure, and another seven posed problems such as faulty responses, or 

notably restricted access for users. 

This identifies failures at: 

¶ The non-compliant registrars. 

¶ The ICANN Organization, which performs regular compliance audits of registrars but has not 

been able to achieve a good level of compliance with existing requirements. 

¶ The ICANN community.  These problems are well-documented and have existed for years but 

have not been addressed through effective policy-making. 

 

RED Ratings 
 

The problems we found are briefly listed below.  For detailed explanations of each, please see the 

sections for each registrar in Part II of this report. 

¶ Namecheap: sometimes provides invalid data.  

¶ Network Solutions: updates out of Service Level Agreement (SLA). 

¶ Alibaba Cloud Computing: does not provide required contactability information; sometimes 

provides inaccurate results. 

¶ GMO Internet: updates out of SLA. 

¶ Xin Net Technology Corporation: fails to provide required data. 

 
24 "Registration Abuse Policies Working Group Final Report", 29 May 2010, pages 71-80, at 
https://gnso.icann.org/sites/default/files/filefield_12530/rap-wg-final-report-29may10-en.pdf 

https://gnso.icann.org/sites/default/files/filefield_12530/rap-wg-final-report-29may10-en.pdf
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¶ Fastdomain: does not follow the output specification. 

¶ OVH: does not follow output specification; web-based WHOIS does not provide required data. 

¶ Key-Systems GmbH: does not provide required data; sometimes provides inaccurate responses. 

¶ Registrar of Domain Names REG.RU: does not follow output specification; does not provide 

contactability information. 

¶ OnlineNIC: does not follow output specification; sometimes provides inaccurate results. 

¶ West263: does not follow output specification. 

 

YELLOW Ratings 
 

For detailed explanations of each, please see the sections for each registrar in the later part of this 

report. 

¶ GoDaddy and Wild West: serve required data via one method but not via another, thereby 

restricting access. 

¶ Tucows and eNom: do not allow some users to make WHOIS or RDAP queries at all.  Impose 

stringent usage limits on users.  

¶ Tucows: depending on access method, users cannot find any way to contact registrants for 

Tucows-sponsored domain outside of .COM and .NET.   

¶ PDR: bad certificate on WHOIS server. 

¶ 123-Reg: data out of synch with registry; Web-based WHOIS difficult to find. 

¶ NetEarth: bad certificate on WHOIS server. 
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Registrar-Provided Data: More Important Than Ever 
 

L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ƳŀŘŜ ǊŜƎƛǎǘǊŀǊ-provided registration data service more important than 

ever.  Why?  Registrars are now the only place to find out how to contact domain registrants.  But as this 

report explains, looking up domain data at registrars has become an unpredictable proposition. Just a 

few years ago ICANN was on the cusp of making registration data services much more predictable and 

reliable. But ICANN has unnecessarily let those efforts get derailed since ICANN collided with GDPR in 

2018. 

In 2013, 2014, and 2017 ICANN had instituted new WHOIS data requirements, ensuring that registries 

and registrars provided required fields that were consistently labeled and could be used more easily.25 

And in 2014 the ICANN community passed the άThick WHOIS Transition PolicyΣέ which would make all 

gTLD registries hold the same kinds of data and would make them all authoritative repositories for 

domain name contact data.  Φ/ha ŀƴŘ Φb9¢ ǿŜǊŜ άǘƘƛƴέ ǊŜƎƛǎǘǊƛŜǎ ǘƘŀǘ ƘƻƭŘ ƻƴƭȅ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ 

about a domain name, such as its creation date and nameservers.  If anyone wanted to find the contact 

information for a .COM or .NET domain, they could only get that from the WHOIS of the registrar who 

manages that particular domain name.  The Thick WHOIS Transition Policy would have changed that, 

making sure that all registries werŜ άǘƘƛŎƪέ ŀƴŘ ƘŜƭŘ ŎƻƴǘŀŎǘ ŘŀǘŀΣ ǿƘƛŎƘ ŎƻǳƭŘ ōŜ ƭƻƻƪŜŘ ǳǇ Ǿƛŀ ǊŜƎƛǎǘǊȅ 

WHOIS services.  The policy recognized that RDDS provided by registries is generally superior, while 

registrar-provided RDDS is prone to inconsistent responses and data formatting issues, and provides less 

stability.26  Together, these policy changes were moving the gTLD data services toward greater 

reliability, usability, and consistency. 

But by the summer of 2017, ICANN realized that it faced a major problem: GDPR would go into effect in 

2018.  L/!bbΩǎ registrar and registry contracts had always required domain contact data to be published 

Ǿƛŀ ²IhL{Φ  .ǳǘ D5tw ǇǊƻƘƛōƛǘǎ ŎƻƳǇŀƴƛŜǎ ŦǊƻƳ ǎƘŀǊƛƴƎ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǿƛǘƘƻǳǘ explicit 

permission, and does not allow them to force customers to give that permission as a condition of 

service.  Unfortunately, ICANN had failed over the years to come up with a relevant data policy, and had 

ŦŀƛƭŜŘ ǘƻ ǊŜŀŎǘ ǘƻ D5twΩǎ ƭƻƻƳƛƴƎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŘŜŀŘƭƛƴŜΦ  .ȅ ƳƛŘ-2017, registrars and registry 

operators stated that since they faced liability and potential fines under GDPR, that ICANN Organization 

ǿƻǳƭŘ ƴƻ ƭƻƴƎŜǊ ōŜ ŀōƭŜ ǘƻ ƳŀƪŜ ǘƘŜƳ ŀŘƘŜǊŜ ǘƻ ǘƘŜ Řŀǘŀ ǇǳōƭƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴ L/!bbΩǎ 

contracts.  A scramble ensued to come up with a solution.  There was only a year to come up with a 

balanced policy and then execute it, for example a policy that applied GDPR only to individuals covered 

by GDPR.27  To this issue, some registrars claimed that they could not trust the address data their 

 
25 See "Registry Registration Data Directory Services Consistent Labeling and Display Policy", 2014 and 2017 
versions, at https://www.icann.org/resources/pages/rdds-labeling-policy-2017-02-01-en  and the 2013 Registrar 
Accreditation Agreement. 
26 CƻǊ ǘƘƛǎ ōŀŎƪƎǊƻǳƴŘ ǎŜŜ ǘƘŜ άCƛƴŀƭ wŜǇƻǊǘ ƻƴ ǘƘŜ ¢ƘƛŎƪ ²IhL{ tƻƭƛŎȅ 5ŜǾŜƭƻǇƳŜƴǘ tǊƻŎŜǎǎέ ŀǘ 
https://gnso.icann.org/sites/default/files/filefield_42383/thick-final-21oct13-en.pdf 
27 CƻǊ ǎƻƳŜ ƘƛǎǘƻǊȅ ƻŦ L/!bbΩǎ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ D5twΣ ǎŜŜΥ 
"Europe's GDPR Meets WHOIS Privacy: Which Way Forward?" by Jeremy Malcolm.  Electronic Freedom 
Foundation, 26 January 2018, at: https://www.eff.org/deeplinks/2018/01/europes-gdpr-will-force-icann-improve-
whois-privacy   
and 

https://www.icann.org/resources/pages/rdds-labeling-policy-2017-02-01-en
https://gnso.icann.org/sites/default/files/filefield_42383/thick-final-21oct13-en.pdf
https://www.eff.org/deeplinks/2018/01/europes-gdpr-will-force-icann-improve-whois-privacy
https://www.eff.org/deeplinks/2018/01/europes-gdpr-will-force-icann-improve-whois-privacy
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customers provided, while others argued they could not update their systems to display redacted data 

for their EU-based customers while displaying full data for their non-EU customers. 

ICANN OrgŀƴƛȊŀǘƛƻƴΩǎ expeditious solution was to allow registrars to redact contact data for any domain 

they wish.  This allows them to comply with GDPR, but also to redact data for contacts not covered by 

GDPR or any other privacy law, anywhere in the world.  The ICANN Board ratified this solution in its 

ά¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴέ just a few days before GDPR took full effect in May 2018.28   

Many registrars took advantage and stopped publishing contact details for all their domain contacts, all 

over the world.  This allowed the registrars to massively over-redact data, taking it offline for purposes 

other than to comply with GDPR or other privacy laws. 

In one stroke, this also overruled the Thick WHOIS Transition Policy, which the ICANN Board put it on 

hold.  And most registry operators stopped publishing most contact data fields in their WHOIS servicesτ

they stopped publishing any registrant name, postal address, email address, and phone number 

information, even when the data was not protected by GDPR.  It was simply easier for the registry 

operators not to, leaving the decision-making about contact publication to the registrars.   

The result was ǘƘŀǘ Ǝ¢[5 ǊŜƎƛǎǘǊƛŜǎ ŀǊŜ ǎǘƛƭƭ άǘƘƛŎƪέ ƛƴ ǘƘŀǘ ǘƘŜȅ ƘƻƭŘ ǘƘŜ ŎƻƴǘŀŎǘ ŘŀǘŀΣ ōǳǘ are also now 

άǘƘƛƴέ ōŜŎŀǳǎŜ ǘƘŜȅ ƴƻ ƭƻƴƎŜǊ ǇǳōƭƛǎƘ ǘƘŜ ŎƻƴǘŀŎǘ ŘŀǘŀΦ  hƴŜΩǎ ŀōƛƭƛǘȅ ǘƻ obtain contact data, or to 

identify or contact a registrant, now depends entirely on ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ wŜƎƛǎǘǊŀǘƛƻƴ 5ŀǘŀ {ŜǊǾƛŎŜΦ  Lǘ 

depends on what the registrar is willing to reveal, and also when and how.  

To compensate for the massive data redaction, ICANN sought to preserve ways for people to get 

messages to domain contacts.  We call this contactability.  The Temporary Specification states that in 

WHOIS, registrars must publish: 

άƛƴ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ Ψ9ƳŀƛƭΩ ŦƛŜƭŘ ƻŦ ŜǾŜǊȅ ŎƻƴǘŀŎǘ όŜΦƎΦΣ wŜƎƛǎǘǊŀƴǘΣ !ŘƳƛƴΣ ¢ŜŎƘύέΣ ŜƛǘƘŜǊ άŀƴ 

email address or [the address of] a web form to facilitate email communication with the 

ǊŜƭŜǾŀƴǘ ŎƻƴǘŀŎǘΦέ  !ƭǎƻΣ ά¢ƘŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ¦w[ ǘƻ ǘƘŜ ǿŜō ŦƻǊƳ a¦{¢ ǇǊƻǾƛŘŜ 

functionality to forward communications received to the email address of the applicable 

ŎƻƴǘŀŎǘΦέ 

However, registries no longer publish the contact email fields, where registrars place contactability 

ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ L/!bb ǊŜǉǳƛǊŜǎ ǘƘŜƳ ǘƻ ǇǳōƭƛǎƘΦ  ¢Ƙƛǎ Řŀǘŀ Ŏŀƴ ǎǘƛƭƭ ōŜ ŦƻǳƴŘ Ǿƛŀ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ ²IhL{, 

but many registrars now restrict access to it.  (For more ŀōƻǳǘ ǘƘƛǎΣ ǎŜŜ άThe Rate-Limiting Problemέ 

section below.) 

 
"Whois? Whowas. So what's next for ICANN and its vast database of domain-name owners?" by Kieren McCarthy.  
The Register, 1 Jun 2018, at:https://www.theregister.co.uk/2018/06/01/whats_next_for_whois_and_icann/  
and 
"The impact of GDPR on WHOIS" by Anthony J. Ferrante.  FTI Consulting, 13 July 2018, at: 
https://www.fticonsulting.com/~/media/Files/us-files/insights/articles/impact-gdpr-whois-implications-
businesses-facing-cybercrime.pdf  
28 L/!bb ǇǊŜǎǎ ǊŜƭŜŀǎŜΣ άICANN Board Approves Temporary Specification for gTLD Registration DataΣέ мт aŀȅ нлмуΣ 
at https://www.icann.org/news/announcement-2018-05-17-en 

https://www.theregister.co.uk/2018/06/01/whats_next_for_whois_and_icann/
https://www.fticonsulting.com/~/media/Files/us-files/insights/articles/impact-gdpr-whois-implications-businesses-facing-cybercrime.pdf
https://www.fticonsulting.com/~/media/Files/us-files/insights/articles/impact-gdpr-whois-implications-businesses-facing-cybercrime.pdf
https://www.icann.org/news/announcement-2018-05-17-en
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This problem has been carried over to RDAP service as well.   Currently, registrars are serving only .COM 

and .NET queries on their RDAP servers, and do not serve data at all about any other domains they 

ǎǇƻƴǎƻǊΦ CƻǊ ŜȄŀƳǇƭŜΣ DƻƻƎƭŜ 5ƻƳŀƛƴǎΩ w5!t ƻǳǘǇǳǘ ƴƻǘŜǎ ŜȄǇƭƛŎƛǘƭy:    

"Only thin registry domain names (.com or .net) are supported by our 

RDAP service. Send RDAP queries for thick registry domain name s 

directly to the registryô RDAP service." 

 

 
RECOMMENDATION 1: The Registrar Accreditation Agreement (RAA) must be 
changed so that registrar RDAP services must serve data (including any required 
contact fields) for all domains that the registrar sponsors, in all gTLDs. The data 
ǎŜǊǾŜŘ Ƴǳǎǘ ŎƻƳŜ ŦǊƻƳ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ ŘŀǘŀōŀǎŜΤ ǘƘŜ ǊŜƎƛǎǘǊŀǊ Ŏŀƴƴƻǘ ƛƴǎǘŜŀŘ 
serve data obtained from the registry. 

  

 

As this report documents, some registrars are now providing unpredictable service in variance from 

L/!bbΩǎ ŎƻƴǘǊŀcts and binding policies, variances that have not been corrected by ICANN Organization.  

Some registrars have adopted practices that have made the data harder to access, under unpredictable 

terms.  Ultimately, registration data services have become less predictable and usable.  Developments 

over the last two years have erased the gains that ICANN was making, and there are new problems, such 

as those associated with RDAP and rate-limiting. 

 

Hiding Contactability Data: The Left Hand and the Right Hand 
 

The retreat to thin-only output by registries has led to a problem that ICANN has not yet fixed.  When 

users seek contact or contactability information, sometimes they never get it, not even the required 

anonymous email address or the location of the contact web form that is supposed to be guaranteed. 

Why?  The registry operator points to the registrar, and the registrar points back to the registry, and 

neither provides the required data. 

For example, registrar OVH is the only party that possesses information about ŎƻƴǘŀŎǘǎ ŦƻǊ h±IΩǎ Φ/ha 
domains, and is the only party that can tell people how to contact registrants who have their data 
masked.  .ǳǘ h±IΩǎ ǿŜō-ōŀǎŜŘ ²IhL{ ŘƻŜǎ ƴƻǘ ǇǊƻǾƛŘŜ ƻǳǘǇǳǘ ŦǊƻƳ h±IΩǎ ƻǿƴ ŘŀǘŀōŀǎŜ ƻǊ ǇƻǊǘ по 
server.  Instead, OVH provides data that it pulls from the Verisign ǊŜƎƛǎǘǊȅΩǎ port 43 server: 
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VeriSign does not even possess any contact data, or any domain contactability information.  Thus, users 

in this case ŀǊŜ ƭŜŦǘ ǿƛǘƘ ƴƻ ǿŀȅ ǘƻ ƪƴƻǿ Ƙƻǿ ǘƻ ǊŜŀŎƘ ƻǳǘ ǘƻ h±IΩǎ ǊŜƎƛǎǘǊŀƴǘǎΦ 

A different example is the thick .ORG registry, operated by Public Interest Registry.  It does not provide 

ŎƻƴǘŀŎǘ ƻǊ ŎƻƴǘŀŎǘŀōƛƭƛǘȅ ƛƴŦƻΦ  LƴǎǘŜŀŘ ǘƘŜ ǊŜƎƛǎǘǊȅΩǎ ²IhL{ ƻǳǘǇǳǘ ƴƻǘŜǎΥ 

The Registrar of Record identified in this output may have an RDDS 

service that c an be queried for additional information on how to 

contact the Registrant, Admin, or Tech contact of the queried domain 

name.  

But because ICANN does not require registrars to serve data about any domains other than .COM and 

.NET, the registrar will often not provide the contactability data either.  For example, Network Solutions 

does not provide data from its own database or port 43 server.  Instead Network Solutions displays data 

it gets from the PIR (.ORG) registry server: 
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Above: Network Solutions simply fetches and displays data from Public Interest Registry,  
which does not contain any contactability information.  

 

Other registrars do worse. The WHOIS on the Key-Systems GmbH registration site tells users that real 

domains sponsored by Key-Systems outside of .COM and .NET ŘƻƴΩǘ ŜǾŜƴ ŜȄƛǎǘ.   For example, Key-

Systems owns the domain DOMAIN-CONTACT.ORG and uses it to provide services.  But instead of 
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looking in its own database and providing data about this domain, Key-Systems tells visitors that the 

domain does not exist:  

 

 

This kind of confusion and inaccuracy should never happen, and illustrates the unreliability of registrar-

provided domain data services. 

Registrar implementations sometimes fail because the registry operator rate limits how many queries 

the registrar (and its collected users) are permitted to make.  Below a WHOIS record search at Web.com 

failed because Public Interest Registry would not ansǿŜǊ ²ŜōΦŎƻƳΩǎ ǉǳŜǊƛŜǎΥ 
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LǘΩǎ bƻǘ ²Ƙŀǘ ¸ƻǳ !ǎƪΣ IǘΩǎ Iƻǿ 
 

What we see from the above is how registrars are providing different data depending upon how or 

where a user looks it up.  In fact, registrars are not always required to serve the data fields that are 

άǊŜǉǳƛǊŜŘέ ōȅ L/!bb ŎƻƴǘǊŀŎǘǎ ŀƴŘ ǇƻƭƛŎƛŜǎΦ  This paradox does not provide predictability or consistency.  

hƴ ƻƴŜ ƘŀƴŘΣ L/!bbΩǎ ǊŜƎƛǎǘǊŀǊ ŎƻƴǘǊŀŎǘ ǎŜŜƳǎ ǘƻ ǊŜǉǳƛǊŜ ǘƘŀǘ ǇƻǊǘ по ǎŜǊǾƛŎŜ Ƴǳǎǘ ǊŜǎǇƻƴŘ ǿƛǘƘ ŀƭƭ 

contact fields listed in the contract and relevant policies: 

RDDS availability: Refers to the ability of all the RDDS services [sic] for the Registrar to respond 

to queries from an Internet user with appropriate data from the relevant registrar system.29  

and 

Queries shall be about existing objects in the Registry System and the responses must contain 

the corresponding information otherwise the query will be considered unanswered.30 [emphases 

added] 

 
29 ф {ŜŜ άнлмо wŜƎƛǎǘǊŀǊ !ŎŎǊŜŘƛǘŀǘƛƻƴ !ƎǊŜŜƳŜƴǘέ ǎŜŎǘƛƻƴ нΦнΦмΣ 
https://www.icann.org/resources/pages/approvedwith-specs-2013-09-17-en  
30 {ŜŜ άƎ¢[5 .ŀǎŜ wŜƎƛǎǘǊȅ !ƎǊŜŜƳŜƴǘΣ {ǇŜŎƛŦƛŎŀǘƛƻƴ млέ ǎŜŎǘƛƻƴ пΦсΣ 
https://newgtlds.icann.org/sites/default/files/agreements/agreement-approved-31jul17-en.html  

https://www.icann.org/resources/pages/approvedwith-specs-2013-09-17-en
https://newgtlds.icann.org/sites/default/files/agreements/agreement-approved-31jul17-en.html
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But some registrars decided that they will serve only some of the required data elements via WHOIS 

port 43 service.   They serve the rest of the required data elements via single, limited Web-based 

lookups. This practice eliminates the ability of legitimate users to access important data via WHOIS port 

43 or RDAP.   

L/!bbΩǎ /ƻƳǇƭƛŀƴŎŜ 5ŜǇŀǊǘƳŜƴǘ Ƙŀǎ ŀƭƭƻwed registrars to continue using this interpretation of the 

contracts.31   This loophole is so notable ǘƘŀǘ ǘƘŜ ¦Φ{Φ ƎƻǾŜǊƴƳŜƴǘ ŀǎƪŜŘ L/!bb ǘƻ ƭƻƻƪ ƛƴǘƻ Dƻ5ŀŘŘȅΩǎ 

use of it.32  (CƻǊ ƳƻǊŜ ŀōƻǳǘ ǘƘƛǎ ǇǊŀŎǘƛŎŜΣ ǎŜŜ άThe Rate-Limiting ProblemΣέ and the section later in the 

report about GoDaddy.)  

L/!bbΩǎ {ŜŎǳǊƛǘȅ ŀƴŘ Stability Advisory Committee (SSAC) noted how this unpredictable and 

fragmentary service causes problems, and formally recommended that the ICANN Board and ICANN 

Organization fix it during contract negotiations.33  The SSAC also advised the ICANN Board and 

ŎƻƳƳǳƴƛǘȅ ǘƘŀǘ άw55{ ŀŎŎŜǎǎ Ƴǳǎǘ ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ ƭŀǿΣ ōǳǘ ŀŎŎŜǎǎ ǎƘƻǳƭŘ ƴƻǘ ōŜ ƭŜǎǎ ǘƛƳŜƭȅΣ ƳƻǊŜ 

restricted, ŀƴŘ ƭŜǎǎ ǇǳōƭƛŎ ǘƘŀƴ ƭŀǿ ǊŜǉǳƛǊŜǎΦέ 

Unless ICANN closes this kind of loophole, registrars will have great latitude to control the release of 

even non-sensitive domain data in the future.  ICANN Organization has an opportunity to close 

loopholes like this because it is currently negotiating the contractual requirements for RDAP service, to 

modify the existing registry and registrar contracts.34  It is important to fix problems of this nature, 

rather than allowing poor precedent to be carried into the future.  

 
RECOMMENDATION 2: all methods of access to registration data (both via RDAP and 
web-based RDAP) MUST provide an equivalent response to the same query.  If a 
piece of data is required to be published in the public data set, it must be served 
regardless of the access mechanism, or what user is requesting it. 
 
See also Recommendation 1. 

 

 

 

 
31 {ŜŜ ŦƻǊ ŜȄŀƳǇƭŜ άDƻ5ŀŘŘȅ ǘƻ ǎǘŀǊǘ ƳŀǎƪƛƴƎ ǎƻƳŜ ²Ƙƻƛǎ Řŀǘŀ ǘƘǊƻǳƎƘ tƻǊǘ поΣέ 5ƻƳŀƛƴbŀƳŜ²ƛǊŜΦŎƻƳΣ мн 
January 2018, at   https://domainnamewire.com/2018/01/12/godaddy-start-masking-whois-data-port-43/ and 
letter from Brain Winterfeld to ICANN CEO Goran Marby of 10 March 2018 
(https://www.icann.org/en/system/files/correspondence/winterfeldt-to-chalaby-et-al-10mar18-en.pdf) and the 
return letter from ICANN (https://www.icann.org/en/system/files/correspondence/icann-to-winterfeldt-05apr18-
en.pdf ) 
32 Letter from David J. Reidl, U.S. Department of Commerce, to Cherine Chalaby, Chair, ICANN Board of Directors, 
16 April 2018.  At   https://www.icann.org/en/system/files/correspondence/redl-to-chalaby-16apr18-en.pdf 
33 άwŜŎƻƳƳŜƴŘŀǘƛƻƴ сΥ ¢ƘŜ L/!bb .ƻŀǊŘ ǎƘƻǳƭŘ ŘƛǊŜŎǘ ǘƘŜ L/!bb hǊƎŀƴƛȊŀǘƛƻƴ ǘƻ ǿƻǊƪ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ŀƭƭ ƳŜǘhods 
ƻŦ ŀŎŎŜǎǎ ǘƻ w55{ Řŀǘŀ ǇǊƻǾƛŘŜ ŀƴ ŜǉǳƛǾŀƭŜƴǘ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ ǎŀƳŜ ǉǳŜǊȅΦέ CǊƻƳ "SAC101v2: SSAC Advisory 
Regarding Access to Domain Name Registration Data," 12 December 2018, at: 
https://www.icann.org/en/system/files/files/sac-101-v2-en.pdf  
34 See https://www.icann.org/en/system/files/correspondence/marby-to-bunton-21oct19-en.pdf 

https://domainnamewire.com/2018/01/12/godaddy-start-masking-whois-data-port-43/
https://www.icann.org/en/system/files/correspondence/winterfeldt-to-chalaby-et-al-10mar18-en.pdf
https://www.icann.org/en/system/files/correspondence/icann-to-winterfeldt-05apr18-en.pdf
https://www.icann.org/en/system/files/correspondence/icann-to-winterfeldt-05apr18-en.pdf
https://www.icann.org/en/system/files/correspondence/redl-to-chalaby-16apr18-en.pdf
https://www.icann.org/en/system/files/files/sac-101-v2-en.pdf
https://www.icann.org/en/system/files/correspondence/marby-to-bunton-21oct19-en.pdf
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SLA Confusion 
 

The current Registrar Accreditation Agreement (RAA 2013) contains contradictory requirements about 

the currency and timeliness (the άŦǊŜǎƘnessέ) of registrar RDDS data.   

In one place the RAA requires that the registrar update its WHOIS ŘŀǘŀōŀǎŜ άŀǘ ƭŜŀǎǘ Řŀƛƭȅέ ƛƴ ƻǊŘŜǊ ǘƻ 
ǇǊƻǾƛŘŜ ŀŎŎŜǎǎ ǘƻ άǳǇ-to-dŀǘŜέ ŘŀǘŀΦ35  But that obligation conflicts ǿƛǘƘ ǘƘŜ ŎƻƴǘǊŀŎǘΩǎ {ŜǊǾƛŎŜ 
Agreement section, which says that if a domain name is created or updated, that information must be 
ǊŜŦƭŜŎǘŜŘ ƛƴ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ WHOIS within 60 minutes.36,37 

 
For clarity, registrars and registry operators should be required to provide up-to-date data via RDDS 
within the 60-minute SLA.  Once the registrar receives a change from a registrant, or once the registry 
receives a change from the registrar, they must reflect that change in the publicly available RDDS 
services within 60 minutes. 
 

 
RECOMMENDATION 3: The requirement to publish up-to-date data via RDDS must be 
ŎƭŀǊƛŦƛŜŘ ŘǳǊƛƴƎ L/!bbΩǎ ŎǳǊǊŜƴǘ w5!t {[! ƴŜƎƻǘƛŀǘƛƻƴ ǿƛǘƘ ǊŜƎƛǎǘǊŀǊǎ.  The 
requirement must clearly be in line with the current SLA, which requires updates to 
domain records to be reflected in RDDS within 60 minutes. 

 

 
 
 

 

 

  

 
35 Registrar Accreditation Agreement, paragraph 3.3.1, at https://www.icann.org/resources/pages/approved-with-
specs-2013-09-17-en 
36 Registrar Accreditation Agreement , Registration Data Directory Service (WHOIS) Specification, paragraph 2.2, at:  
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#WHOIS   tŜǊ ǘƘŜ ŎƻƴǘǊŀŎǘΥ άw55{ 
update time. Refers to the time measured from the receipt of an EPP confirmation to a transform command on a 
domain name, host or contact, up until the servers of the RDDS services reflect the changes made. 
SLA: less than or equaƭ ǘƻ сл ƳƛƴǳǘŜǎέΦ  CƻǊ ŘŀǘŀōŀǎŜ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ǊŜŀǎƻƴǎΣ ǊŜƎƛǎǘǊƛŜǎ ŀƴŘ ǊŜƎƛǎǘǊŀǊǎ 
ƻŦǘŜƴ  ƻǇŜǊŀǘŜ ǎŜǇŀǊŀǘŜ άǊŜǇƭƛŎŀǘŜŘέ ŘŀǘŀōŀǎŜǎ ǘƻ Ǌǳƴ ǘƘŜƛǊ w55{ ǎŜǊǾƛŎŜǎΣ ǿƘƛŎƘ ŀǊŜ ǎŜǇŀǊŀǘŜ ŦǊƻƳ ǘƘŜƛǊ ŎƻǊŜ 
registration databases. 
37 See also definitions of Transform command in the EPP RFC5730, at https://tools.ietf.org/html/rfc5730#section-
2.9.3 

https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#WHOIS
https://tools.ietf.org/html/rfc5730#section-2.9.3
https://tools.ietf.org/html/rfc5730#section-2.9.3
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RDDS Terms of Service  
 

L/!bbΩǎ ǊŜƎƛǎǘǊŀǊǎ όŀƴŘ ǊŜƎƛǎǘǊȅ ƻǇŜǊŀǘƻǊǎύ ǎƻƳŜǘƛƳŜǎ ƛƳǇƻǎŜ additional conditions on registration 

service and data use, and those terms and conditions violate ICANN policy.  Some of these terms and 

conditions disallow legitimate uses that RDDS services were designed to fulfill.  Relevant contractual 

language about RDDS use is outdated and needs to be revised. 

L/!bbΩǎ wŜƎƛǎǘǊŀǊ Accreditation Agreement states: 

3.3.5 In providing query-based public access to registration data as required by Subsections 

3.3.1 and 3.3.4, Registrar shall not impose terms and conditions on use of the data provided, 

except as permitted by any Specification or Policy established by ICANN. Unless and until ICANN 

establishes a different Consensus Policy, Registrar shall permit use of data it provides in 

response to queries for any lawful purposes except to: (a) allow, enable, or otherwise support 

the transmission by e-mail, telephone, postal mail, facsimile or other means of mass unsolicited, 

commercial advertising or solicitations to entities other than the data recipient's own existing 

customers; or (b) enable high volume, automated, electronic processes that send queries or 

data to the systems of any Registry Operator or ICANN-Accredited registrar, except as 

reasonably necessary to register domain names or modify existing registrations.38 

Using the data for spamming, marketing, and unlawful purposes are certainly a problem, and 

prohibitions against them should be maintained. 

.ǳǘ ǘƘŜ ǇǊƻƘƛōƛǘƛƻƴ ŀƎŀƛƴǎǘ άhigh volume, automated processesέ ŘƻŜǎ ƴƻǘ ƳŀƪŜ ǎŜƴǎŜΦ L/!bbΩǎ {{!/ 

observed:  

This language is problematic because RDDS systems are correctly designed to provide άƘƛƎƘ 

ǾƻƭǳƳŜΣ ŀǳǘƻƳŀǘŜŘΣ ŜƭŜŎǘǊƻƴƛŎ ǇǊƻŎŜǎǎŜǎ ǘƘŀǘ ǎŜƴŘ ǉǳŜǊƛŜǎΣέ ŀƴŘ ǎƻƳŜ ƘƛƎƘ ǾƻƭǳƳŜΣ ŀǳǘƻƳŀǘŜŘ 

queries are made for beneficial and lawful purposes. In the future, the language should be 

modified to distinguish between legitimate and abusive uses (or users) of the service and to not 

inhibit beneficial or lawful uses.39  

Also, the prohibition was written in a time when personal data was mandatory to publish in RDDS 

output.  But now ICANN policy allows registrars to redact personal data as desired, and there is no 

overriding privacy reason to restrict access to the non-personal public data set. 

 
RECOMMENDATION 4: ICANN should delete the clause from its agreements that 
ǇǊƻƘƛōƛǘǎ άhigh volume, automated, electronic processes that send queries or data to 
the systems of any Registry Operator or ICANN-Accredited registrar, except as 
ǊŜŀǎƻƴŀōƭȅ ƴŜŎŜǎǎŀǊȅ ǘƻ ǊŜƎƛǎǘŜǊ ŘƻƳŀƛƴ ƴŀƳŜǎ ƻǊ ƳƻŘƛŦȅ ŜȄƛǎǘƛƴƎ ǊŜƎƛǎǘǊŀǘƛƻƴǎΦέ 

 

 
38 See 2013 Registrar Accreditation Agreement, section 3.3.5, at 
https://www.icann.org/resources/pages/approvedwith-specs-2013-09-17-en  
39 "SAC101v2: SSAC Advisory Regarding Access to Domain Name Registration Data," 12 December 2018. 
https://www.icann.org/en/system/files/files/sac-101-v2-en.pdf  

https://www.icann.org/resources/pages/approvedwith-specs-2013-09-17-en
https://www.icann.org/en/system/files/files/sac-101-v2-en.pdf
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A number of registrars impose additional terms of service that directly contradict ICANbΩǎ contractual 

language above, and restrict legitimate use. For example: 

¶ Many registrars have clauses that prohibit the use of the data for lawful and beneficial purposes, 

such as for providing security, and for academic studies. Typical examples are eNom and 

Tucows, whƛŎƘ ǎǘŀǘŜ ǘƘŀǘ ά¢ƘŜ ŎƻƳǇƛƭŀǘƛƻƴΣ ǊŜǇŀŎƪŀƎƛƴƎΣ ŘƛǎǎŜƳƛƴŀǘƛƻƴ ƻǊ ǳǎŜ ƻŦ ǘƘƛǎ Řŀǘŀ ƛǎ 

ŜȄǇǊŜǎǎƭȅ ǇǊƻƘƛōƛǘŜŘ ǿƛǘƘƻǳǘ ǇǊƛƻǊ ǿǊƛǘǘŜƴ ŎƻƴǎŜƴǘ ŦǊƻƳ ǳǎΦέ  

¶ Dƻ5ŀŘŘȅΩǎ ²IhL{ ƻǳǘǇǳǘ ǎŀȅǎ ǘƘŀǘ ǳǎŜǊǎ άŀƎǊŜŜ ƴƻǘ ǘƻ ǳǎŜ ǘƘƛǎ Řŀǘŀ ǘƻ ŀƭƭƻǿΣ ŜƴŀōƭŜΣ ƻǊ 

otherwise make possible, dissemination or collection of this data, in part or in its entirety, for 

any purpose,έ and leaves the prohibition generally open. [emphasis added]   

¶ Registrar 123-Reg's RDAP output says that users of the RDAP service are subject to GoDaddy's 

Universal Terms of Service agreement.40  Among other things, that GoDaddy agreement requires 

all users of its RDAP server to submit to binding arbitration in the United States of America, 

users must waive their rights to a court proceeding, and waive their right to bring class actions 

suits.41  Such requirements may conflict with national laws.  GDPR entitles individuals in the 

European Union to pursue claims in court or with a government administrative or supervisory 

authority.42  

 
RECOMMENDATION 5: ICANN should not allow registrars and registry operators to 
impose terms and conditions on uses of registration data that are legal, especially 
regarding the use of the public data set. ICANN should enforce its existing contractual 
ƭŀƴƎǳŀƎŜ ǘƘŀǘ άRegistrar shall permit use of data it provides in response to queries for 
ŀƴȅ ƭŀǿŦǳƭ ǇǳǊǇƻǎŜǎέΦ  Similar language should be incorporated into the registry 
agreements. 

 

 

  

 
40 {"title":"Terms of Use","description":["By submitting an inquiry, you agree to these Universal Terms of 
Service","and limitations of warranty. In particular, you agree not to use this","data to allow, enable, or otherwise 
make possible, dissemination or","collection of this data, in part or in its entirety, for any purpose,","such as the 
transmission of unsolicited advertising and solicitations of","any kind, including spam. You further agree not to use 
this data to enable","high volume, automated or robotic electronic processes designed to collect","or compile this 
data for any purpose, including mining this data for your","own personal or commercial purposes, or use this data 
in any way that violates","applicable laws and regulations."],"links": 
[{"value":"https://www.godaddy.com/agreements/showdoc?pageid=5403","rel":"related","href":"https://www.go
daddy.com/agreements/showdoc?pageid=5403","type":"text/html"}]}] 
41 Users may opt out of the arbitration provision if they send notice to GoDaddy within 30 days. 
42 See GDPR Article 79: "Right to an effective judicial remedy against a controller or processor", Article 80: 
"Representation of data subjects", and Article 82: "Right to compensation and liability" 

https://www.godaddy.com/agreements/showdoc?pageid=5403
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The Rate-Limiting Problem 
 

Another terms-of-service problem is rate-limiting.  Many registrars and registry operators have decided 

to restrict the number and frequency of queries that users can make to WHOIS and RDAP servers, a 

practice known as rate-limiting. Rate-limiting is designed to limit the total amount of data a requestor 

can obtain, and/or limit how quickly the requestor can obtain it. Rate-limiting is primarily deployed for 

two reasons: to prevent the misuse of personally identifiable data, and to protect the data service itself 

against denial-of-service attacks. 

But some registrars and registry operators employ rate-limiting indiscriminately and over-aggressively, 

to restrict access to even the non-sensitive data that is always supposed to be public.  A few registrars 

are so restrictive that they do not let some users make any queries at all. Other operators set rate limits 

so low as to render the service almost useless. 

¢ƘŜǎŜ ǇǊŀŎǘƛŎŜǎ ŜȄǇƭƻƛǘ ŀ ƭƻƻǇƘƻƭŜ ƛƴ L/!bbΩǎ ŎƻƴǘǊŀŎǘǎΦ  Operators are required to provide RDDS service, 

but they are also allowed freedom to decide if, when, and to whom their service will provide data.   

Rate-limiting has been severely impacting the ability of responsible parties to use RDSS service for its 

intended, legitimate purposes.  This especially impedes queries made to detect and mitigate DNS abuse, 

such as malware and phishing attacks.   

L/!bbΩǎ {ŜŎǳǊƛǘȅ ŀƴŘ {ǘŀōƛƭƛǘȅ !ŘǾƛǎƻǊȅ /ƻƳƳƛǘǘŜŜ ό{{!/ύ examined these problems in its advisory 

SAC101v2: SSAC Advisory Regarding Access to Domain Name Registration Data.  This in-depth paper 

describes rate-limiting, how it is implemented by registries and registrars, and the problems it poses, 

especially for security and anti-abuse needs.43  It is recommended reading on the subject and contains 

additional references.   

 

Rate-Limiting at Tucows: A Case Study 
 

The impact of rate-limiting can be significant.  Tucows imposes what may be the most restrictive rate-

ƭƛƳƛǘƛƴƎ ƛƴ ǘƘŜ ŘƻƳŀƛƴ ƛƴŘǳǎǘǊȅΦ  ¢Ƙƛǎ ǘƛƎƘǘƭȅ ŎƻƴǘǊƻƭǎ ǘƘŜ ǇǳōƭƛŎΩǎ ŀŎŎŜǎǎ ǘƻ even non-sensitive data. 

The terms of service that Tucows publishes in its RDAP output states: 

Tucows reserves the right to terminate your access to the Tucows WHOIS database in its sole 

discretion, including without limitation, for excessive querying of the WHOIS database or for 

failure to otherwise abide by the policy. 

¢Ƙƛǎ ǎŜŜƳǎ ǘƻ ŎƻƴŦƭƛŎǘ ǿƛǘƘ L/!bbΩǎ wŜƎƛǎǘǊŀǊ !ccreditation Agreement, as described in the previous 

ǎŜŎǘƛƻƴ ƻŦ ǘƘƛǎ ǊŜǇƻǊǘΦ Lƴ ǘƘƛǎ ŎŀǎŜ ¢ǳŎƻǿǎ ŘŜŎƛŘŜǎ ǿƘŀǘ ƛǘ ŎƻƴǎƛŘŜǊǎ άŜȄŎŜǎǎƛǾŜΣέ ŀƴŘ ǘƘŀǘ ŘŜŦƛƴƛǘƛƻƴ ƛǎ 

very restrictive. 

 
43 άSAC101v2: SSAC Advisory Regarding Access to Domain Name Registration Data," 12 December 2018. 
https://www.icann.org/en/system/files/files/sac-101-v2-en.pdf 

https://www.icann.org/en/system/files/files/sac-101-v2-en.pdf
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¢ǳŎƻǿǎΩ ǇǳōƭƛǎƘŜŘ ǇƻƭƛŎȅ ƛǎ ǘƻ ƻƴƭȅ ŀƭƭƻǿ one (1) RDAP lookup per minute coming from an IP address or 

an IP range.  This is a frequency limit.  Tucows also limits the number of RDAP queries that can be made 

per day from each IP or IP range.44  This is a volume limit.  Testing by the ICANN SSAC found that, in 

ǇǊŀŎǘƛŎŜΣ ¢ǳŎƻǿǎΩ ²IhL{ Ǌate-limit was even more restrictive than advertisedτallowing only eight to 

fifteen queries per hour. 45 

Tucows does not allow some users to make any queries at all.  Tucows denies all of their RDAP requests, 

including the first one they make:46 

 

As a result of how Tucows manages RDAP access, these users are unable to look up any pubic data for 

Tucows-sponsored domains, and cannot find out how to contact registrants.  Tucows is apparently rate-

limiting queries from entire IP ranges, including from IP ranges used by small companies and residential 

users, and the ranges of VPN providers.  We were also prevented from making RDAP queries from 

commercial networks, such as Starbucks locations.  This practice may disrupt data mining by 

unscrupulous users who are using distributed IP addresses within those ranges.  But the imprecise and 

indiscriminate blocking of all the users in those ranges completely denies service to some legitimate 

users.  

Further, Tucows uses its RDAP server to serve RDAP data for 62 additional registrars.47  A few of the 62 

registrars (such as eNom) are owned by Tucows; the rest have evidently retained Tucows as their RDAP 

service provider.  Tests indicate that Tucows is imposing its rate limit across the server, and is not 

allowing one query per minute per registrar.  Instead, the limit is applied across all registrars that 

 
44 See https://www.tucowsdomains.com/rdap/help/   
45 ¢ǳŎƻǿΩǎ ǇǳōƭƛǎƘŜŘ ǊŀǘŜ-limit for WHOIS port 43 is one query per second (see https://help.opensrs.com/hc/en-
us/articles/204075306-WHOIS-rate-limiting).  However, in its 2018 study of rate-limiting, the ICANN SSAC found 
ǘƘŀǘ ƛƴ ǇǊŀŎǘƛŎŜΣ ¢ǳŎƻǿǎΩ ǇƻǊǘ по ²IhL{ ǊŀǘŜ ƭƛƳƛǘ ǿŀǎ ƳǳŎƘ ƳƻǊŜ ǊŜǎǘǊƛŎǘƛǾŜ ǘƘŀƴ ¢ǳŎƻǿǎ ƘŀŘ ǎǘŀǘŜŘΣ ƻƴƭȅ 
allowing between eight and fifteen queries per hour. See  SAC101, page 22: 
https://www.icann.org/en/system/files/files/sac-101-en.pdf 
46 The author of this paper performed several dozen widely time-spaced attempts, over the course of three 
months, to ƭƻƻƪ ǳǇ Φ/ha ŘƻƳŀƛƴǎ ŀǘ ¢ǳŎƻǿǎΩ w5!t ǎŜǊǾŜǊΣ ŎƻƳƛƴƎ ŦǊƻƳ ŀƴ Lt ǇǊƻǾƛŘŜŘ ōȅ large ISP Comcast.  All 
but one of these single, isolated queries were rejected due to rate-limiting.  The author also attempted time-
separated lookups via VPN, from ten different IP ranges in varying countries.  Again, all these first attempts were 
rejected by Tucows. Finally, the author tried lookups from two Starbucks locations, where wifi is provided by 
Google; Tucows declined to provide any data because of rate-limiting.  It seems unlikely that commercial data 
miners are using the Starbucks network to make RDAP queries, and thereby preventing occasional users from 
making queries. 
47 These registrars include EPAG, DomainPeople, EasySpace, NameZero, Register.CA, and several owned by 
9ƴŘǳǊŀƴŎŜ LƴǘŜǊƴŀǘƛƻƴŀƭΦ  {ŜŜ ǘƘŜ ǊŜƎƛǎǘǊŀǊǎ ǳǎƛƴƎ άǊŘŀǇΦǘǳŎƻǿǎΦŎƻƳέ ǎŜǊǾers, at 
https://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml   

https://www.tucowsdomains.com/rdap/help/
https://help.opensrs.com/hc/en-us/articles/204075306-WHOIS-rate-limiting
https://help.opensrs.com/hc/en-us/articles/204075306-WHOIS-rate-limiting
https://www.icann.org/en/system/files/files/sac-101-en.pdf
https://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml
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Tucows provides RDAP service for.  A requestor is allowed to make one query to one of the 63 registrars, 

and then Tucows denies the requestor any information for any domain sponsored by any of the other 62 

registrars, until a minute passes.  SSAC described this practice ŀǎ άǇƻƻƭƛƴƎΦέ48   

For example, we were able to make a query for the domain TUCOWS.COM, at: 

https://opensrs.rdap.tucows.com/domain/tucows.com 

and we received a full response.  But when we then queried the domain DOMAIN.COM, a domain 

sponsored at another registrar on the server, at: 

https://endurance.rdap.tucows.com/domain/DOMAIN.COM 

that query was rejected, due to the restrictive policy imposed by Tucows across its shared server: 

 

 

This setup tightly controls access to the public, non-sensitive data fields, and impairs legitimate uses such 

as security monitoring.  This rate-limiting affects about 20 million gTLD domains.  (Tucows itself sponsors 

9.9 million domains, and the 62 additional registrars sponsor more than 10 million more.)  The rate-

limiting is not designed to protect personally identifiable data.  Tucows never makes personally 

identifiable data in RDAP and WHOISτTucows always redacts the personally identifiable data fields for 

all the domains it sponsors, and some of the other 62 registrars do as well.   

Tucows has evidently white-ƭƛǎǘŜŘ L/!bbΩǎ ŎƻǊǇƻǊŀǘŜ Lt ǎǇŀŎŜΦ49  Attendees were not rate-limited to one 

query per minute when querying TucowsΩ w5!t ǎŜǊǾŜǊ from the ICANN network at the ICANN66 in 

Montreal in November 2019. 

 

Rate-Limiting in the RDAP Era 
 

Rate-limiting on RDAP servers is not needed to prevent the misuse of personal data.    

Due to the Temporary Specification, registry operators are no longer serving personally identifiable 

contact data, and registrars can redact personal data that must be redacted under any law they are 

subject to.    

Thus there is no reason to rate-limit access to the non-sensitive data, ŀƭǎƻ ƪƴƻǿƴǎ ŀǎ ǘƘŜ άǇǳōƭƛŎ Řŀǘŀ 

set,έ unless the operator has evidence that the RDAP service is under a true denial-of-service attack. 

 
48 See SAC101: SSAC Advisory Regarding Access to Domain Name Registration Data, page 12. at 
https://www.icann.org/en/system/files/files/sac-101-en.pdf 
49 As also observed by SSAC; see SAC101, page 15, at https://www.icann.org/en/system/files/files/sac-101-en.pdf 

https://www.icann.org/en/system/files/files/sac-101-en.pdf
https://www.icann.org/en/system/files/files/sac-101-en.pdf
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RDAP operators must provide adequately provisioned RDAP service that can respond to parties who are 

making legitimate queries. 

RDAP also allows operators to serve different sets of data to different users.  It can be configured to 

ǎŜǊǾŜ ǘƘŜ άǇǳōƭƛŎ Řŀǘŀ sŜǘέ ǘƻ ŀƴƻƴȅƳƻǳǎ ǳǎŜǊǎ ŀƴŘ ŀƴ ŜȄǇŀƴŘŜŘ Řŀǘŀ ǎŜǘ ǘƻ ƪƴƻwn or specially 

permissioned users. 

 
RECOMMENDATION 6Υ L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ Ƴǳǎǘ ōŜ ǊŜǾƛǎŜŘ ǘƻ ǇǊƻƘƛōƛǘ ǊŜƎƛǎtrars and 
registry operators from rate-limiting access to the public data set on RDAP servers, 
unless the server operator is under a denial-of-service attack that threatens the 
SLAs of a reasonably-provisioned RDAP service.  This subject is not being addressed 
in the EPDP, and ICANN Organization currently has an opportunity to address rate-
limiting at registrars as part of contract negotiations about RDAP services. 
 
RECOMMENDATION 7:  Per SAC101v2 recommendation: The ICANN Board should 
direct the ICANN Organization to work to ensure that RDDS access is provided in a 
measurable and enforceable framework, which can be understood by all parties. 
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The Long Road to RDAP 
 

ICANN Organization and its contracted parties have been taking many years to roll out RDAP, while the 

rest of the Internet industry moved at light speed.  The need to replace the WHOIS protocol was 

identified in 2003, but ICANN and its contracted parties will not make a stable, usable RDAP 

implementation available until 2021 or later.  Here ICANN has not delivered on its Core Value of 

"Operating with efficiency and excellence, in ...[an] accountable manner and... at a speed that is 

ǊŜǎǇƻƴǎƛǾŜ ǘƻ ǘƘŜ ƴŜŜŘǎ ƻŦ ǘƘŜ Ǝƭƻōŀƭ LƴǘŜǊƴŜǘ ŎƻƳƳǳƴƛǘȅΦέ  

The timeline has been:    

¶ 2003: The Internet Engineering Force (IETF) formed a committee to create a new standard to 

replace WHOIS; it was eventually called IRIS.   

¶ т CŜōǊǳŀǊȅ нллуΥ L/!bbΩǎ {ŜŎǳǊƛǘȅ ŀƴŘ {ǘŀōƛƭƛǘȅ !ŘǾƛǎƻǊȅ /ƻƳƳƛǘǘŜŜ ό{{!/ύ ǊŜƴŜǿŜŘ Ŏŀƭƭǎ ŦƻǊ 

ICANN to replace WHOIS with a new protocol.50  

¶ March 2009: The IETF published the IRIS RFC.  ICANN did not buy into it; IRIS was deemed too 

complex and many felt it was better to keep using WHOIS until a better alternative was 

developed. 

¶ 2013: The IETF acknowledged that IRIS was not a successful replacement for WHOIS and began 

to work on RDAP. 

¶ March 2015: The IETF finalized the RDAP specification. 

¶ 2015: ARIN, the North American IP addresses registry, implemented RDAP to replace its WHOIS 

service.51 

¶ September 2015: ICANN Organization published a proposed draft of the RDAP operational 

specification for discussion with the community. Discussions and public comment took place 

over the next 10 months. 

¶ 26 July 2016: ICANN Organization published a revised RDAP operational specification, and issued 

a legal notification to the registries and registrars to implement it.  ICANN had the right to 

require the transition as part of its contracts.  In response, the gTLD Registries Stakeholder 

Group refused, and filed a dispute.52,53 

¶ 1 September 2017: More than a year later, ICANN Organization accepted the Registries 

{ǘŀƪŜƘƻƭŘŜǊ DǊƻǳǇΩǎ ǇǊƻǇƻǎŀƭ ǘƻ ƛƳǇƭŜƳŜƴǘ w5!t, and they started an RDAP pilot.54  The pilot 

period featured test environments and toolkits for registrars and registry operators, and was 

designed to give them operational experience.  

 
50 άSAC027: SSAC Comment to GNSO regarding WHOIS studiesέΣ т CŜōǊǳŀǊȅ нллуΣ ŀǘ 
https://www.icann.org/en/system/files/files/sac-027-en.pdf 
51 ARIN Annual report 2015, https://www.arin.net/vault/about_us/corp_docs/annual/report2015.pdf  
52 άwŜƎƛǎǘǊƛŜǎ wŜōŜƭ !Ǝŀƛƴǎǘ L/!bbΩǎ ²IhL{ ¦ǇƎǊŀŘŜ 5ŜŎǊŜŜΦέ  5omainincite.com, 23 August 2016.  
http://domainincite.com/20882-registries-rebel-against-icanns-WHOIS-upgrade-decree 
53 Reconsideration Request 11, April 2013, at: https://www.icann.org/en/system/files/files/reconsideration-16-10-
rysg-request-redacted-09aug16-en.pdf 
 

https://www.icann.org/en/system/files/files/sac-027-en.pdf
https://www.arin.net/vault/about_us/corp_docs/annual/report2015.pdf
http://domainincite.com/20882-registries-rebel-against-icanns-whois-upgrade-decree
https://www.icann.org/en/system/files/files/reconsideration-16-10-rysg-request-redacted-09aug16-en.pdf
https://www.icann.org/en/system/files/files/reconsideration-16-10-rysg-request-redacted-09aug16-en.pdf
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¶ April 2018: by this ǘƛƳŜ ŀƭƭ ŦƛǾŜ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ Lt ŀŘŘǊŜǎǎ ǊŜƎƛǎǘǊƛŜǎ ƘŀŘ ƛƴǘǊƻŘǳŎŜŘ w5!tΦ55 

¶ August 2018: ICANN engaged in more negotiations with the registries and registrars about the 

requirements for RDAP output; the two sides had not agreed on a long list of issues. 56 

¶ February 2019: after two-and-a-half years, ICANN published a revised output specification, the 

RDAP Response Profile. 

¶ 27 February 2019: ICANN Organization issued a legal notification that registries and registrars 

must implement RDAP service no later than 26 August 2019. 

¶ 21 October 2019: ICANN Organization opened negotiations with the registries and registrars to 

create the contractual requirements for RDAP service.57, 58   

Currently, ICANN Organization is negotiating with its domain registries and registrars to finalize the 

contractual requirements for RDAP, using the existing WHOIS requirements as a point of departure.  The 

ƴŜƎƻǘƛŀǘƛƻƴ ƛǎ ƴƻǘ ǇǳōƭƛŎΦ  L/!bb ŜȄǇŜŎǘǎ ǘƘŀǘ ǘƘŜ ƴŜƎƻǘƛŀǘƛƻƴΩǎ ǊŜǎǳƭǘǎ ǿƛƭƭ ƴƻǘ ōŜ ŀƴƴƻǳƴŎŜŘ ǳƴǘƛƭ Wǳƴe 

2020.59  The draft will then be subject to a 30-day comment period, after which there may be revisions.  

Then following the final draft, ICANN will give its contracted parties time to comply and update their 

systems.  This implementation window will be at least six months, and but a year seems more likely.  

(Only after RDAP services are completely reliable can ICANN allow the registries and registrars to start 

retiring their WHOIS servers.)  In any case, RDAP will not be deployed in a stable and uniform fashion 

until sometime in 2021.  

The lack of progress between 2016 and 2019 was connected more to the business interests of the 

registries and registrars, and due less to technology or dependences on ICANN policy efforts.  We note:   

¶ ICANN was able to finalize the RDAP Response Profile even though policy-making work was still 

(and is still) going on in the Expedited Policy Development Process (EPDP). 

¶ Numbers registries such as RIPE-NCC and ARIN deployed RDAP, ŀƴŘ ǘƘŜƴ ǳǎŜŘ w5!tΩǎ 

capabilities to comply with new requirements posed by GDPR. 

¶ The determination of RDAP SLAs for registries and registrars does not depend on any other 

activities at ICANN.  

 

 

 

 
55 "The Current State of RDAP" by Andy Newton, Chief Engineer, ARIN.  ARIN 41, April 2018. 
https://www.arin.net/vault/participate/meetings/reports/ARIN_41/PDF/PPM/newton_rdap.pdf 
56 άICANN org's input to the contracted parties' gTLD RDAP profile proposalΣέ ом !ǳƎǳǎǘ нлмуΣ ŀǘΥ 
https://www.icann.org/en/system/files/files/icann-input-to-proposed-rdap-profile-31aug18-en.pdf 
57 See also Registration Data Access protocol Timeline at: https://www.icann.org/resources/pages/rdap-
background-2018-08-31-en 
58 See https://www.icann.org/en/system/files/correspondence/marby-to-bunton-21oct19-en.pdf and 
https://www.icann.org/en/system/files/correspondence/marby-to-austin-21oct19-en.pdf  
59 {ŜŜ άProposed Amendments to the Registry Agreement and Registrar Accreditation Agreement to Add RDAPέ ŀǘ 
https://www.icann.org/resources/pages/upcoming-2012-02-25-en  

https://www.arin.net/vault/participate/meetings/reports/ARIN_41/PDF/PPM/newton_rdap.pdf
https://www.icann.org/en/system/files/files/icann-input-to-proposed-rdap-profile-31aug18-en.pdf
https://www.icann.org/resources/pages/rdap-background-2018-08-31-en
https://www.icann.org/resources/pages/rdap-background-2018-08-31-en
https://www.icann.org/en/system/files/correspondence/marby-to-bunton-21oct19-en.pdf
https://www.icann.org/en/system/files/correspondence/marby-to-austin-21oct19-en.pdf
https://www.icann.org/resources/pages/upcoming-2012-02-25-en
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What is the Plan for Moving to RDAP? 
 

While the RDAP deployment deadline was August 2019, the launch of RDAP has been handled as ŀ άǎƻŦǘ 

launchέ ōȅ L/!bb hǊƎanization.  As of this writing, RDAP services are not yet technically reliable enough 

for use, and ICANN Organization is having trouble managing RDAP resources it is responsible for. (See 

also the section άSTUDY QUESTION: RDAP Functionality and Compliance Status,έ below.)    

Nor has ICANN Organization launched a user outreach and communications plan.  ¢Ƙǳǎ ŦŀǊ L/!bbΩǎ 

efforts have concentrated on supporting the service providers of RDAP (the registrars and registry 

operators), but not the users or consumers of the service.  As of March 2020, ICANN has not posted any 

real information for the parties across the Internet who will need to use RDAP.  ICANNΩǎ άLƴŦƻǊƳŀǘƛƻƴ 

for RDAP Userǎέ ǇŀƎŜ60 contains no information about how to use RDAP, no RDAP toolkit that users can 

deploy to replace their WHOIS clients, and no information about the RDAP bootstrap registry: 

 

 

A good plan is vital because users make literally billions of WHOIS queries every month.61  Most of these 

queries are automated or scripted.  These feed a variety of important functions, including security tools, 

DNS monitoring programs, domain name hijacking protection, trademark infringement scans, and more.  

 
60 https://www.icann.org/resources/pages/rdap-information-for-users-2018-08-31-en  
61 Verisign's.COM port 43 WHOIS server alone received almost 65 billion queries in October 2019, while Verisign's 
web-based WHOIS received almost 2.4 million queries.  Other registries, and the registrars, serve many more 
requests. Source: monthly registry report, at https://www.icann.org/sites/default/files/mrr/com/com-operator-
201910-en.pdf  

https://www.icann.org/resources/pages/rdap-information-for-users-2018-08-31-en
https://www.icann.org/sites/default/files/mrr/com/com-operator-201910-en.pdf
https://www.icann.org/sites/default/files/mrr/com/com-operator-201910-en.pdf
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Operating systems such as Windows and Linux contain WHOIS lookup commands and tools that will 

cease to function. When the WHOIS servers go offline, it will break processes and services across the 

Internet.   

ICANN Organization is possibly waiting until the outcome of its RDAP contract negotiations with the 

registrars and registries before communicating more.  But that emphasizes how much the requirements 

are still in flux, and how it will take a long time before RDAP is a reliable tool that people can use. 

 
RECOMMENDATION 8: ICANN Organization must publish, as soon as possible, its draft plan 
for when RDAP services will be reliable and for retiring WHOIS.  The public comment period 
on this plan must be widely publicized not just in the ICANN community, but to wider 
Internet and software communities, with appropriate time for responses from affected 
parties.  The plan must include: 

¶ the proposed timeline, 

¶ a commitment to take the needs of users into account, 

¶ L/!bbΩǎ Ǉƭŀƴǎ ǘƻ ǇǳōƭƛŎƛȊŜ ǘƘŜ ǘǊŀƴǎƛǘƛƻƴ ŀƴŘ ŜŘǳŎŀǘŜ ǳǎŜǊǎ ŀōout how to use RDAP, 

¶ ƛƴǇǳǘ ŦǊƻƳ L/!bbΩǎ hŦŦƛŎŜ ƻŦ ǘƘŜ /¢h, which can provide advice about what software 
tools and systems will be affected by the retirement of WHOIS, and  

¶ ICANNΩǎ Ǉƭŀƴǎ ǘƻ Ŏƻƴǎǳƭǘ ǿƛǘƘ affected operating system and software providers.  
 
RECOMMENDATION 9: ICANN Organization should create a program to support the users 
(consumers) of RDAP services.  ICANN should publish RDAP query client code and a toolkit, 
ƛƴŎƭǳŘƛƴƎ ŎƻŘŜ ŀƴŘ ŀ ƎǳƛŘŜ ŦƻǊ ǇŀǊǎƛƴƎ w5!t ǊŜǎǇƻƴǎŜǎ ǇŜǊ L/!bbΩǎ w5!t wŜǎǇƻƴǎŜ tǊƻŦile.  

 

 

²IhL{ ƛǎ 5ŜŀŘΤ [ƻƴƎ [ƛǾŜΧΚ 
 

¢ƘŜ Ǝƭƻōŀƭ LƴǘŜǊƴŜǘ ŎƻƳƳǳƴƛǘȅ ǳƴŘŜǊǎǘŀƴŘǎ ŀƴŘ ǳǎŜǎ ǘƘŜ ǘŜǊƳ ά²IhL{Φέ  tŜƻǇƭŜ ƪƴƻǿ ǘƘŀǘ ά²IhL{έ 

ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŘƻƳŀƛƴ ƴŀƳŜǎΣ ŀƴŘ ǘƘŜ ǘŜǊƳ ά²IhL{έ has become a generic term 

synonymous with registration data.  But the WHOIS protocol ǿƛƭƭ Ǝƻ ŀǿŀȅΣ ŀƴŘ ǿƘƛƭŜ ǘƘŜǊŜΩǎ ŀ 

ǊŜǇƭŀŎŜƳŜƴǘ ǇǊƻǘƻŎƻƭΣ ƴƻ ƻƴŜ ƻǳǘǎƛŘŜ ǘƘŜ ǎƳŀƭƭ ŘƻƳŀƛƴ ƴŀƳŜ ƛƴŘǳǎǘǊȅ ƪƴƻǿǎ ǿƘŀǘ άw55{έ ƻǊ άRDAPέ 

is.  What the public needs are pointers to where they can continue to find domain registration data into 

the future. 

 
RECOMMENDATION 10Υ L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ Ƴǳǎǘ ōŜ ǳǇŘŀǘŜŘ ǘƻ ǊŜǉǳƛǊŜ ǘƘŀǘ ǊŜƎƛǎǘǊƛŜǎ 
and registrars include a link on their home pages to ά5ƻƳŀƛƴ ƭƻƻƪǳǇέ ƻǊ ά5ƻƳŀƛƴ 
data lookupέ or ά²IhL{ [ƻƻƪǳǇέ ƻǊ a similar replacement term.  This should link to a 
web-based search form.  

 

 

This recommendation parallels a current ICANN contractual requirement, which requires every registrar 

to place a link on its home page to its abuse reporting contact. 
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STUDY QUESTION: RDAP Functionality and Compliance Status 
 

gTLD registries and registrars were required to implement RDAP service no later than 26 August 2019, 

following ICANN specifications.  Our testing of RDAP services reveals that registrar RDAP servers are 

currently prone to errors and failures, and that ICANN Organization is also having trouble managing 

RDAP resources it is responsible for, including the vital RDAP server directories.   

Six months after the deadline, as of 27 CŜōǊǳŀǊȅ нлнлΣ L/!bbΩǎ ƻŦŦƛŎƛŀƭ ƭƛǎǘ62 contained 2,450 accredited 

registrars.  Of those, 175 (7.1%) did not have RDAP servers listed at ICANN, after ICANN OrgŀƴƛȊŀǘƛƻƴΩǎ 

requests to the registrars over the course of several months.    

Many of those registrars who still do not have listed RDAP servers as of March 2020 are small, but some 

are experienced, medium-to-large registrars including Dynadot, NordNet, CSC Corporate Domains, and 

{ŀŦŜbŀƳŜǎΦ  LǘΩǎ ǇƻǎǎƛōƭŜ ǘƘŀǘ ǎƻƳŜ ƻŦ ǘƘŜm did submit their URLs recently (but still months late) and 

ICANN has not yet ǇǳōƭƛǎƘŜŘ ǘƘŜƳ όǎŜŜ άProblems with Registrar RDAP Server AddressesΣέ ōŜƭƻǿύΦ  

RED ratings: The registrar failures take a variety of forms.  See the sections about each registrar in the 

second half of this report for details 

¶ Tucows: output non-compliant with RDAP spec. 

¶ Alibaba Cloud Computing: no RDAP server listed at ICANN. 

¶ GMO Internet: incorrect responses; does not publish some required data fields. 

¶ Xin Net Technology Corporation: server rejects queries based on case. 

¶ PDR: failed responses; malformed RDAP server location at ICANN. 

¶ NameSilo: output is missing required data fields; RDAP output contains different data than 

WHOIS output. 

¶ Register.com: server sometimes unavailable. 

¶ Gandi: required data missing and out of required format. 

¶ Registrar of Domain Names REG.RU LLC: output non-compliant with RDAP spec. 

¶ OnlineNIC: RDAP server offline. 

¶ West263 International Limited: RDAP server non-responsive. 

 

Web-Based RDAP Interfaces Are Important 
 

The rollout of RDAP will not be useful unless humans can read and use the information. Registrars and 

registry operators must be required to provide human-friendly RDAP output on their web sites, in 

addition to server output suitable for machine consumption.    

Most users of registration data are not technically sophisticated.  They do not know how to make 

command-line inquiries to WHOIS port 43. Because of that reality, registrars and registry operators are 

contractually obligated to provide web-based WHOIS output, so ordinary users can query and use the 

 
62 https://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml 

https://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml
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data.  And web sites such as WHOIS.ChaΣ ŀƴŘ L/!bbΩǎ ƻǿƴ [ƻƻƪǳǇ ¢ƻƻƭ, take port 43 output from 

registries and registrars and present it in a way that has made WHOIS broadly usable.  Registrants view 

their contact data in a similar user-friendly format via their web-based registrar accounts.   

gTLD registries and registrars receive millions of web-based registration data queries per month.63 The 

WHOIS output is human-readable, straightforward, and easy to understand, i.e.: 

Domain Name: namesilo.com  

Registry Domain ID: 1566083588_DOMAIN_COM- VRSN 

Registrar WHOIS Server: WHOIS.namesilo.com  

Registrar URL: https://www.namesilo.com/  

Updated Date: 2019 - 11- 29T07:00:00Z  

Creation Date: 2009 - 08- 18T07:00:00Z  

Registrar Registration Expiration Date: 2028 - 08- 18T07:00:00Z  

Registrar: Na meSilo, LLC  

Registrar IANA ID: 1479  

Registrar Abuse Contact Email: abuse@namesilo.com  

Registrar Abuse Contact Phone: +1.4805240066  

Domain Status: clientTransferProhibited 

https://www.icann.org/epp#clientTransferProhibited  

Registry Registrant ID:  

Registran t Name: Domain Administrator  

Registrant Organization: NameSilo, LLC  

Registrant Street: 1300 E. Missouri Avenue Suite A - 110  

Registrant City: Phoenix  

Registrant State/Provinc e: AZ  

Registrant Postal Code: 85014  

Registrant Country: US  

Registrant Phone: +1.6024928198  

[etc.]  
 

The same is not true of RDAP output, which is marked up in JSON format, and is organized in data 

objects consisting of attribute-value pairs and array data types.  This output is designed to be consumed 

by software.  Raw RDAP output is simply unreadable to ordinary users.  For example, here is the 

registration data for the same domain, NAMESILO.COM, in RDAP: 

{"objectClassName":"domain","status":["transfer 

proh ibited"],"port43":{"labels":[{"stringValue":" WHOIS"},{"stringValue":"namesilo "},{"stringValue":"co

m"}],"fqdn":false,"stringValue":" WHOIS.namesilo.com","tldlabel":{"stringValue":"com"},"levelSize":3},"

ldhName":{"labels":[{"stringValue":"namesilo"},{"stringV alue":"com"}],"fqdn":false,"stringValue":"name

silo.com","tldlabel":{"stringVa lue":"com"},"levelSize":2},"unicodeName":{"labels":[{"stringValue":"nam

esilo"},{"stringValue":"com"}],"fqdn":false,"stringValue":"namesilo.com","tldlabel":{"stringValue":"co

m"},"l evelSize":2},"entities":[{"objectClassName":"entity","handle":"232","vcardArr ay":{"properties":[

{"name":"FN","value":{"stringValue":"Domain  

Administrator","typeName":"text"}},{"name":"ADR","value":{"components":[{"name":"pobox","value":{"type

Name":"text"}} ,{"name":"ext","value":{"typeName":"text"}},{"name":"street","value":{"values ":[{"string

Value":"1300 E. Missouri Avenue","typeName":"text"},{"stringValue":"Suite A -

110","typeName":"text"}],"typeName":"text"}},{"name":"locality","value":{"values":[{"stringV alue":"Pho

enix","typeName":"text"}],"typeName":"text"}},{"name":"region","val ue":{"values":[{"stringValue":"AZ",

"typeName":"text"}],"typeName":"text"}},{"name":"code","value":{"values":[{"stringValue":"85014","type

Name":"text"}],"typeName":"text"}},{"name" :"country","value":{"values":[{"stringValue":"US","typeName"

:"text"}],"typeNa me":"text"}}],"typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"

,"value":{"stringValue":"NameSilo,  

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"TEL" ,"parameters":{},"value":{"stringValue":"te

l:+0.6024928198","typeName":"uri"} },{"name":"EMAIL","value":{"stringValue":"internal_domains@namesilo.

com","typeName":"text"}}]},"roles":["BILLING"]},{"objectClassName":"entity","handle":"232","vcardArray

":{"prope rties":[{"name":"FN","value":{"stringValue":"Domain 

Administrator","typeName" :"text"}},{"name":"ADR","value":{"components":[{"name":"pobox","value":{"type

Name":"text"}},{"name":"ext","value":{"typeName":"text"}},{"name":"street","value":{"values":[{"string

Value":"1300 E. Missouri Avenue","typeName":"text"},{"stringValue":"Suite A -

 
63   Verisign's web-based WHOIS alone receives about 2.4 million .COM queries per month.  See monthly operator 
reports at https://www.icann.org/resources/pages/com-2014-03-04-en 

https://www.icann.org/resources/pages/com-2014-03-04-en
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110","typeName":"text"}],"typeName":"text"}},{"name":"locality","value":{"values":[{"stringValue":"Pho

enix","typeName":"text"}],"typeName":"text"}},{"name":"region","value":{"value s":[{"stringValue":"AZ",

"typeName":"text"}],"typeName":"text"}},{"name":"code ","value":{"values":[{"stringValue":"85014","type

Name":"text"}],"typeName":"text"}},{"name":"country","value":{"values":[{"stringValue":"US","typeName"

:"text"}],"typeName":"text"} }],"typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"

,"v alue":{"stringValue":"NameSilo, 

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"TEL","parameters":{},"value":{"stringValue":"te

l:+0.6024928198","typeName":"uri"}},{"name":" EMAIL","value":{"stringValue":"internal_domains@namesilo.

com","typeName":"tex t"}}]},"roles":["BILLING"]},{"objectClassName":"entity","handle":"232","vcardArray

":{"properties":[{"name":"FN","value":{"stringValue":"Domain 

Administrator","typeName":"text"}},{ "name":"ADR","value":{"components":[{"name":"pobox","value":{"type

Name":"text "}},{"name":"ext","value":{"typeName":"text"}},{"name":"street","value":{"values":[{"string

Value":"1300 E. Missouri Avenue","typeName":"text"},{"stringValue":"Suite A -

110","typeNa me":"text"}],"typeName":"text"}},{"name":"locality","value":{"values":[{"stri ngValue":"Pho

enix","typeName":"text"}],"typeName":"text"}},{"name":"region","value":{"values":[{"stringValue":"AZ",

"typeName":"text"}],"typeName":"text"}},{"name":"code","value":{ "values":[{"stringValue":"85014","type

Name":"text"}],"typeName":"text"}},{"na me":"country","value":{"values":[{"stringValue":"US","typeName"

:"text"}],"typeName":"text"}}],"typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"

,"value":{"str ingValue":"NameSilo, 

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"T EL","parameters":{},"value":{"stringValue":"te

l:+0.6024928198","typeName":"uri"}},{"name":"EMAIL","value":{"stringValue":"internal_domains@namesilo.

com","typeName":"text"}}]},"rol es":["BILLING"]},{"objectClassName":"entity","handle":"232","vcardArray

":{"pr operties":[{"name":"FN","value":{"stringValue":"Domain 

Administrator","typeName":"text"}},{"name":"ADR","value":{"components":[{"name":"pobox","value":{"type

Name":"text"}},{"name" :"ext","value":{"typeName":"text"}},{"name":"street","value":{"values":[{"str ing

Value":"1300 E. Missouri Avenue","typeName":"text"},{"stringValue":"Suite A -

110","typeName":"text"}],"typeName":"text"}},{"name":"locality","value":{"values":[{"stringValue":"P ho

enix","typeName":"text"}],"typeName":"text"}},{"name":"region","value":{"va lues":[{"stringValue":"AZ",

"typeName":"text"}],"typeName":"text"}},{"name":"code","value":{"values":[{"stringValue":"85014","type

Name":"text"}],"typeName":"text"}},{"name":"countr y","value":{"values":[{"stringValue":"US","typeName"

:"text"}],"typeName":"tex t"}}],"typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"

,"value":{"stringValue":"NameSilo, 

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"TEL","parame ters":{},"value":{"stringValue":"te

l:+0.6024928198","typeName":"uri"}},{"name ":"EMAIL","value":{"stringValue":"internal_domains@namesilo.

com","typeName":"text"}}]},"roles":["BILLING"]}],"nameservers":[{"objectClassName":"nameserver","ldhNa

me":{"labels":[{" stringValue":"lily"},{"stringValue":"ns"},{"stringValue":"cloudflare"},{"stri ngValue"

:"com"}],"fqdn":false,"stringValue":"lily.ns.cloudflare.com","tldlabel":{"stringValue":"com"},"levelSi

ze":4},"unicodeName":{"labels":[{"stringValue":"lily"},{"stringValue" :"ns"},{"stringValue":"cloudflare

"},{"stringValue":"com"}],"fqdn":false,"stri ngValue":"lily.ns.cloudflare.com","tldlabel":{"stringValue

":"com"},"levelSize":4}},{"objectClassName":"nameserver","ldhName":{"labels":[{"stringValue":"lloyd"},

{"stringValue":"ns" },{"stringValue":"cloudflare"},{"stringValue":"com"}],"fqdn":false,"stringVal ue":"l

loyd.ns.cloudflare.com","tldlabel":{"stringValue":"com"},"levelSize":4},"unicodeName":{"labels":[{"str

ingValue":"lloyd"},{"stringValue":"ns"},{"stringValue":"cloudflare"},{" stringValue":"com"}],"fqdn":fal

se,"stringValue":"lloyd.ns.cloudflare.com","tl dlabel":{"stringValue":"com"},"levelSize":4}}]}  

 

If RDAP is the way of the future, it must be readable by human users.  And since ICANN registrars now 

have the monopoly on serving contact and contactability data, the registrars must be obligated to 

provide human-readable output on their sites.     

However, ICANN does not yet require registrars and registry operators to present RDAP data in such a 

way that human beings can understanŘ ƛǘΦ L/!bbΩǎ RDAP Response Profile64 does not mention a human-

readable presentation at all.   

Registry operator CentralNIC provides a glimpse of the future.  It is now presenting RDAP data on its web 

site, using it to replace its web-based WHOIS output.65  The data is presented by removing the machine-

friendly tags above.  But the data is labeled in ways that will be unfamiliar to users.  For example, 

instead of the common-ǎŜƴǎŜ ά/ƻǳƴǘǊȅέ ŦƛŜƭŘ that users see in WHOIS, CentralNIC provides a field called 

άL{h-3166-1-alpha-2έΥ 

 
64 https://www.icann.org/gtld-rdap-profile  
65 See https://centralnicregistry.com/support/whois  

https://www.icann.org/gtld-rdap-profile
https://centralnicregistry.com/support/whois
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¢ƘŀǘΩǎ ƘŀǊŘ ŦƻǊ ǳǎŜǊǎ ǘƻ ƛƴǘŜǊǇǊŜǘΦ /ŜƴǘǊŀƭbL/Ωǎ ǿŜō-based RDAP output is also hard to understand in 

ƻǘƘŜǊ ǎŀȅǎΥ ǿƘŀǘ ŘƻŜǎ άƪƛƴŘΥ ƻǊƎέ ƳŜŀƴΚ  ²ƘƛŎƘ ŦƛŜƭŘ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ {ǘǊŜŜǘ !ŘŘǊŜǎǎΚ  Iƻǿ Řƻ ǘƘŜ ƭŀōŜƭǎ 

here compare with those that other operators use? And so on. 

Without standardization requirements from ICANN, every registrar and registry operator will start 

providing registration data in very different ways on their web sites.  Some may do a good job, and some 

will make it confusing and unfriendly for users.   

 
RECOMMENDATION 11: Registrars and registry operators must provide free and 
accessible web-based RDAP output on their web sites, presented first in a way that 
human beings can understand it, and may also provide the raw output following.  
For usability and consistency, and to avoid confusion, the human-readable format 
must look similar to the output that WHOIS services provide today, including similar 
data field labels. ICANN must provide a contractually binding specification for what 
that human-friendly output should look like, codified in the current contract 
negotiations between ICANN and the registrars and registry operators. 
 
RECOMMENDATION 12: Web-based RDAP service must have the same availability 
SLA standards that web-based WHOIS does now.  For SLA purposes, "Registration 
Data Directory Services" must refer to both RDAP (server) and Web-based RDAP 
services.  This will be consistent with the current Registrar Accreditation Agreement 
and the Registry Base Agreement. 

 

 

Missing RDAP Query and SLA Reporting Requirements 
 

The ICANN contracts are missing important requirements, which causes problems.  ICANN should clarify 

the requirements, close loopholes, and harmonize the requirements between registry operators and 

registrars in contracts, to deliver uniformity and transparency.  
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Registry operators are required to report the number of RDDS (WHOIS/RDAP) queries they serveτbut 

registrars are not.  This is a consequential gap. As described in this report, ICANN has elevated the 

importance of registrar-provided RDDS service, which is now the authoritative and only source for 

contact and contactability data. Registrars will have RDAP service SLAs; they must also have reporting 

requirements, which provide transparency and encourage compliance. 

 
RECOMMENDATION 13: Registrars must report RDAP query activity to ICANN, as 
registry operators do.66  This data must be published publicly in monthly reports, as 
the registry data is.67 

 

 

hƴ о aŀȅ нлмфΣ L/!bbΩǎ {ecurity and Stability Advisory Committee (SSAC) wrote a letter to ICANN 

Organization, entitled "SSAC2019-02: Registration Data Services Query Reporting."68  The SSAC stated: 

WHOIS query statistics provided to ICANN by registry operators as part of their monthly 

reporting obligations are generally not reliable. Some operators are using different methods to 

count queries, some are interpreting the registry contract differently, and some may be 

reporting numbers that are fabricated or otherwise not reflective of reality. Reliable reporting is 

essential to the ICANN community, especially to inform policy-ƳŀƪƛƴƎΧΦ Lǘ ƛǎ Ǿƛǘŀƭ ǘƘŀǘ L/!bb 

collect valid, accurate data regarding RDAP queries. The WHOIS query data is unreliable, but the 

move to RDAP offers an opportunity to get things right. 

As of this writing, there has not been any publicly visible movement toward solving this problem. 

 
RECOMMENDATION 14: The following SSAC recommendations from SAC2019-02 must be 
incorporated into the RDAP contract requirements currently being negotiated between 
ICANN Organization and the registries and registrars:    

a. Clarify the expectations for reporting RDAP queries. The guidance must make 
clear the purposes and goals of the data collection and the contractual 
obligations.  

b. Since the purpose of gathering the data is to document queries made by the 
users (consumers) of the registration data service, registry operators and 
registrars should exclude the queries they make to their own systems. 

 

 

!ŎŎƻǊŘƛƴƎ ǘƻ L/!bbΩǎ ŎƻƴǘǊŀŎǘǎΣ ŀƴ w55{ ό²IhL{ ƻǊ w5!tύ ǎŜǊǾŜǊ ƛǎ ŦǳƴŎǘƛƻƴŀƭ ƛŦ: 

RDDS availability.  Refers to the ability of all the RDDS services for the TLD, to respond to queries 

from an Internet user with appropriate data from the relevant Registry System.  If 51% or more 

 
66 {ŜŜ ǘƘŜ ²IhL{ ǉǳŜǊȅ ǊŜǇƻǊǘƛƴƎ ƻōƭƛƎŀǘƛƻƴǎ ƛƴ ǘƘŜ Ǝ¢[5 .ŀǎŜ wŜƎƛǎǘǊȅ !ƎǊŜŜƳŜƴǘΣ {ǇŜŎƛŦƛŎŀǘƛƻƴ о άCƻǊƳŀǘ ŀƴŘ 
/ƻƴǘŜƴǘ ŦƻǊ wŜƎƛǎǘǊȅ hǇŜǊŀǘƻǊ aƻƴǘƘƭȅ wŜǇƻǊǘƛƴƎΣέ {ŜŎǘƛƻƴ н άwŜƎƛǎǘǊȅ CǳƴŎǘƛƻƴǎ !Ŏǘƛvity Report, at: 
67 {ŜŜ άaƻƴǘƘƭȅ wŜƎƛǎǘǊȅ wŜǇƻǊǘǎέ ƻƴ ǘƘŜ L/!bb ǿŜō ǎƛǘŜΣ ŀǘΥ https://www.icann.org/resources/pages/registry-
reports 
68 https://www.icann.org/en/system/files/files/ssac2019-02-03may19-en.pdf 

https://www.icann.org/resources/pages/registry-reports
https://www.icann.org/resources/pages/registry-reports
https://www.icann.org/en/system/files/files/ssac2019-02-03may19-en.pdf
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of the RDDS testing probes see any of the RDDS services as unavailable during a given time, the 

RDDS will be considered unavailable. 

¢ƘŜ ǿƻǊŘǎ άǿƛǘƘ ŀǇǇǊƻǇǊƛŀǘŜ Řŀǘŀέ are important.  They imply a common-sense principle: a server that 

is online, ōǳǘ ŘƻŜǎ ƴƻǘ ǊŜǎǇƻƴŘ ǿƛǘƘ ǘƘŜ Řŀǘŀ ƛǘΩǎ ǎǳǇǇƻǎŜŘ ǘƻ, is not functioning acceptably.  As detailed 

at numerous points in this report, the RDDS output of some registrars is missing required data, is out of 

synch with the registry data, is mis-formatted, or is otherwise out of specification. 

As noted above, RDAP formatting and output is complex. If RDAP output is mis-formatted, it can cause 

significant problems for users, who rely on proper formatting to find the pieces of data they are 

interested in. 

 
RECOMMENDATION 15: L/!bbΩǎ ŎƻƳǇƭƛŀƴŎŜ ƳƻƴƛǘƻǊƛƴƎ ǎȅǎǘŜƳ Ƴǳǎǘ ŎƘŜŎƪ ǘƘŀǘ 
RDAP services are responding with correctly formatted and complete data, including 
all required fields. 

 

 

ResponseAction timestamps must appear in RDAP responses that are successful, but neither the RDAP 

RFCs nor the ICANN RDAP Response Profile69 require registrars or registry operators to timestamp server 

responses that contain error codes.  For example, a timestamp is not required when the server response 

indicates that it did not find the domain asked for, or that the server has rejected the request because it 

ŜȄŎŜŜŘŜŘ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ rate-limit.70  In the case below, the negative response from a Tucows RDAP 

server does not include a timestamp:  

 

The absence of a timestamp in negative responses makes it difficult to measure when RDAP servers are 

failing (and thus hampers SLA monitoring), or when RDAP servers are not providing data that should be 

present.  This also makes it difficult for RDAP users to debug and fix their own (client) code. 

 
RECOMMENDATION 16: In RDAP, registries and registrars must be required to 
respond with standardized HTTP response error codes that are accompanied by 
ResponseAction timestamps. L/!bbΩǎ w5!t Response Profile should be revised to 
provide the necessary guidance. 

 

 

 
69 https://www.icann.org/en/system/files/files/rdap-response-profile-15feb19-en.pdf  
70 See RFC7483: JSON Responses for the Registration Data Access Protocol (RDAP), ǎŜŎǘƛƻƴ с ά9ǊǊƻǊ wŜǎǇƻƴǎŜ 
.ƻŘȅΦέ https://tools.ietf.org/html/rfc7483  

https://www.icann.org/en/system/files/files/rdap-response-profile-15feb19-en.pdf
https://tools.ietf.org/html/rfc7483
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tǊƻōƭŜƳǎ ǿƛǘƘ L/!bbΩǎ RDAP Bootstrap Registries 
 

The new RDAP-powered system for looking up domain registration data depends on two vital data 

registries run by ICANN and its IANA division.  At this time ǘƘŜǎŜ άbootstrapέ registries are not yet 

working as planned, and, as we explain below, do not yet provide reliable, accurate results.  This points 

to technical coordination and execution problems at ICANN Organization and at registrars. 

There are more than 1,000 gTLDs and more than 2,000 ICANN-accredited registrars.  Each one runs 

RDDS services, each at different locations, and domain registration data that users need is scattered 

across that decentralized set of servers.  Therefore users must figure out which server to query for the 

information they are seeking.  One of the reasons that WHOIS is being retired is that it does not provide 

a standardized way for finding the server addresses.71  Without a mechanism to do this, it is extremely 

difficult to perform lookups, especially if a user wants to automate the process and find data in a 

predictable and reliable fashion.  Automation is essential for legitimate purposes such as anti-abuse 

operations, anti-cybersquatting programs, and to assist users who want to find domain contactability 

information.  Users will also need the RDAP bootstrap registries to create web-based interfaces that can 

look up domains across multiple gTLDs.  

To solve this problem, the new RDAP protocol was designed with a άbootstrapέ mechanism.72  The first 

component is a registry listing the RDAP server URLs for TLDs.  This allows users to easily find the RDAP 

server URL for every gTLD registry.  Lǘǎ ƻŦŦƛŎƛŀƭ ƴŀƳŜ ƛǎ ǘƘŜ άBootstrap Service Registry for Domain Name 

SpaceΦέ  L/!bbΩǎ L!b! ŘƛǾƛǎƛƻƴ ƴow maintains this registry, located at:  

https://www.iana.org/assignments/rdap-dns/rdap-dns.xhtml 

This registry only lists TLD registry servers.  A spot-check revealed that records were present for gTLDs in 

the root zone, and that the URLs were functional as expected. 

There are problems with the second componentτthe registry containing the RDAP server URLs of the 

registrars.  This list allows a standardized redirection (referral) mechanism from a TLD registry RDAP 

server to ǘƘŜ ŎƻǊǊŜŎǘ ǊŜƎƛǎǘǊŀǊΩǎ w5!t ǎŜǊǾŜǊ.  It also allows users to go direcǘƭȅ ǘƻ ŜŀŎƘ ǊŜƎƛǎǘǊŀǊΩǎ w5!t 

server.  ¢Ƙƛǎ ŜƴŀōƭŜǎ ƻƴŜ ƻŦ w5!tΩǎ ƳŀƧƻǊ ōŜƴŜŦƛǘǎΥ ǊŜŦŜǊǊƛƴƎ ǳǎŜǊǎ ǘƻ ǘƘŜ ǎŜǊǾŜǊ ƻŦ ǘƘŜ ǊƛƎƘǘ ǊŜƎƛǎǘǊŀǊΣ 

where they can then query for data they need.   

L/!bbΩǎ RDAP Technical Implementation Guide73 states that when a registry provides RDAP output for a 

domain, it Ƴǳǎǘ ŀƭǎƻ Ŏƻƴǘŀƛƴ ǘƘŜ ǎǇƻƴǎƻǊƛƴƎ ǊŜƎƛǎǘǊŀǊΩǎ w5!t ¦w[Υ 

A registry server RDAP response to a domain query MUST contain a links object as defined in 

[RFC7483] section 4.2., in the topmost JSON object of the response. The links object MUST 

contain the elements rel:related and href containing the Registrar's RDAP URL of the queried 

domain object if the Registrar's RDAP URL has been defined. [emphasis added] 

 
71 See ICANN presentation at: https://www.icann.org/en/system/files/files/presentation-rdap-gtld-registries-
registrars-webinar-11apr19-en.pdf 
72 See RFC7484 
73 RDAP Technical Implementation Guide, version 21, 15 February 2019, at 
https://www.icann.org/en/system/files/files/rdap-technical-implementation-guide-15feb19-en.pdf 

https://www.iana.org/assignments/rdap-dns/rdap-dns.xhtml
https://www.icann.org/en/system/files/files/presentation-rdap-gtld-registries-registrars-webinar-11apr19-en.pdf
https://www.icann.org/en/system/files/files/presentation-rdap-gtld-registries-registrars-webinar-11apr19-en.pdf
https://www.icann.org/en/system/files/files/rdap-technical-implementation-guide-15feb19-en.pdf
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Thus, every registry relies on the registry of registrar URLs, for every RDAP query a registry serves. 

I/!bb ǿŀǎ ŀǎƪŜŘ ǘƻ ǎŜǘ ǳǇ ŀ άǘŜƳǇƻǊŀǊȅέ ŎŜƴǘǊŀƭ ǊŜǇƻǎƛǘƻǊȅ ƻŦ ǊŜƎƛǎǘǊŀǊ w5!t ǎŜǊǾŜǊ ƭƻŎŀǘƛƻƴǎ74, and did 

ǎƻ ōȅ ŀŘŘƛƴƎ w5!t ǎŜǊǾŜǊ ƭƻŎŀǘƛƻƴǎ ǘƻ L!b!Ωǎ ƻŦŦƛŎƛŀƭ ƭƛǎǘ ƻŦ ǊŜƎƛǎǘǊŀǊ ƴŀƳŜǎ ŀƴŘ L5 ƴǳƳōŜǊǎΦ75  It is 

unclear as of this writing whether a different, permanent version will be set up, or what form that might 

take. 

To populate that registry, registrars were asked to submit and maintain their RDAP server URLs via 

L/!bbΩǎ bŀƳƛƴƎ {ŜǊǾƛŎŜǎ Portal, which registrars use to maintain business contact information and 

other data with ICANN.76 

Some registrars have submitted incorrectly formatted URLs to ICANN, and ICANN published them 

without verifying that they are correct.  For example, the directory says that the base URL of PDR Ltd.Ωǎ 

RDAP server is: 

https://rdapserver.net/domain/ 

¢Ƙƛǎ ƛǎ ŀƴ ŜǊǊƻǊΥ ōŀǎŜ ¦w[ǎ ǎƘƻǳƭŘ ƴƻǘ ƛƴŎƭǳŘŜ ǘƘŜ ǎǘǊƛƴƎ άκŘƻƳŀƛƴέΦ ¢ƘŜ ƛƴŎƭǳǎƛƻƴ ƻŦ άκŘƻƳŀƛƴέ Ŏŀƴ 

cause anyone using the bootstrap registries to perform lookups to the wrong location, especially if using 

the information for automation.   

For example, bŜŎŀǳǎŜ t5wΩǎ ¦w[ ƛǎ ŦƻǊƳŀǘǘŜŘ ƛƴŎƻǊǊŜŎǘƭȅΣ L/!bbΩǎ ƻǿƴ 5ƻƳŀƛƴ bŀƳŜ wŜƎƛǎǘǊŀǘƛƻƴ 5ŀǘŀ 

Lookup Tool77  sends users to an invalid URL and the RDAP lookup fails: 

 

As of 12 March 2020, 79 other registrars had thŜ ǎŀƳŜ ŜǊǊƻǊ ƛƴ L/!bbΩǎ ǊŜƎƛǎǘǊȅΦ  ¢ƘŜǊŜ Ƴŀȅ ōŜ ŜǊǊƻǊǎ ƻŦ 

other types as well.   Errors of this nature should not exist in registries that IANA runs, and their presence 

indicates a failure of appropriate technical coordination and execution. 

Reportedly ICANN Organization staff have been checking URLs recently, but when registrars submit new 

or corrected URLs they are apparently not being published into the bootstrap registry of registrar servers 

for weeks to months. While it is good that ICANN staff may be checking URLs, the RDAP registries are 

something that users, registries and registrars will be relying on, and they need to be updated in an 

accurate and timely fashion.   

The data errors and data maintenance problems show that the directories are not yet reliable, and are 

one reason that the RDAP program is not yet ready for users.  

 
74 See https://www.icann.org/en/system/files/files/presentation-rdap-gtld-registries-registrars-webinar-11apr19-
en.pdf slide 24 
75 At https://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml 
76 https://www.icann.org/resources/pages/nsp-registrars-2018-03-26-en 
77 https://lookup.icann.org/ 

https://www.icann.org/en/system/files/files/presentation-rdap-gtld-registries-registrars-webinar-11apr19-en.pdf
https://www.icann.org/en/system/files/files/presentation-rdap-gtld-registries-registrars-webinar-11apr19-en.pdf
https://www.iana.org/assignments/registrar-ids/registrar-ids.xhtml
https://www.icann.org/resources/pages/nsp-registrars-2018-03-26-en
https://lookup.icann.org/
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Public Technical Identifiers (PTI, pti.icann.org) oversees the operation of the IANA functions, and 

performs them on behalf of ICANN. 

 
RECOMMENDATION 17: ICANN/IANA must validate all RDAP base URLs submitted to 
it, and must not list inaccurate or non-functional URLs. 
 
RECOMMENDATION 18: IANA must publish changes to registry and registrar base 
URLs into the RDAP Bootstrap Registries in a timely fashion, such as within 24 to 48 
hours of when they are updated by the registry or registrar.  Because these 
directories are mission-critical resources upon which billions of RDAP queries will 
rely, Public Technical Identifiers (PTI) must set SLAs and performance metrics for 
these maintenance functions, and should publish the performance metrics, as ICANN 
and IANA do for other services.78 

 

 

L/!bbΩǎ [ƻƻƪǳǇ ¢ƻƻƭ CŀƛƭǳǊŜǎ 

 
ICANN created its Lookup Tool to give ordinary users a way to perform WHOIS and RDAP lookups via an 

easy-to-use web interface.  It is available at: https://lookup.icann.org/ 

²Ŝ ŘŜǘŜǊƳƛƴŜŘ ǘƘŀǘ L/!bbΩǎ [ƻƻƪǳǇ ¢ƻƻƭ ƛǎ ƴƻǘ ŘǊŀǿƛƴƎ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ǾŜǊǎƛƻƴ ƻŦ L/!bbΩǎ ƻǿƴ 

bootstrap registry of RDAP server locations.  As a result, lookups performed here are failing.  

In 2019 Verisign was running its RDAP server at: 

https:// rdap-core.vrsn.com/com/v1/ 

At some point before 9 January 2020, Verisign moved its RDAP server and updated the ICANN Bootstrap 

Registry directory appropriately, to: 

https:// rdap.verisign.com/com/v1/ 

But as of 10 March 2020, the ICANN Lookup tool was still pointing to the old location: 

 

and so queries made using the Lookup Tool return failed responses for all .COM domains, for example: 

 
78 See the IANA Performance Standards Metrics Reports, at https://www.iana.org/performance/metrics and the 
ongoing Global Support (Customer Service) Performance Metrics Dashboard, at 
https://www.icann.org/resources/pages/metrics-global-support-2015-08-28-en 

https://lookup.icann.org/
https://www.iana.org/performance/metrics
https://www.icann.org/resources/pages/metrics-global-support-2015-08-28-en
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It appears that ICANN Organization has failed to have its own Lookup Tool use the current and 

authoritative Bootstrap Directory data file that ICANN (IANA) is responsible for maintaining for the 

Internet community. 

 

Registry Problems 
 

Other kinds of problems exist as well.  For example, it appears that Verisign did not update one of its 

systems when it made the above URL change, and has been publishing the wrong source information in 

its RDAP output for .COM domain queries.   

Since at least early January 2020, ±ŜǊƛǎƛƎƴΩǎ .COM RDAP server has been at rdap.verisign.com as noted in 

the Bootstrap Registry: 
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But as of 10 March 2020, VerƛǎƛƎƴΩǎ w5!t ƻǳǘǇǳǘ ŎƻƴǘƛƴǳŜd to display the old, nonfunctional source 

location rdap-core.vrsn.com, and so Verisign is providing the wrong source information in all its .COM  

RDAP output.  For example: 
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STUDY QUESTION: Temporary Specification Compliance 
 

L/!bbΩǎ ά¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ŦƻǊ Ǝ¢[5 wŜƎƛǎǘǊŀǘƛƻƴ 5ŀǘŀέ79 ǿŀǎ L/!bbΩǎ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ 9ǳǊƻǇŜŀƴ 

Union's General Data Protection Regulation (GDPR), which requires the protection of certain personal 

data.  This Temporary Specification is contractually binding on gTLD registrars and registry operators and 

requires them to follow certain procedures so that they comply with GDPR. 

The Temporary Specification went into effect on 25 May 2018.  Registrars and registry operators have 

had twenty months to comply, and ICANN Organization has had that time to review and encourage 

compliance. 

The GDPR covers only natural person residents of the EU (not corporations and their data), and the data 

of natural persons that is processed in the EU (and so covers registrants in the rest of the world who 

register at EU-based registrars).  The Temporary Specification attempted to solve a major problem: 

ICANN's registrar and registry contracts required domain contact data to be published via WHOIS/RDAP, 

but GDPR prohibits companies from forcing EU residents to release their personally identifying 

ƛƴŦƻǊƳŀǘƛƻƴ όtLLύΦ  L/!bbΩǎ ŜȄǇŜŘƛǘƛƻǳǎ ǎƻƭǳǘƛƻƴ ǿŀǎ ǘƻ ŀƭƭƻǿ ǊŜƎƛǎǘǊŀǊǎ ǘƻ ǊŜŘŀŎǘ ŎƻƴǘŀŎǘ Řata for any 

domain they wish.  This allows registrars to comply with GDPR, but also to redact data for contacts not 

covered by GDPR or any other privacy law, anywhere in the world.    

Many registrars stopped publishing contact details for all domain contacts.  However, we found that 

almost half of the registrars we studied fail to comply fully with the Temporary Specification. 

RED ratings: The registrar failures take a variety of forms.  See the sections about each registrar in the 

second half of this report for details: 

¶ Tucows: does not provide required contactability information. 

¶ NameCheap: consent-to-publish problems. 

¶ Network Solutions: published contact data for EU registrant; consent-to-publish problems 

¶ Alibaba Cloud Computing (Beijing) Co., Ltd.: does not provide required contactability 

information. 

¶ eNom: does not provide required contactability information. 

¶ GMO Internet: does not provide required contact data or contactability mechanism. 

¶ Xin Net Technology Corporation: does not follow required redaction procedures; does not 

publish required contactability information. 

¶ Registrar of Domain Names REG.RU LLC:  Publishes real email addresses of EU natural persons in 

RDAP output.  Does not offer required contactability information; does not follow redaction 

labeling requirement. 

¶ OnlineNIC: does not follow required redaction procedures. 

¶ West263 International Limited: does not follow required redaction procedures. 

 

 
79 https://www.icann.org/resources/pages/gtld-registration-data-specs-en 
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STUDY QUESTION: Availability of Contactability Information 
 

L/!bbΩs registration data policies are designed to make it possible for people to reach out to domain 

contacts, even when those contacts are redacted or anonymous for privacy purposes.  We call this 

contactability.   The ability to contact is a fundamental reason for having registration data services. 

We asked: Can users always find information in the WHOIS and RDAP output that allows them to 

reach out to a domain contact?  This could be: 

1. Actual personal contact dataτŀ ŎƻƴǘŀŎǘΩǎ real name, street address, email address, etc.  Or, 

2. The name and contact info for a privacy/proxy service.  These provide anonymity to the contact, 

and forward email and postal mail on to the domain contacts.  Or, 

3. L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ŀƭƭƻǿǎ ŀ ǊŜƎƛǎtrar to redact contact data.  If it does, the 

registrar must provide either an anonymized email address for the contact, or a web form that 

will send a message to the domain contact.  The Temporary Specification requires that the 

registrar publish the anonymized email address or the URL of the web form in the WHOIS and 

RDAP output.  (However, publishing these does not appear to be required by the RDAP 

Response Profile.) 

Unfortunately, some registrars do not provide any way to reach out to a domain contact. Some do not 

publish the contactability information in their RDDS output. Some make the contactability information 

available in one place but not another. Others provide different contactability information depending 

upon the query service used.    

RED ratings: We found serious problems in the output of the following registrars (See the sections about 

each registrar in the second half of this report for details): 

¶ GoDaddy: RDAP output does not contain any information that can be used to contact 

registrants: redacts all personal data in RDAP output, does not include links to its web contact 

form in RDAP output.   

¶ Network Solutions: masked contacts are assigned tƘŜ ǊŜƎƛǎǘǊŀǊΩǎ !ōǳǎŜ 5ŜǇŀǊǘƳŜƴǘ ŜƳŀƛƭ 

address.  

¶ Alibaba Cloud Computing (Beijing) Co., Ltd.: does not provide RDAP output; WHOIS does not 

provide required contact means for Admin and Tech contacts. 

¶ eNom: For redacted domains, does not provide the required email address or web form link for 

the Admin or Tech contacts.   

¶ GMO Internet: for redacted domains the registrar does not provide the required anonymized 

email address or link to a web form. 

¶ Xin Net Technology Corporation: does not provide any contact or contactability information. 

¶ Wild West: RDAP output does not contain any information that can be used to contact 

registrants; redacts all personal data in RDAP output; and does not include links to its web 

contact form.   

¶ Registrar of Domain Names REG.RU LLC: fails to publish required contact fields in port 43 

output, and does not label redactions as required; does not offer either an anonymized email 

address or the URL of a contact form in WHOIS output. 
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¶ OnlineNIC: does not provide an anonymized email address nor does it provide the URL of a 

contact form in RDAP output. 

 

 
w9/haa9b5!¢Lhb мфΥ L/!bb Ƴǳǎǘ ŜƴǎǳǊŜ ǘƘŀǘ ŀ ǿŀȅ ǘƻ ǊŜŀŎƘ ƻǳǘ ǘƻ ŀ ŘƻƳŀƛƴΩǎ 
registrant contact is published in all registrar and registry operator RDAP output, for 
every gTLD domain. They MUST always either publisƘ ǘƘŜ ŎƻƴǘŀŎǘΩǎ ǊŜŀƭ ŜƳŀƛƭ 
address, or the address of a privacy/proxy service,  or in the case of redaction the 
URL of a contact form or an anonymized email address. Registrars and registry 
operators must always provide these in both RDAP output and in web-based 
(human-readable) output. 
 
Repeating RECOMMENDATION 2: all methods of access to registration data (both via 
RDAP and web-based RDAP) must provide an equivalent response to the same 
query.  If a piece of data is required to be published in the public data set, it must be 
served regardless of the access mechanism, or what user is requesting it. 

 

 

Registrars Make Contactability Information Hard to Find 
 
Many registrars make it unnecessarily difficult to find the contactability information that the Temporary 
Specification requires.  For example: 

¶ Xin Net offers a web contact form, but its location is only revealed if one uses the Web-based 
²IhL{ ƻƴ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ ǎƛǘŜΦ  ¢ƘŜ ǿŜō ŎƻƴǘŀŎǘ ŦƻǊƳΩǎ location is not contained in WHOIS or 
RDAP output as it should be.   

¶ GoDaddy  makes it difficult for interested parties to find the URL of its web contact form.   

¶ Tucows puts thin output from most registries on its Web-based WHOIS page. That registry-
provided data does not contain any contact or contactability information, foiling searches by 
users.  

¶ GoDaddy and Tucows impose notable rate-limiting, preventing some users from finding the 
contactability data they are looking for. 

¶ Network Solutions shunts contact attempts into its abuse reporting system, a mismatched and 
oddly labeled process that may dissuade users. 

These practices are examined further in the sections in the second half of this report, for each registrar 
we studied. 

 
Repeating RECOMMENDATION 10Υ L/!bbΩǎ ŎƻƴǘǊŀŎǘǎ Ƴǳǎǘ ōŜ ǳǇŘŀǘŜŘ ǘƻ ǊŜǉǳƛǊŜ 
that registries and registrars include a link on their home pages to ά5ƻƳŀƛƴ ƭƻƻƪǳǇέ 
or ά5ƻƳŀƛƴ Řŀǘŀ lookupέ or a similar replacement term.  This should link to a web-
based search form.  
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STUDY QUESTION: Failure of Temporary Specification Contactability 

Mechanisms 
 

IC!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ŀƭƭƻǿǎ ŀ ǊŜƎƛǎǘǊŀǊ ǘƻ ǊŜŘŀŎǘ ŎƻƴǘŀŎǘ ŘŀǘŀΦ  LŦ ǘƘŜ ǊŜƎƛǎǘǊŀǊ ŘƻŜǎ ǊŜŘŀŎǘΣ ƛǘ 
must provide either an anonymized email address for the contact, or a web form that will send an email 
to the domain contact.  We asked: do these contactability mechanisms work?  Do they actually deliver 
a message to the domain contact? 

Our testing revealed that some of these mechanisms literally fail to deliver messages to domain name 
registrants.  Internet users cannot be confident that their messages are always being delivered to 
domain contacts. 

L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜǎΥ 

2.5.1. Registrar MUST provide an email address or a web form to facilitate email communication 
with the relevant contact, but MUST NOT identify the contact email address or the contact itself. 

2.5.1.1. The email address and the URL to the web form MUST provide functionality to forward 
communications received to the email address of the applicable contact.80 

This language requires registrars to provide these contactability mechanisms, but it does not require 
that those mechanisms function with any degree of reliability.  Their effectiveness is left to the 
registrars, and are not subject to any contractual ǎǘŀƴŘŀǊŘǎΦ L/!bbΩǎ /ƻƳǇƭƛŀƴŎŜ 5ŜǇŀǊǘƳŜƴǘ probably 
does not test the functionality of these systems, because the contracts do not give the ICANN 
Organization any tools to evaluate or improve performance here. 

RED cases: We found problems with the contactability mechanisms of the following registrars: 

¶ Registrar of Domain Names REG.RU LLC: the ǊŜƎƛǎǘǊŀǊΩǎ ǿŜō ŎƻƴǘŀŎǘ ŦƻǊƳ ŘƻŜǎƴΩǘ ǿƻǊƪ ŦƻǊ Ǝ¢[5 

domains.  (It works only for .RU, .SU, and Φ˾̅ domains.) 

¶ West263 InternationalΥ ǘƘŜ ²Ŝō ŦƻǊƳ ¦w[ǎ ǘƘŀǘ ǘƘŜ ǊŜƎƛǎǘǊŀǊ ǇǊƻǾƛŘŜǎ ƛƴ ²IhL{ ŘƻƴΩǘ ƭŜŀŘ ǘƻ ŀ 

web conǘŀŎǘ ŦƻǊƳΦ  LǘΩǎ ǘƘŜǊŜŦƻǊŜ ƛƳǇƻǎǎƛōƭŜ ǘƻ ŎƻƴǘŀŎǘ ŘƻƳŀƛƴ ƘƻƭŘŜǊǎΦ 

¶ GMO Internet: does not appear to offer either of the required contactability mechanisms. 

¶ 123-Reg: ǎŜŜ ά9Ƴŀƛƭ 5ŜƭƛǾŜǊȅ Problemsέ ōŜƭƻǿΦ 

¶ FastDomain: ǎŜŜ ά9Ƴŀƛƭ 5ŜƭƛǾŜǊȅ Problemsέ ōŜƭƻǿΦ 

¶ NetEarth: ǎŜŜ ά9Ƴŀƛƭ 5ŜƭƛǾŜǊȅ Problemsέ ōŜƭƻw. 

See the registrar sections in the second half of this report for more detail. 

 

Email Delivery Problems 
 

Our testing revealed that some registrars do not have minimally professional email sending practices. 

When these registrars relay messages from requestors to domain contactsΣ ǘƘŜ ǊŜƎƛǎǘǊŀǊΩǎ ŜƳŀƛƭ 

 
80 Temporary Specification for gTLD Registration Data, Appendix A: Registration Data Directory Services, 
https://www.icann.org/resources/pages/gtld-registration-data-specs-en 

https://www.icann.org/resources/pages/gtld-registration-data-specs-en


 

Domain Name Registration Data at the Crossroads  31 March 2020 

56 

messages are labeled as spam by major email service providers, including Gmail, Microsoft Outlook, and 

Yahoo Mail.  ¢ƘŜǎŜ ƻǇŜǊŀǘƻǊǎ ǎƘǳƴǘ ǘƘŜǎŜ ŎƻƴǘŀŎǘ ŜƳŀƛƭǎ ƛƴǘƻ ǘƘŜ ŘƻƳŀƛƴ ŎƻƴǘŀŎǘǎΩ ǎǇŀƳ ŦƻƭŘŜǊǎΦ  {ƻƳŜ 

of these messages rate so poorly that the receiving email providers doƴΩǘ deliver them to their 

customers at all.  These problems prevent domain contacts from ever seeing the messages people send 

to them.  

RED cases: We found serious problems with the email delivery mechanisms of the following registrars 

(see the by-registrar sections in the second half of this report for more detail): 

¶ 123-Reg: We used ǘƘƛǎ ǊŜƎƛǎǘǊŀǊΩǎ ǿŜō ŦƻǊƳ ǘƻ ŎƻƴǘŀŎǘ ŀ ŘƻƳŀƛƴ ǊŜƎƛǎǘǊŀƴǘ we created.  123-Reg 

then sent us an email, asking that we validate that we actually did request the message.  

Outlook scored this email from the registrar as spam and sent the validation requests directly 

into the Outlook spam folder.  We found it and confirmed that we did make the contact request. 

123-Reg then delayed sending the message to the registrant for up to 24 hours.  Gmail and 

Outlook filters scored this mail poorly as well; they scored it as spam, and sent it into spam 

folders where a normal registrant might not ever find it. 

¶ FastDomain:  Neither the sending address nor the registrant received any communication from 

or through FastDomain. 

¶ NetEarth: The contact request email submitted through bŜǘ9ŀǊǘƘΩǎ ǿŜō ŦƻǊƳ was scored as 

spam by Yahoo, and was sent to the ǊŜƎƛǎǘǊŀƴǘΩǎ Yahoo spam folder. 

These failures have nothing to do with the content that the requestor wanted to convey to the domain 

contact.  These failures have to do with how the registrars send email. 

While email senders do not have ultimate control of the mail filtering being performed on ǘƘŜ ǊŜŎŜƛǾŜǊΩǎ 

ǎƛŘŜΣ ƛǘΩǎ ŀƭǎƻ ǊŀǊŜ ŦƻǊ ǇǊƻŦŜǎǎƛƻƴŀƭƭȅ Ǌǳƴ ǎŜƴŘŜǊǎ ǘƻ ƘŀǾŜ ǘƘŜ ŜƳŀƛƭ ŘŜƭƛǾŜǊŀōƛƭƛǘȅ ǇǊƻōƭŜƳǎ ǿŜ ƻōǎŜǊǾŜŘΦ  

Registrars do bear responsibility for the problems here.  Commercial email senders are in the business of 

getting the mail through, and should know how to keep their emails deliverable and out of spam filters, 

especially those of major email providers like Microsoft and Google, which are in the business of 

delivering legitimate email to their users.  Gmail and Outlook offer sender guidelines for standard 

practices that all legitimate senders should use, such as email authentication.  All companies that 

outsource their email sending systems should monitoring the performance of the providers they choose.  

 
RECOMMENDATION 20: registrars should regularly review their email sending 
procedures and providers, to ensure that messages they forward to domain contacts 
are not blocked as spam. 

 

 

 

Contract Confusion: Contactability Info Not Present in RDAP Output 
 

Per the Temporary Specification, the anonymized email address or the URL of the Web contact form for 

a redacted domain are supposed to appear in the email field in RDDS output. L/!bbΩǎ w5!t tǊƻŦƛƭŜ 

confirms this, stating that άthe value of the CONTACT-URI member in the entity object of the RDAP 
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response MUST be an email address or link to a web form to facilitate email communication with the 

Registrant."  But we did not see the contactability URLs or emails in RDAP output, because registrars are 

currently allowed to not publish the email field in RDAP.   

Iƻǿ ǊŜƎƛǎǘǊŀǊǎ ŀƴŘ ǊŜƎƛǎǘǊȅ ǎƘƻǳƭŘ ǳǎŜ w5!tΩǎ /hb¢!/¢-URI capability is a bit unclear and needs 

clarification.  ICANN Organization has described CONTACT-URI άas a way to facilitate email 

communication with the wŜƎƛǎǘǊŀƴǘΦέ81  The EPDP also decided that registrars can collect and publish a 

Tech Contact email, so that third parties can reach out to that contact.82  L/!bbΩǎ RDAP Response Profile 

does not address clearly how that Tech Contact email address (or contactability information) can be 

published. 

 
REPEATING RECOMMENDATION 19: ICANN must ensure that a way to reach out to 
ŀ ŘƻƳŀƛƴΩǎ ǊŜƎƛǎǘǊŀƴǘ ŎƻƴǘŀŎǘ ƛǎ ǇǳōƭƛǎƘŜŘ ƛƴ ŀƭƭ ǊŜƎƛstrar and registry operator 
RDAP output, for every gTLD domain. They must always eitheǊ ǇǳōƭƛǎƘ ǘƘŜ ŎƻƴǘŀŎǘΩǎ 
real email address, or the address of a privacy/proxy service,  or in the case of 
redaction the URL of a contact form or an anonymized email address. Registrars 
and registry operators must always provide these in both RDAP output and in web-
based (human-readable) output. 
 
RECOMMENDATION 21: L/!bbΩǎ w5!t wŜǎǇƻƴǎŜ tǊƻŦƛƭŜ Ƴǳǎǘ ŘŜǎŎǊƛōŜ Ƙƻǿ ¢ŜŎƘ 
Contact email or contactability data can be published in RDAP. 

 

 

 

Registrars Make Contactability Mechanisms Hard to Use 
 

Some registrars make the required contactability mechanisms unnecessarily difficult to use.  
 
Tucows, for example, runs one of the most challenging contactability systems to use.  To get a message 

ǘƘǊƻǳƎƘ ǘƻ ƻƴŜ ƻŦ ¢ǳŎƻǿǎΩǎ ǊŜƎƛǎǘǊŀƴǘǎΣ ǘƘŜ ǳǎŜǊ Ƴǳǎǘ ƻǾŜǊŎƻƳŜ ƴǳƳŜǊƻǳǎ ƻōǎǘŀŎƭŜǎΥ 

1. The user cannot use any contactability URL in any previously collected WHOIS or RDAP record. 

2. ¢ƘŜ ǳǎŜǊ Ƴǳǎǘ ǉǳŜǊȅ ¢ǳŎƻǿΩǎ RDDS server for the contactability URL.  Queries made to the 

registry are uselessτthe registry will not provide the URL.   

3. The user must query from a location (an Lt ŀŘŘǊŜǎǎύ ǘƘŀǘ Ƙŀǎ ƴƻǘ ōŜŜƴ ōƭƻŎƪŜŘ ōȅ ¢ǳŎƻǿǎΩ ǊŀǘŜ-

limiting. 

4. The user must successfully look up the domain record and then use the contact form in a short 

time window before the URL expires. 

 
81 RDAP Response Profile, paragraph 2.7.5.2, at  https://www.icann.org/en/system/files/files/rdap-response-
profile-15feb19-en.pdf  
82  EPDP Team Final Report, Phase 1, 19 February 2019.  Recommendation #5.  
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-
en.pdf 

https://www.icann.org/en/system/files/files/rdap-response-profile-15feb19-en.pdf
https://www.icann.org/en/system/files/files/rdap-response-profile-15feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-gtld-registration-data-specs-final-20feb19-en.pdf
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See Tucows in the later part of this report for the details.  Other registrars that present usability 

problems include 1&1 Ionos and Key-Systems. 

 

The Single-Mailbox Problem 
 

Mŀƴȅ ǊŜƎƛǎǘǊŀǊǎ ǳǎŜ ŀ ƎŜƴŜǊƛŎ ŜƳŀƛƭ ƻƴ ŀƭƭ ǘƘŜƛǊ ƳŀǎƪŜŘ ŘƻƳŀƛƴǎΣ ǎǳŎƘ ŀǎ άcontact@privacyproteŎǘΦƻǊƎά 

or άƛƴŦƻϪŘƻƳŀƛƴ-ŎƻƴǘŀŎǘΦƻǊƎέΦ  This introduces extra steps and may impede contact.  When a user 

attempts to contact a domain contact using a generic addresses of this kind, the registrar returns a 

second email that instructs the user to visit and complete a contact request through a web form.  It is 

ǳƴŎƭŜŀǊ ǿƘȅ ǊŜƎƛǎǘǊŀǊǎ ǘƘŀǘ ƘŀǾŜ ŀŘƻǇǘŜŘ ǘƘƛǎ άǘǿƻ-ǎǘŜǇέ ǇǊƻŎŜǎǎ Ŏŀƴƴƻǘ ǎƛƳǇƭȅ ǇǳōƭƛǎƘ ǘƘŜ ¦w[ ƻŦ ǘƘŜ 

Web form in their WHOIS and RDAP output, as other registrars such as GoDaddy do.  Examples and 

detailǎ ƻŦ άǘǿƻ-ǎǘŜǇέ ŎƻƴǘŀŎǘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎ ōȅ мϧмΣ t5wΣ bŜǘ9ŀǊǘƘ ŀƴŘ YŜȅ-Systems are provided in 

the registrar sections in the second half of this report. 

Lǎ ǘƘƛǎ άǎƛƴƎƭŜ ƳŀƛƭōƻȄέ ŀǇǇǊƻŀŎƘ ŀƭƭƻǿŜŘ ōȅ L/!bb ǇƻƭƛŎȅΚ  ¢Ƙƛǎ ƛǎ ŀƴ ƛƴǘŜǊŜǎǘƛng question. The 

Temporary Specification says: 

Appendix A, 2.5.1.1. The email address and the URL to the web form MUST provide 

functionality to forward communications received to the email address of the applicable 

contact. 

This implies that if one sends a message to the contact email address, άfunctionalityέ will simply deliver 

that message to the domain contact.  ¢ƘŜ ǿƻǊŘ άŦǳƴŎǘƛƻƴŀƭƛǘȅέ ƛƳǇƭƛŜǎ ŀǳǘƻƳŀǘƛƻƴΣ ŀƴŘ ƴƻ Ƴŀƴǳŀƭ 

intervention by the registrar.   

But the άǎƛƴƎƭŜ ƳŀƛƭōƻȄέ ŀǇǇǊƻŀŎƘ ŘƻŜǎƴΩǘ provide that ς it requires the requestor and/or the registrar 

to perform some more manual steps.  ²Ŝ ŀǎƪŜŘ L/!bbΩǎ Compliance Department about this, and 

Compliance told us that the contractual language in 2.5.1.1 άŘƻŜǎ ƴƻǘ ǇǊƻƘƛōƛǘ ǘƘŜ ŘƛǎǇƭŀȅŜŘ ŜƳŀƛƭ 

address from being a generic email address that returns a webform, for example, or the registrar from 

opting to monitor the inbox of the generic email address and forwarding the email to the intended 

ǊŜŎƛǇƛŜƴǘΦέ 

So ICANN Organization appears to interpret Appendix A, 2.5.1.1 to allow progressions such as the 

following, which are laborious and error-prone:   

1. The requestor sends an email to the generic address. 

2. The registrar then sends the requestor an email that directs the requestor to a web form that 

the requestor can fill out.   

3. The requestor submits the web form.  

4. The registrar then sends the requestor an email requiring that the requestor confirm that he or 

she did indeed submit the message via the web form.   

5. The requestor must then confirm the request.  

6. Then the registrar reads the email and decides whether to forward the communication to the 

email address of the domain contact. 



 

Domain Name Registration Data at the Crossroads  31 March 2020 

59 

ICANN Compliance also noted that it will allow registraǊǎ ǘƻ άmonitor the inbox of the generic email 

address and forwarding the email to the intended recipient.έ83  In this circumstance, the registrar must 

read all the incoming emails to determine where to forward them.  Here ICANN appears to condone a 

system in which the registrar violates the privacy of the sender.  The registrar may be violating the 

privacy of the domain contact as well.  We checked registrar-registrant contracts and did not find 

evidence that registrants has been given notice that their registrar will read emails to the registrant.   

Finally, manual processing of contact requests is likely to be slow and susceptible to human error or 

subjective decisions about which messages to forward. 

 
RECOMMENDATION 22: ICANN should require that the contact mechanisms are 
actually automated, deliver messages to domain contacts in a timely fashion, and 
do not require human intervention by the registrar. 
 
RECOMMENDATION 23: ICANN must make clear that registrars must respect the 
privacy of correspondence from a requestor to a domain contact, and should 
prohibit the use of generic email address inboxes as a way for registrars to 
implement a contactability mechanism. 

 

 

  

 
83 Correspondence, 16 October 2019. 
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Registries and Registrars Mask Their Own Identities  
 

Registrars and registry operators own and operate domain names that they use for important functions.  

They use these domains to run shared nameservers that host millions of other domains, to deliver email 

for themselves and their registrants, and to run their business web sites, among other uses.  But many 

registrars and registry operators redact or anonymize their own contact data in RDDS output.  This 

prevents people from understanding who operates these domains.   

This creates a lack of trust, and creates operational problems. LŦ ŀ ŘƻƳŀƛƴ ƴŀƳŜΩǎ ƻǇŜǊŀǘƻǊ ƛǎ 

anonymous, registrants cannot use registration data check to see if email they are receiving is legitimate 

or a scam.  Parties cannot check the identity of a company offering hosting and nameservers to cyber-

criminals. 

There are no legal, practical, or operational reasons that registrars and registry operators should hide 

their identities for their own domains.  All registrars and registry operators are companiesτthey have 

no privacy rights under any law such as GDPR, and they know how to set up and manage role-based 

contacts. 

Here are three typical examples.  Public Interest Registry, the not-for-profit corporation that operates 

the .ORG registry, hides its identity and contact information behind proxy protection: 

Domain Name : PIR.ORG  

Registrant Name: Registration Private  

Registrant Organization: Domains By Proxy, LLC  

Registrant Street: DomainsByP roxy.com  

 

eNom uses the redaction option ǇǊƻǾƛŘŜŘ ōȅ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ǘƻ ƘƛŘŜ ƛǘǎ ƛŘŜƴǘƛǘȅ ŀƴŘ 
contact information: 

Domain Name: ENOM.COM 

...  

Registrar: ENOM, INC.  

Registrar IANA ID: 48  

Registrant Name: REDACTED FOR PRIVACY 

Registrant Organi zation: REDACTED FOR PRIVACY 

Registrant Street: REDACTED FOR PRIVACY 

 

The .PING registry provides no contact information whatsoever in the registration data for its domain 

NIC.PING:  

Domain Name: nic.ping  

Registry Domain ID: D214 - PING 

Registrar WHOIS Serve r:  

Registrar URL:  

Updated Date: 2019 - 07- 15T04:47:35Z  

Creation Date: 2013 - 08- 10T00:11:52Z  

Registry Expiry Date: 2024 - 08- 09T23:59:59Z  

Registrar: Ping Registry Operator  
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Registrar IANA ID: 9999  

Registrar Abuse Contact Email:  

Registrar Abuse Contact Phone:  

é 

Registrant Name:  

Registrant Organization: Ping Registry Provider, Inc.  

Registrant Street:  

Registrant Street:  

Registrant Street:  

Registrant City:  

Registrant State/Province: AZ  

Registrant Postal Code:  

Registrant Country: US  

Registrant Phone:  

Registrant Phone E xt:  

Registrant Fax:  

Registrant Fax Ext:  

Registrant Email: Please query the RDDS service of the Registrar of 

Record identified in this output for information on how to contact the 

Registrant, Admin, or Tech contact of the queried domain name.  

 

The WHOIS data above instructs the user to contact the registrar. This is unhelpful because the registrar 

contact information is also redacted.  

In the interest of transparency, registrars and registry operators should not be anonymous in domain 

registration data, and the domain names they use to provide services should be verifiable through 

registration data directory services.  

 
RECOMMENDATION 24: Registrars and registry operators must publish their full 
and complete contact information in RDDS for the domains they use for their 
operations, and must not be allowed to present redacted or privacy/proxy data for 
them.  These domains include NIC.TLD, and the domains they use for registration 
services, their online business presences, TLD servers, domains used for email to 
registrants, and domains used for their anti-abuse contacts.   
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GDPR Compliance by Registrars 
 

Our examinations also reveal ways that registrars fail to comply with GDPR, both inside and outside of 

L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴΦ 

All the registrars we examined accept business from EU-based customers, but a number have not set up 

their procedures to do it in a GDPR-compliant way.  

¶ Some registrars violate GDPR by forcing registrants to pay fees and/or to accept contract terms 

in order to receive the ǇǊƛǾŀŎȅ ǇǊƻǘŜŎǘƛƻƴ ǘƘŀǘ ǘƘŜȅΩǊŜ ŜƴǘƛǘƭŜŘ ǘƻ under the law.    

¶ Some registrars mis-ƘŀƴŘƭŜ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ ŀƴŘ ǇǳōƭƛǎƘ ƛǘ ǇǳōƭƛŎƭȅ ǿƘŜƴ ǘƘŜȅ ǎƘƻǳƭŘƴΩǘΦ   

¶ Some do not make it clear to their customers what will happen with their personal data, as 

required by GDPR. 

¶ Some mis-state ICANN policy to prospective and existing customers.   

¶ Some interpret GDPR very differently from their peers.   

These findings illustrate how non-uniform practices are in the domain industry, and how registrars 

sometimes interpret GDPR liberally in some situations and conservatively in others. These 

implementations can disadvantage EU-based registrants, and people who want to contact registrants. 

Erroneous Publication of Personal Data 
 

Several registrars published personal data that they should not.  Examples include: 

¶ In RDAP, REG.RU properly redacts the Registrant Name, Street Address, and Phone fields for 

registrants in the EU, but publishes the real email addresses of those same contacts.  This is a 

violation of the Temporary Specification, which requires that the real email addresses of EU-

based registrants be redacted because of GDPR. 

¶ In RDAP, 123-Reg accidentally publishes a field that is required to be redacted, and redacts a 

field that is required to be public. 

¶ Chinese registrar West263 International alters the data of EU-based registrants.  For some 

reason this registrar changes the data on record.  InsǘŜŀŘ ƻŦ ǎǘŀǘƛƴƎ ǘƘŜ ǊŜƎƛǎǘǊŀƴǘΩǎ ƘƻƳŜ 

State/Province and Country, as required by ICANN, the registrar states that these EU registrants 

are in China.  This provides false data.  

For the details of these cases, please see the by-registrar sections later in this report. 

 

Forcing EU Registrants into Giving Up Their Privacy Rights 
 

GDPR says that privacy is a right for covered individuals, and they generally cannot be forced to sign 

away their privacy rights as a condition of a contract.84  To allow compliance with GDPR, ICANN relieved 

 
84 See GDPR Article 7(4).   
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registrars and registrants of the obligation to publish personally identifiable data in RDDS output, and 

enacted the Temporary Specification, which allows registrars to redact data as they see fit.   

Some registrars still force registrants in violation of this principle.  Some registrars even force registrants 

to pay a fee to receive the privacy protection they are entitled to under GDPR.   

An example is bŀƳŜ/ƘŜŀǇΩǎ ǇǊƛǾŀcy service, WHOISGuard.  NameCheap requires EU data subjects to use 

its WHOISGuard service in order to receive data protection. The WHOISGuard service is applied by 

default during the registration process, and EU data subjects must agree to the WHOISGuard legal Terms 

of Service. But if registrants opt out of WHOISGuard, their personal data is published publicly in WHOIS. 

bŀƳŜ/ƘŜŀǇΩǎ ǇǊŀŎǘƛŎŜ Ƴŀȅ ǾƛƻƭŀǘŜ D5tw ŀƴŘ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ōŜŎŀǳǎŜ ƛǘ ŎƻƴŦƭƛŎǘǎ ǿƛǘƘ 

three fundamental GDPR principles: 

1. EU data subjects generally cannot be forced to sign away their privacy rights as a condition of a 

contract.  

2. Consent to make data public under GDPR requires the data subject to perform a positive opt-

inτnot an opt-out as NameCheap provides.  

3. The request for ŎƻƴǎŜƴǘ Ƴǳǎǘ ōŜ ǇǊŜǎŜƴǘŜŘ άƛƴ ŀƴ ƛƴǘŜƭƭƛƎƛōƭŜ ŀƴŘ Ŝŀǎƛƭȅ ŀŎŎŜǎǎƛōƭŜ ŦƻǊƳΣ ǳǎƛƴƎ 

ŎƭŜŀǊ ŀƴŘ Ǉƭŀƛƴ ƭŀƴƎǳŀƎŜΦέ85 NameCheapΩǎ ǇǊƻŎŜǎǎ ŘƻŜǎ ƴƻǘ ƳŀƪŜ it clear what rights an EU 

resident has, and whether opting out of the service means they forfeit their right to protection.    

Similarly, NameSilo forces customers to either accept the NameSilo privacy serviŎŜΩǎ ¢ŜǊƳǎ ƻŦ {ŜǊǾƛŎŜ ƻǊ 

lose their privacy.  Domain holders in the EU who decline bŀƳŜ{ƛƭƻΩǎ WHOIS Privacy service do have 

ǘƘŜƛǊ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǘƛŦƛŀōƭŜ Řŀǘŀ ǇǳōƭƛŎƭȅ ǇǳōƭƛǎƘŜŘ Ǿƛŀ bŀƳŜ{ƛƭƻΩǎ WHOIS and RDAP services. 

We encountered a similar problem at Network Solutions.  There we registered a .COM domain, 

specifying a Registrant contact in the USA and Admin and Tech contacts in the European Union.  

Network Solutions applied its Perfect Privacy privacy/proxy service by default, and we opted out before 

completing the registration.  Network Solutions then publisheŘ ǘƘŜ 9¦ ŎƻƴǘŀŎǘǎΩ ŘŜǘŀƛƭǎ ƛƴ ²IhL{Σ ǊŀǘƘŜǊ 

ǘƘŀƴ ǊŜŘŀŎǘƛƴƎ ǘƘŀǘ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ ŀǎ ǊŜǉǳƛǊŜŘ ōȅ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴΦ   

BlueHost όŀƴ 9ƴŘǳǊŀƴŎŜ LƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƳǇŀƴȅύ ƻǇǘǎ ŎǳǎǘƻƳŜǊǎ ƛƴǘƻ .ƭǳŜIƻǎǘΩǎ Domain Privacy + 
Protection service by default, and registrants are billed for the service.  BlueHost informs customers that 
if they do not accept the service, their personal data will be made public.  During the registration 
process, EU registrants who decline the Domain Privacy + Protection are told in the customer control 
ǇŀƴŜƭ ǘƘŀǘ ǘƘŜƛǊ ŎƻƴǘŀŎǘ Řŀǘŀ ƛǎ άǇǊƛǾŀǘŜέΣ ōǳǘ then contradicts that, informing the customer that their 
ŎƻƴǘŀŎǘ Řŀǘŀ ƛǎ άŎƻƴǎƛŘŜǊŜŘ ǇǳōƭƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ L/!bb ²IhL{ ǇǳōƭƛŎ ŘƛǊŜŎǘƻǊȅΦέ  
When such registrants look up their data in WHOIS, they find that BlueHost (FastDomain) does apply 
masking, protecting the contact data per GDPR.  The masking is a good outcome, but the contradictory 
ƳŜǎǎŀƎŜǎ ŘƻƴΩǘ ǇǊƻǾƛŘŜ ǘƘŜ ŎƭŀǊƛǘȅ ǘƘŀǘ Řŀǘŀ ǎǳbjects should receive under GDPR. 
 
For the details of these cases and others, please see the by-registrar sections later in this report. 

 

 
85 GDPR Article 7(2). 
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Selling Unnecessary Privacy Protection 
 

The GDPR mandates protection for data subjects covered by GDPR, and ICANN Temporary Specification 

also requires it. Despite this, some registrars sell privacy protection to EU registrants who are entitled to 

protection by law, and for free.   

CƻǊ ŜȄŀƳǇƭŜΣ ŜbƻƳ ǘǊƛŜǎ ǘƻ ǎŜƭƭ ƛǘǎ Lt tǊƻǘŜŎǘ {ŜǊǾƛŎŜ ǘƻ ŎǳǎǘƻƳŜǊǎ ǿƘƻ ŘƻƴΩǘ ƴŜŜŘ ƛǘΣ ŀƴŘ mis-states 

ICANN and legal requirements.  During the registration process, eNom erroneously tells its customersτ

even EU residents protected by GDPR--ǘƘŀǘ L/!bb ǊŜǉǳƛǊŜǎ ǘƘŀǘ ŜǾŜǊȅƻƴŜΩǎ ǇǊƛǾŀǘŜ Řŀǘŀ ōŜ ǇǳōƭƛǎƘŜŘ 

publicly: 

 
 
And eNom offers the customer its ID Protect privacy/Proxy service, which costs $8.00 a year. 

 
ŜbƻƳΩǎ ǎǘŀǘŜƳŜƴǘ ƛǎ ƛƴŀŎŎǳǊŀǘŜΥ ǎƛƴŎŜ WǳƴŜ нлмуΣ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ Ƙŀǎ ǊŜǉǳƛǊŜŘ 
registrars to redact the data of EU-ōŀǎŜŘ ŎƻƴǘŀŎǘǎΦ  ŜbƻƳΩǎ ǊŜƎƛǎǘǊŀƴǘ ǇŀƴŜƭ Ŏŀƴ ŀƭǎƻ ǘŜƭƭ ǊŜƎƛǎǘǊŀƴts 
contradicǘƻǊȅ ƛƴŦƻǊƳŀǘƛƻƴΦ  CƻǊ ǘƘŜ ŘŜǘŀƛƭǎ ƻŦ ǘƘƛǎ ŎŀǎŜΣ ǎŜŜ ǘƘŜ άŜbƻƳέ ǎŜŎǘƛƻƴ ƭŀǘŜǊ ƛƴ ǘƘƛǎ ǊŜǇƻǊǘΦ 
 
Other cases include: 

¶ Bluehost (see also above) 

¶ 123-Reg (requires opt-out)  

¶ Key-Systems (data handling may be confusing)  

¶ Tucows markets its privacy service as a way for registrants to avoid legitimate access requests.  

And Tucows implies that customers who decline its privacy service will not receive a way for 

third parties to contact the domain owner (which the do receive). 

¶ Network Solutions offers the Perfect Privacy LLC service to its registrants on an opt-out basis.   

 

Misstatements of Laws and ICANN Policy 
 

Some registrars misstate the law and ICANN policy regarding registration data.  Sometimes these 

misstatements appear when the registrar is attempting to sell privacy services.  Some of these 

misstatemŜƴǘǎ Ƴŀȅ ōŜ ƭŜŦǘ ƻǾŜǊ ŦǊƻƳ ōŜŦƻǊŜ WǳƴŜ нлмуΣ ǿƘŜƴ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴ ǿŜƴǘ 

into effect, and the registrar never updated them to reflect current reality.  In all cases, the information 

can be confusing, and makes it difficult for new and existing customers to understand how their data 

will be handled, or what their commercial choices are.  Examples include: 
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¶ Wild West: its web site states that all contact data is always public, and is required to be public 

by ICANN, when in fact it is not. 

¶ eNom: makes inaccurate statements about ICANN policy and the public publication of contact 

data. 

¶ Network Solutions: its privacy solution site misstates the law, and ICANN policy.   

 

Data Retention 
 

Data retention is an area where registrars vary greatly from each other, and interpret GDPR differently. 

ICANNΩǎ wŜƎƛǎǘǊŀǊ {ǘŀƪŜƘƻƭŘŜǊ DǊƻǳǇΣ ŀƴŘ ƴƻǘŀōƭȅ ƛǘǎ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ-based registrars, have 

consistently argued that under GDPR, two years is far too long for them to keep domain name contact 

data once a domain is no longer registered.  This has led to a one-year retention policy at ICANN. 

Email addresses are considered persƻƴŀƭ Řŀǘŀ ōȅ ǘƘŜ D5tw ŀƴŘ ŀǊŜ ǘǊŜŀǘŜŘ ŀǎ ǎǳŎƘ ƛƴ L/!bbΩǎ 

Temporary Specification as well. 

We observed that Tucows states that it keeps domain contact data (including email addresses) for two 

years after the termination of services.  If an EU resident wants to contact an anonymous Tucows 

registrant, Tucows states that it will ƪŜŜǇ ǘƘŀǘ ǊŜǉǳŜǎǘƻǊΩǎ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǘƛŦƛŀōƭŜ Řŀǘŀ for two years, 

under justifications that may be shaky.  For details abƻǳǘ ǘƘŜ ƛǎǎǳŜΣ ǎŜŜ άGDPR Data Requestsέ ƛƴ ǘƘŜ 

Tucows section later in this paper.   

  



 

Domain Name Registration Data at the Crossroads  31 March 2020 

66 

Failures of ICANN Data Accuracy Efforts  
 

An effect of the Temporary Specification is that it has halted most data accuracy efforts at ICANN.  This 

outcome was not necessary, and it is important for ICANN to renew its commitments in this area. 

The accuracy of registration data was long one of ICANbΩǎ ŎƻǊŜ ŎƻƳƳƛǘƳŜƴǘǎΦ  aƻǊŜ ǊŜŎŜƴǘƭȅΣ EU GDPR 

experts and DPAs have explained to ICANN that the GDPR requires that data be accurate, and instructs 

data controllers (such as registrars, and ICANN) to employ measures to ensure an acceptable level of 

data accuracy.86,87   

Because registrars are allowed to redact contact data from publication, ICANN Organization could no 

longer see most contact data by querying WHOIS like any other party.  Due to that, ICANN Organization 

then suspended the data accuracy studies that it had been conducting for years.88  In a December 2019 

letter, ICANN's President explained that ICANN Organization is still analyzing the issue.89 

It is reasonable for ICANN Organization to simply obtain the data from the registrars and/or registry 

operators so that ICANN can evaluate it.  This transfer of data for compliance purposes is allowed for 

three reasons.   

First, ICANN has an existing contractual right to request the data, per its Registrar Accreditation 

Agreement.  That contract says thŀǘ άRegistrar shall make the data, information and records Χ available 

for inspection and copying by ICANN upon reasonable noticeΦέ90   

Second, the ICANN Board adopted the community-endorsed EPDP Phase 1 recommendation that 

άǊŜǉǳƛǊŜǎ ǊŜƎƛǎǘǊŀǊǎ ŀƴŘ ǊŜƎƛǎǘǊy operators to transfer data if requested by ICANN Contractual 

/ƻƳǇƭƛŀƴŎŜ ŦƻǊ ŎƻƳǇƭƛŀƴŎŜ ŀŎǘƛǾƛǘƛŜǎΦέ91,92,93   

Third, ICANN is empowered to do this work under GDPR.  Data accuracy ƻƴŜ ƻŦ ǘƘŜ D5twΩǎ ŎƻǊŜ 

principles, and ICANN is a data co-controller with a valid purpose for examining the data. ICANN also has 

contracts with its registrars (and through them, contractual ties with its registrants) that require data 

accuracy and establish a chain of notice and legitimacy.  GDPR also extends privileges for research. 

 
86 GDPR princiǇƭŜ мόŘύ ǊŜǉǳƛǊŜǎ ǘƘŀǘ άtŜǊǎƻƴŀƭ 5ŀǘŀ ǎƘŀƭƭ ōŜ ŀŎŎǳǊŀǘŜ ŀƴŘΣ ǿƘŜǊŜ ƴŜŎŜǎǎŀǊȅΣ ƪŜǇǘ ǳǇ ǘƻ ŘŀǘŜΦΦέ 
87 Per Article 5(1)(f) of the GDPR, data integrity is a core concept of the law, and organizations must take necessary 
and reasonable steps to ensure the accuracy of personal data collected from data subjects. 
88 {ŜŜ L/!bbΩǎ !ŎŎǳǊŀŎȅ wŜǇƻǊǘƛƴƎ {ȅǎǘŜƳΣ ŀǘ https://WHOIS.icann.org/en/WHOISars 
89 See correspondence from Goran Marby to Keith Drazek, 5 December 2019, at: 
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf 
90 2013 Registrar Accreditation Agreement, paragraph 3.4.3, at https://www.icann.org/resources/pages/approved-
with-specs-2013-09-17-en 
91 L/!bb .ƻŀǊŘ wŜǎƻƭǳǘƛƻƴ άConsideration of GNSO EPDP Recommendations on the Temporary Specification for 
gTLD Registration DataΣέ мр aŀȅ нлмфΣ ŀǘ https://features.icann.org/consideration-gnso-epdp-recommendations-
temporary-specification-gtld-registration-data 
92 LōƛŘΤ ǉǳƻǘŜ ŦǊƻƳ ǘƘŜ ǊŜǎƻƭǳǘƛƻƴΩǎ  ŀŎŎƻƳǇŀƴȅƛƴƎ ά{ŎƻǊŜŎŀǊŘΥ 9t5t tƘŀǎŜ м wŜŎƻƳƳŜƴŘŀǘƛƻƴǎέ ŀǘ 
https://www.icann.org/en/system/files/files/epdp-scorecard-15may19-en.pdf 
93 ¢ŜŎƘƴƛŎŀƭƭȅΣ ŀǎ ƻŦ ǘƘƛǎ ǿǊƛǘƛƴƎ ǎƻƳŜ ƻŦ ǘƘŜ ǇƛŜŎŜǎ ƻŦ ǘƘŜ ǊŜƭŜǾŀƴǘ .ƻŀǊŘ ǊŜǎƻƭǳǘƛƻƴ ŀǊŜ ǎǘƛƭƭ ƛƴ άƛƳǇƭŜƳŜƴǘŀǘƛƻƴ 
ǇƘŀǎŜέ ŀƴŘ ŀǊŜ ǘŜŎƘƴƛŎŀƭƭȅ ƴƻǘ ōƛƴŘƛƴƎ ά/ƻƴǎŜƴǎǳǎ tƻƭƛŎȅέ ȅŜǘΦ ¢Ƙƛǎ ƛǎ ŀ ǉǳƛǊƪ ƻŦ L/!bb ǇǊƻcess. It is difficult to 
ƛƳŀƎƛƴŜ ǿƘŀǘ  ōǳǊŜŀǳŎǊŀǘƛŎ άƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ǇǊƻŎŜǎǎέ ƛǎ ƴŜŜŘŜŘ ƻǊ ǇƻǎǎƛōƭŜ ƘŜǊŜ ǘƘŀǘ ƛǎ ŘŜƭŀȅƛƴƎ ŀŎǘƛƻƴΦ 

https://whois.icann.org/en/whoisars
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://features.icann.org/consideration-gnso-epdp-recommendations-temporary-specification-gtld-registration-data
https://features.icann.org/consideration-gnso-epdp-recommendations-temporary-specification-gtld-registration-data
https://www.icann.org/en/system/files/files/epdp-scorecard-15may19-en.pdf
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Under GDPR, organizations that process personal data for research purposes can avoid restrictions on 

secondary processing and on the processing of even the most sensitive categories of data.94 As long as 

they implement appropriate safeguards, these organizations can even ƻǾŜǊǊƛŘŜ ŀ Řŀǘŀ ǎǳōƧŜŎǘΩǎ 

objections to the processing.95   

We estimate that about 75% of the contact data for gTLD domains is not covered by GDPR, because 

most domain contacts are not in the EU and most registrars are not located in the EU.  And for the data 

that is covered by GDPR, ICANN Organization has proper legal justifications to obtain that protected 

data for compliance and study purposes.   

 

Policy-Making Failures Regarding Registration Data Accuracy 
 

The Expedited Policy Development Process team (EPDP) was chartered to determine if the Temporary 

Specification complies "with the GDPR and other relevant privacy and data protection law."  Part of the 

9t5tΩs formal charter was to examine the accuracy procedures in the 2013 Registrar Accreditation 

Agreement (RAA) and the Temporary Specification are GDPR-compliant.  

The EPDP received legal advice about that accuracy topic in February 2019.96  It then deferred 

ŘŜƭƛōŜǊŀǘƛƻƴ ƻƴ ŀŎŎǳǊŀŎȅ ǘƻ 9t5t tƘŀǎŜ нΣ ŘŜŎƛŘƛƴƎ ǘƘŀǘ ά!Ŏcuracy and WHOIS Accuracy Reporting 

{ȅǎǘŜƳέ ǿƻǳƭŘ ǘƘŜƴ ōŜ ŀ ǇǊƛƻǊƛǘȅ ǎǳōƧŜŎǘΦ97,98   Months later, in December 2019, ICANN's President 

noted that the issue was still open, and wrote to the GNSO Council stating that "ICANN Organization 

remains ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǘƘŜ 9t5t ǘŜŀƳΩǎ Ǉƭŀƴǎ ǘƻ ŎƻƴǎƛŘŜǊ ǘƘŜ ǎǳōƧŜŎǘ ƻŦ Řŀǘŀ ŀŎŎǳǊŀŎȅ ŀǎ ƛǘ ǊŜƭŀǘŜǎ ǘƻ 

gTLD registration data and related services."99     

But the policy-making process has failed to deliver on this charter obligation. The EPDP team delivered 

its Initial Report in February 2020,100 and failed to address the accuracy topic.  The EPDP team has still 

 
94 GDPR Article 6(4, and Recital 50 
95 GDPR Article 89.  See also Recitals 47, 157, and 159. 
96 άAdvice on the meaning of the accuracy principle pursuant to the General Data Protection Regulation (Regulation 
ό9¦ύ нлмсκстфύ όϦD5twϦύΣέ у CŜōǊǳŀǊȅ нлмфΣ ŀǘ 
https://community.icann.org/download/attachments/102138857/ICANN%20-
%20Memo%20on%20Accuracy.docx?version=1&modificationDate=1550152014000&api=v2 
97 {ŜŜ ά!ŎŎǳǊŀŎȅ ŀƴŘ ²IhL{ !ŎŎǳǊŀŎȅ wŜǇƻǊǘƛƴƎ {ȅǎǘŜƳέ ƻƴ ǇŀƎŜ тΥ  άInitial Report of the Expedited Policy 
Development Process (EPDP) on the Temporary Specification for gTLD Registration Data Team ς PHASE 2Σέ ŀǘ  
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en 
98 For discussion about that deferral, see the comment from the ICANN Security and Stability Advisory Committee 
(SSAC): "SAC104: SSAC Comment on Initial Report of the Temporary Specification for gTLD Registration Data 
Expedited Policy Development ProcessέΣ нм 5ŜŎŜƳōŜǊ нлмуΣ  https://www.icann.org/en/system/files/files/sac-
104-en.pdf 
99 Letter from Göran Marby to Keith Drazek, 5 December 2019, at: 
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf 
100 άInitial Report of the Expedited Policy Development Process (EPDP) on the Temporary Specification for gTLD 
Registration Data Team ς PHASE 2Σέ ŀǘ  https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-
en 

https://community.icann.org/download/attachments/102138857/ICANN%20-%20Memo%20on%20Accuracy.docx?version=1&modificationDate=1550152014000&api=v2
https://community.icann.org/download/attachments/102138857/ICANN%20-%20Memo%20on%20Accuracy.docx?version=1&modificationDate=1550152014000&api=v2
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en
https://www.icann.org/en/system/files/files/sac-104-en.pdf
https://www.icann.org/en/system/files/files/sac-104-en.pdf
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en
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not discussed the implications of the legal memo, and what measures if any would be needed for ICANN 

parties to comply with GDPR in this area, and seems unlikely to do so now that its Initial Report is done. 

The EPDP did not require ICANN Organization to ŘŜŦŜǊ ƛǘǎ ŀŎŎǳǊŀŎȅ ǊŜǾƛŜǿǎΦ  L/!bb ǎǘŀǘŜŘ ǘƘŀǘ άL/!bb 

ƻǊƎΩǎ Ƴŀƛƴ ƻōǎǘŀŎƭŜ ƛƴ ŎƻƴǘƛƴǳƛƴƎ ǘƘŜ ²IhL{ !ŎŎuracy Reporting System (ARS) is the availability of 

regiǎǘǊŀǘƛƻƴ ŘŀǘŀΦέ !ƴŘ L/!bb ǎǘŀǘŜŘ ǘƘŀǘ ōŜŎŀǳǎŜ ǊŜƎƛǎǘǊŀǘƛƻƴ Řŀǘŀ ƛǎ ƴƻ ƭƻƴƎŜǊ ǇǳōƭƛŎ ƛǘ ǘƘŜǊŜŦƻǊŜ ƘŀŘ 

to shut down the accuracy study program.101  But that is an erroneous conclusion, and no dependency 

on the EPDP exists.  As noted above, ICANN can obtain the data directly from the registrars, and does 

not need a policy from the EPDP to do so.  Rather, ICANN Organization has the right and ability to 

enforce its existing contracts and the accuracy requirements therein.    

 

Data Accuracy Complaints 
 

L/!bbΩǎ Řŀǘa accuracy complaint process has been effectively shut down and made ineffective. 

ICANN policy has always allowed parties to make complaints about the accuracy of domain name 

contact data.  The policy requires registrars to follow up by verifying data for correction, and to cancel 

registrations when a registrant willfully provides inaccurate or unreliable WHOIS information.102  This 

crowd-sourced compliance mechanism made registrants, registrars, and ICANN accountable to the 

public, and shut down domain registered by scammers and cybercriminals. 

The accuracy policy has ōŜŜƴ ƘŀƳǎǘǊǳƴƎ ōȅ L/!bbΩǎ ¢ŜƳǇƻǊŀǊȅ {ǇŜŎƛŦƛŎŀǘƛƻƴΣ ǿƘƛŎƘ Ǝŀve registrars the 

option to redact any data they wanted, for registrants covered ōȅ D5tw ƻǊ ƴƻǘΦ L/!bbΩǎ {{!/ advised: 

ΧǘƘŜ ŀōƛƭƛǘȅ ƻŦ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ǘƻ ǎŜŜ ǘƘŜ ŘŀǘŀΣ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ǘƻ ƳŀƪŜ ŎƻƳǇƭŀƛƴǘǎΣ Ƙŀǎ ōŜŜƴ ƎǊŜŀǘƭȅ 

curtailed by the GDPR and the Temporary Specification. As a result, the number of WHOIS 

inaccuracy complaints to ICANN has fallen by 40% in a short time. Accuracy requirements and 

procedures without the opportunity to use them are worthless.103 

Again, ICANN Organization is in a position to examine the data and perform its compliance duties.  And 

ICANN has an obligation to measure the effect that its Temporary Specification has had on data 

accuracy.  Is the underlying data now more or less accurate than it was before?  There is only one way to 

find out: ICANN should obtain large sets of contact data from its registrars, and evaluate it.  L/!bbΩǎ 

Compliance Department used to do this until it stopped in 2018; it would check data and create 

compliance tickets for records that looked out of order.104 

 

 
101 Paragraph 3, letter from Göran Marby to Keith Drazek, 5 December 2019, at: 
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf 
102 Registration Accreditation Agreement, WHOIS Accuracy Program Specification,  at 
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#WHOIS-accuracy 
103 "SAC104: SSAC Comment on Initial Report of the Temporary Specification for gTLD Registration Data Expedited 
Policy Development ProcessέΣ нм 5ŜŎŜƳōŜǊ нлмуΣ  https://www.icann.org/en/system/files/files/sac-104-en.pdf 
104 See WHOIS ARS Contractual Compliance Metrics page, at https://whois.icann.org/en/whoisars-contractual-
compliance-metrics 

https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#WHOIS-accuracy
https://www.icann.org/en/system/files/files/sac-104-en.pdf
https://whois.icann.org/en/whoisars-contractual-compliance-metrics
https://whois.icann.org/en/whoisars-contractual-compliance-metrics
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RECOMMENDATION 25: ICANN Organization must resume its registration data 
accuracy studies by using representative and unbiased data sets obtained directly 
from the registrars. 
 
RECOMMENDATION 26: ICANN Organization must obtain contact data so that its 
Compliance Department can perform more active and widespread data accuracy 
compliance checks.  This is important since members of the public cannot view 
most domain name contact data anymore and are unable to submit data inaccuracy 
reports. 
 
RECOMMENDATION 27: it is time for ICANN Organization to start a formal process 
to evaluate and revise the entire Registrar Accreditation Agreement, with 
community input.  That was last done in 2012, eight years ago.105   

 

 

 

 

 

 

 

  

 
105 Summary of RAA Negotiations, March 2012, at https://www.icann.org/news/announcement-2012-03-01-en 

https://www.icann.org/news/announcement-2012-03-01-en
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Part II: Registrar Evaluations 
 

 

Part II: Registrar Evaluations 

 
 

 

For more background, please refer to the color-coded Table 1: Registrar Scoring ŀƴŘ ǘƻ ǘƘŜ άStudy 

vǳŜǎǘƛƻƴǎ ŀƴŘ aŜǘƘƻŘƻƭƻƎȅέ section above.  

If the registrar met its contractual obligations and the service worked as intended, the registrar received 

a GREEN rating and no further commentary is provided. 

If the ǊŜƎƛǎǘǊŀǊ ŦŀƛƭŜŘ ŀ ǉǳŜǎǘƛƻƴ όǘƘŜ ŀƴǎǿŜǊ ǿŀǎ άƴƻέύΣ ƛǘ ǊŜŎŜƛǾŜŘ ŀ RED rating. 

If the registrar met the contractual obligations but there was some sort of notable problem, the registrar 

received a YELLOW rating.  These are places where users were prevented from achieving an important 

goal. 

All RED and YELLOW ratings are described in detail below.   
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GoDaddy  
 
Country: United States 
IANA ID: 146 
gTLD domains under management: 60,818,688 
 

GoDaddy is the largest registrar in the world by far, holding 29.5% of the gTLD market, and is one of the 

largest and best-resourced companies in the domain name industry.  Its holdings include Host Europe 

Group.  The corporate family has 14 offices around the globe, sponsors 78 million total domain names 

(gTLD and ccTLD), and has 19 million customers.106 

WHOIS service: 
functionality and 

compliance  

RDAP service: 
functionality 

and compliance 

Compliant 
with Temp 

Spec? 

Contactability info 
contained in RDDS 

output? 

Contactability 
Mechanism 

functional? (web form 
or anonymized email) 

OK 

notable 
rate-

limiting OK   

notable 
rate-

limiting YES 

WHOIS: 
YES.   

RDAP: NO 
RDAP: 

NO 
YES; some usability 

problems 

  

 

WHOIS Service and RDAP Service 
 

GoDaddy provides the minimum contact fields (non-personally identifiable information) in WHOIS port 

по ŀƴŘ w5!t ƻǳǘǇǳǘΣ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜ ǊŜƎƛǎǘǊŀƴǘΩǎ ŎƻǳƴǘǊȅΦ  Dƻ5ŀŘŘȅ only reveals contact information 

for domains not covered by GDPR (such as for U.S. registrants) via its Web-based WHOIS, i.e. on a 

manual, single-lookup basis.  This is a form of rate-limiting.107  It means that users can only get contact 

and contactability Řŀǘŀ ōȅ ǾƛǎƛǘƛƴƎ Dƻ5ŀŘŘȅΩǎ ǿŜō ǎƛǘŜΦ 

ICANN allows this as an interpretation of its registrar contract.  ICAbbΩǎ /ompliance Department has 

interpreted the contract to mean that as long as a registrar provides required data via one method, but 

not via another, then that is acceptable. 

 

Contactability Information 
 

Dƻ5ŀŘŘȅΩǎ w5!t ƻǳǘǇǳǘ ŘƻŜǎ ƴƻǘ Ŏƻƴǘŀƛƴ ŀƴȅ ƛƴŦƻǊƳŀtion that can be used to contact registrants.  In 

the RDAP output, GoDaddy redacts all personal data., and does not include links to its contact form.  

(Publishing it is not required by the RDAP Response Profile at the time of this report.) 

 
106 https://aboutus.godaddy.net/about-us/overview/default.aspx 
107 SAC101: SSAC Advisory Regarding Access to Domain Name Registration Data, page 11. 
https://www.icann.org/en/system/files/files/sac-101-en.pdf  

https://aboutus.godaddy.net/about-us/overview/default.aspx
https://www.icann.org/en/system/files/files/sac-101-en.pdf
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GoDaddy does not place the URL of its registrant contact form in WHOIS output, which would lead 

interested parties directly to the form.  Instead, GoDaddy places a link in WHOIS output that directs 

ǳǎŜǊǎ ǘƻ ŀ ǇŀƎŜ ǿƛǘƘ ²IhL{ ƻǳǘǇǳǘ ƻƴ ƛǘΦ  ¢ƘŜƴ ǳǎŜǊǎ Ƴǳǎǘ ŦƛƴŘ ǘƘŜ ά/ƻƴǘŀct Domŀƛƴ IƻƭŘŜǊέ ƭƛƴƪ ŦŀǊ 

down the page, which we have circled in red: 

 

Contactability Mechanism 
 

That link leads the requestor to the contact form: 
















































































































































































































