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Executive Summary

The Interret depends on the Domain Name System (DNSS)usersely onaccurate and ufio-date
domain registratiorinformation for vital and legitimatgurposesindudingcoordinationwith domain
owners providingsecurity,problem-solving, andegal and sociaccountability ICANNoverseeshe
domain nameegistrars andegistries that maintain and publish that datdlsersobtain thedata by
gueryingregistration databases using WHQd8d performmore than2 billion WHOISjueriesevery
day. ICANN has institutenew data policies over the last two years, asdlso diretinga migration to a
new technical protocol, called RDARat willreplace WHOIS access in the near future.

At this critical juncture,his reportmeasureshe effectiveness and impactof ICAN2a NBIA A G NI GA2Y
policies by examininthe practicef 23 registrars, which collectivegponsor more than twathirds of

the domain namesn the generic toplevel domains (gTLDsYhs study determines whether they

comply withL / ! b b Q & polRiEshaadivtiesfiet theyprovide registration dataervices that are

technically reliable and comipht with contractual specifications.

Theexaminationfound widespreadproblems Themajor findingsnclude

1 Registrars faitddto meet the contractual obligativs andcontactability goalén 40% of the cases
studied There were issues in an addition&%d of cases
1 Over the last two years, access to registration data has begrificantlycurtailed. This is a
result of recent policies at ICANN, aBdlso die to practices by registrars and registry
operators, sometimes in the absence of or in reaction to ICANN policy.
1 Some egistrars are makingven nonsensitive domain name registration data difficult to
obtain. This is impairing legitimate usef the data while providing no privacy benefits.
1 ltisoften difficult for parties to reach out to domain contadty legitimate purposesPeople
using the contact tools provided by registrars cannot always be confident that their messages
are being devered.
1 The rollout of RDAPthe replacement for WHO1tSis going slowlyThere are notable
operational and noncompliance problems, aRBARservices are not yet reliable enough for
use.
T ¢KS 6ARSALINBIR LINRof SYa ApyocelivtesareSaig. K- G L/ ! bbQa
T {2YS NBIAAAGNINA |NB | LI NByate @Aaz2ftlFdAy3a GKS 9

Overall, the study illustrates failures to provide the access, predictability, and reliability that ICANN
exists to deliver, and that registimare obligated tgrovide. The study presents recommendations for
positive change

The study alsprovides examples of hotheseproblems have redife implications for security
stability, and trust on the InternetThese includéow policies and preticesin the domainindustry
have madat easierto carry ou cybercrime during the current Cad/19 pandemic.

For the past 15 years ICANN has ttedeliver domain name data policies thadlance legitimate
needs,applicable legal obligationandtechnicalreliability. The findings of this study illustrate the
extent to which hose efforts have failedVhile the world watchedCANN and its community stand at a
crossroadscanlCANNdeliver policies and seicesthat meet thevital needs othe Internet?
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Introduction

The maintenance of and access to accurate andayate informationaboutdomain names has always
beenoy S 2 F dtoreredpdnsiidities. lisa vitally importantcommitment given how thenternet
and its users rely on the domain name systeONS) Donainnameregistration data is one of the few
things that makes coordination, problesolving, and accountabilityn the decentralized Internet
possible.For these important purposes, usersrass the Internet make more thawo billion WHOIS
gueriesevely dayto find data about domain names in the namespace coordinated by ICANN.

ICANN is currently at a crossroads on the matter of domain name registration data. ICANN is how almost

two years ino its effort to make its registration data policies and procezucomply with theGeneral

Data Protection RegulatiochD5t w0 X G KS 9dzZNRPLISFyQa !'yAizsea Yz2ad NB
months ago, ICANN required its registries and registrars to jputidtimmain registration data via a new

technical protocolthe Regstration Data Access Protocol (RDAR)A ICANN is currently engaged in a
policyprocessto makedomain contactlata accessible taccredited partiesvho have legal needs

Once that policy-making is done, the implementation will take severaireyears Given all these

activities, it isa critical timefor ICANN to demonstrate whether it can deliver balanced policies and

systems that meet théegitimateneeds ofthe Internet and the usersf registration data service

We measurd the effectivenessof / | b b Q& O dzNawBd#ta polRizsYahdipsdcedureis, order

to learnwhat is working, what is not working, and what consequences the global Internet community

faces. We did this by amining the domain name registration dgtablishingbehaviors 0£3

registrarsti 2 RSGSNXYAYS 6KSOGKSNI 2NJ y2i (GKS& O2YLX e 6A0K
with applicable legal requirements. Together, these 23 registrars sponsor mardvibehirds of the

registrations in the generic toefevel domaiis (gTLDs) that ICANN oversees. We asked five questions:

1. Does the registrar have a WHOIS service that functions properly and meets contractual
obligations? WHOIS service allows users to look up domain registration siath, as
contact information, wherthe domain name was registered, and the nameservers that
allow the domain to function. This service has been the standard for more than 20 years,
and everylCANNaccreditedregistrar is required to providi.

2. Does the registrar have an RDAP service thatctions properly and meets contractual
obligations? The new RDAP protocol is replacing WHIANN requiredlbgTLDregistrars
and registiesto deployRDAP service no later than 26 August 2019.

3.La GKS NBIAAGNI NI O2 YLIX A lififalion foAgT O Registration Q&4 G ¢ SY
5 | (i ¥ ™hikbinding policgllows ICANN and gTkEyistrars andegistry operators to
comply with theEuropean Uniof @eneral Data Protection Regulation (GDRRaw that
requires theprotection of personal data

1 The"Expedited Policy Development Process (EPDP) on the Temporary SpesifimatjTLD Registration Data
2NJ a9eebt € d {
https://community.icann.org/display/EOTSFGRD/EPDP+on+the+Temporary+SpecificatiohtibrReqistration+
Data

2 https://www.icann.org/resoures/pages/gtldreqgistrationdata-specsen
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4. Can uses always find information in the WHOIS and RDAP output that allows them to
reach out to a domain contactA fundamental reason for having WHOIS and RBAG i
allow people to send messages to domadmtacts so that they can communicate and solve
problems. ICANN requires registrars to provide this contactability information and
mechanisms to facilitate communication

5. 52S3& (KS NX3A a i NbilitymechahdnljadzialyddarkAKiessidle@iuse
the contact mechanisms, and are the messadgs/ered to the domain contacts?

In a wellfunctioningand weltmanaged environmentthe answers to those questions woudtinost

alwaysdo S @& Sa dSéE |l YAl G2AdeN0 NB GBSt & G KWéfoulidkh@tthey 8 6 SNAR | N
registrars faied these qustions40% of the ime. We found notable usability issues in an additional

16% of casesFora summary of the methodology and results, pleasessges 9 through 1.3

The results reveatotablenon-compliance with/I | b b Qa ahdespekifidatiGswhich are part of
L/ ! bbQa O2y i N)addieyistny apératorsNiBeHata sérddesdidetimesdo not work or
are not configured as requirednd the environment is characterized by a ladebbility and
predictability. As a coeequence, it has become more difficult for any pastgbtain even nossensitive
data about domain names. Among other problems, this prevents peopldifrdimg out how to contact
a domain owner, and to reach out to them, for gnypose.

The first part of this reporéxaminegelevant ICANN policies and durdings and recommendations.

Pat Il contains a section about each registrar we examined, detailing what we found there and
providingexamples Thisreport focuses on whetér things function peexistinglCANN policy, and

notes when ICANN policies amdplementatiorsfail to deliver what they were intended tdhis report

generally sets asidde ongoing debate aboutwheR2 Y Ay O2y il 0GaQ | OGdzZ t ARSY
revealed and under what circumstanceandthis reportacknowledges the reality of paey protection

laws such as the GDPR.

DomainRegistratiorServicesVital Data athe Coreof L / ! bMisSién

Reliable, consistent, and predictable access to domain nagistration data (via Registration Data
Directory Services, or RB) isessential for a variety of legitimate purpose82 NJ 4 KSaS NBlFaz2yax
Bylaws obligate ICANN to the following:

Subject to applicable lawE;ANNshalluse commercially reasonaldéforts to enforce its

policies relating to registration directory ser@sand shall work witfSupporting
Organizationand Advisory Committees explore structural changes improve accuracy and
access to generic telpvel domain registration dataaswell as consider safeguards for
protecting such data X | y R gfA& f NAWaBiE&IHs Indblémentatiormeets the
legitimate needs of law enforcement, promoting consumer trust and safeguarding registrant
datad ¥

3Emphases added. ICANN Bylaws, Section 4.6(&){@t://www.icann.org/resources/pages/governance/bylaws
en
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L/ ! bbQa NB3IAail NloNKave bgeR redited to providé@dordaln)SaNik riggistration data
servies for more than 20 years. They are required to provided WHOIS servers operating on TCP port 43,
plus webbased interfacesn their web sitesthese webbased forms are designed to prdeiordinary

users a way to look up informatiorRegistrars and regist operatorsnow also provide access via the

new Registration Data Access Protocol (RDAP), which ICANN required all registrars and registry
operators to deploy no later than 28 Augusti20

The purposesf domain datanclude:

1 Making itpossible for peofe to reach out to domaikontacts, even when those contacts are
anonymous for privacy purpose$Ve call thiscontactability

1 Identifyingand mitigathg Internet abuse and cybercrinfe.

1 Resolvinglisputes such as intellectual propertgfringement and commercial dispute€n the
Internet, as in lifejssues are usually solved by dialog between parties dakeealso maks
formal dispute processes possible.

9 Solving technical problemstfservices that rely on domain namessich as notjfing a web
administrator of problems, and notifying victims of attacks against their hosting or misuse of
their mail systems

1 Promoting consumer trustDomain registration data allow®nsumers to identy who operates
web sites that are selling goods aservices, who operatesites that are soliciting funds, etc.

9 Accountability. The Internet works reasonably only when the owners and sellers of Internet
resources including domain holders, registrars,daregistry operators operate their
resources and seices in a responsible and accountable matter.

The importance of these purposes is demonstrated by the enormous use of WHOWI L Theegistry
operatorsaloneserve more than 66 billion WHOIS queriesrpenth® The registrars serve many
additional WH@S queriedeyond that® Becausef the enormous usage and important needs that
registration data servicesatisfy it isvitally importantthat registration dataservices function
predictably and relialyi and that ICANN providexcellent technical andolicy coordination.

The findings of this report illustrate where ICANDBbth the ICANN community and the ICANN
Organizatiom isF I Af Ay3 (G2 RSEAGSNI 2y L/ !'bbQad /2YYAGYSyda

f TheCommi¥Sy i (2 at NBaSNIBS | yR fheTS ynd e opdtafiondl RY A y A &
stability, reliability, security, global interoperability, resilience, and openness of the DNS and the
LYGSNySazsz¢e

T ¢KS /2YYAUYSyd G2 daal 1S RSO kigskohgfsintly Beutdaly)LX & A y 3
objectively, andf&lf @ ¢ = | YR

4 For example, see "The Indispensable Role of WHOIS for Global Cybersecurity: Statement by the EC3 Advisory
Group on Internet Security" [Eurepn Cybercrime Centre, EUROPOL], 25 January 2018.
https://www.icann.org/en/system/files/files/gdpistatementec3-europoticannproposedcompliancemodels
25jan18en.pdf

5 Per the monthly registry reports, attps://www.icann.org/resources/pages/registmeports

6 How many WHOIS queries the registrars/eds unknown, because ICANN does not require registrars to report
that information.
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1 The Core Value of "Operating with efficiency and excellence, in ...[an] accountable manner and...
Fd F aLISSR GKFG Aa NBalLRyairg@gS G2 GKS ySSRa 2
The problems we fand are not private compliance issues. The problems have impacts on users across
the Internet. The ICANN Bylawgsatethata ¢ KS / 2 YYAGYSyda NBFEtSOG L/!bbUa
with the global Internet community and are intended to appbnsistently andomprehensively to
L/ !'bbda HLOGHPOREADRFH NI Ola FNBE AYyiSyRSR G2 RSt AOSN
competence, security, and stability to the registrants and to the Internet users that |ERislsto

serve. The olations in the cotracts were included because they are important, and they were
negotiated with the contracted parties withublicinput.

Findings in this report point faroblems across thentire ICANNstructure includingir / ! b b Q& Ydzf G A
stakeholdemodel. ICANN hasngaged in multiple policy and study efforts about domain registration
data over the last fifteen yearkading to the state documented in this repott is important to note
how ICANN is organized, and that different parts of itrasponsible for dferent functions. The ICANN
Board has significant decisionaking powers, provides leadership in the ICANN communitytrend
Boardoversees the ICANN OrganizatidhelCANN Organizatiasthe not-for-profit corporation with

its staff ThelCANNOrgarizationhas power it controls resources, sets many priorities, accredits
operators,implements programsand executes vital functions such as registrar compliance and the
negotiation of contractsvith the registrasand registry operatorsThelCANN Orgazation is not
accountable for the actions or inactions of the ICANN community, widlds policymaking powes
Thatcommunity is a sedf stakeholderglividedby conflicting interests, andas a decidedly mixed
record of performance when it comes tecisionmaking about domain registration data.

7ICANN Bylaws, Section 1.2: Commitments and Core Values:
https://www.icann.orgfesources/pages/governance/bylaves/#article1

8 Policymaking power is specifically vestin the Generic Names Supporting Organization, or GNSO. See:
https://gnso.icann.org/en/about/council

9 A sammary of ICANN's efforts to create a unified registration data policy would requireassgepeport. Over

the last seven years, ICANN has engaged in multiple, sometime piecemeal and intertwined efforts, but is still
working to create a comprehensive [y that defines the purposes of collecting and maintaining registration data
and for maling it available in a predictable fashion. A partial list of efforts and studies through 2016 is listed at
https://whois.icann.org/en/historywhois More recent efforts includehte ongoing implemetation team effort
regarding thePrivacy and Proxy Services Accreditation Pdlieyonthold implementation of the Thick RDDS
(Whois) Transition Policy; tf#0182019 GNSO Expedited Policy Development Process (EPDP) on the Temporary
Specification for gTLRegistration Data Policy, Phase 1; the catlseongoing EPDP Phase 1 Implementation
Review Tean019's Registration Directory Service (RBISOIS2) Review Team; ahé ongoing EPDP Phase 2.
Also of interest is a prescient 2012 advisory by ICANN's 8eand Stability Committee: "SAC055: WHOIS: Blind
aSy ' yR !y otfpS/Mmikw.igartn Dré/enksystém/files/files/sacd55-en.pdf
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Study Questions and Methodology

We studied 23 registrarst KS& YI Ayf & NBLINBaSyld G(KS AyRdzaGNEQa f I
togethersponsor 68.8%fall registered gTLD domains in the wofidrhelist was also chosen to be

geographically diverseyith registrars across the world, including some in the European Uttien

home jurisdiction othe GDPR. The list also has registrars diffierent business models (including

reseler networkg and different target markets. They also represent the largest business players in the

registrar space, such as Web.com, Endurance International, and GoDaddy Operating CompdagtLLC.

of these registrars are mtidmillion-dollar companies, and have prafsonabusinesscompliance, and

engineering staffs Mostof them participate actively in ICANMd itspolicyymaking activities.

For each registrar we evaluated these questi@mainst these standards:

1. Does tte registrar haveaWHOISservices that funcion properly and meet contractual
obligations?L/ ! bb Q& wS3IAAGNI NI ! OONBRA irelavan2y ! ANBSYSy
requirements that all registrars must comply with.
2. Does the registrar have an RDABrvice that functions properly and meets contractual
obligations?'2'® The new Registration Data Access Protocol (RDAP) is replacing WHOIS. All
gTLD registries and registrars were obligated to deploy RDAP no later than 26 August 2019. The
RDAP RFCs ahd ! b b Q RespoBs#rofile contain requirements thategistrars must
meet
3.La GKS NBIAAGNI NI O2YLIX Al yi B XhiskKolidy providdsu@ént ¢ S Y L2 N
requirements for how registrars mubktandle anddisplay registration datayotably how they
can redact personally identifiable data fromlgication, for compliancgith the European
Union's General Data Protection Regulation (GDR#e Temporary Specification became
mandatory on 25 May 201&nd was confirmed as binding on regissrand registry operators
via the Interim Registration DaRolicy effective 20 May 2028

10 Registrar domain counts were taken frombCA Q& NBIA AGNE NBLR2 NI & F2NJ ! dzZ3dzad wn
month available when we began the study. Se&s://www.icann.org/resources/pages/reqgistieports

112013 Registrar écreditation Agreementhttps://www.icann.org/resources/pages/approvedith-specs2013

09-17-en

12 RDAP queries were made in the latest versions of the Chrome andxAimefesers, and via command line.

B Using registrar and registry RDAP server locations listed at BkdAhe ICANN Lookup page.

4 For an overview and links to thedd dzY Sy G a s &S S L httod/bnddicahlond/QIdR Thé RDAP (Y
wSaLlR2yasS tNRFALS aalLlSOATASE GKS ws5!lt t2fA08 NBIdzANBYSyYy
WSIAAGNI A2y S5HAISOAFROIAARYWIEIDNI NB/R Aa F@GFAflofS Gy
https://www.icann.org/en/system/files/files/rdapresponseprofile-15feb19en.pdf

15 Temporary Specification for gTLD Régition Data https://www.icann.org/resources/pages/gtitegistration

data-specsen

16 Interim Registration Data Policy for gTLDs, effective 20 May 2019:
https://www.icann.org/resources/pages/interimneqgistrationdata-policy-en.

" The Interim Registration Data Policy says that the Temporary Specification is the current requireaent t

registrarsma & F2tf 246 @ hyOS L/ !bb FAYA&AKSaA AYLIX SYSylldAzy g2
R20dzySyidé¢ O2yidlAyAya a2YS NBEOA&ASR NBIdZANBYSyidao ra 2%
Registration Data Policy say G K I (i IEANNIoAtBagtdal Cdmpliance will enforce contracted parties'

20t A3FdA2ya G2 O2yliAydzS (2 AYLX SYSyd YSIFadaNBa GKFG | NB
https://www.icann.org/resources/pages/interianeqgistrationdata-policy-en
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4. Can users find information in th&ls 3 A 3RDDEGloNtihat allows them to reach out to a
domain contact? This means the registrar publisheisher a contadi @ciual email address, or
the email address of a privacyfixy service, or offers one of the mechanisms required by
L/ ! bbQa ¢ SYLR2 NI Hidbnyhitadd dnkifadd@bsibrazontédct welf fofor
more about the contractual requirements, sé8TUDY QUESTION: Availability of Contactability
Informatioré  dr ih this report.

5. 5AR (GKS NBIAAGNI NRA NXBIjdzA NBER Wieywelusedhe o Af A& YS
anonymized email address or contact web form tteg registrar provided as the means to
contact a domain registrant, was the message delivered taelyestrant

¢2 yasgsSN (KS&S ljdSadazyas 65 SELI WergghtBred3lon@ik NB I A &

names throughmost ofthem, using contact identities inside and outside the European Union. This

allowed us to seexactlyhow the registrardandle personally identifiable data, especially when the

domain contactand/or the registrar idocated in the European Union and subject to GDPR. We

SEIFI' YAYSR (GKS NBIAAGNI NAQ 21 hL{ | ydnaimsthdyspordsaizi Lidzi F 2

Wetesi SR GKS NBEIAAGNI NBEQ O2yidl OGroAtAGe YSOKIFIyAaYa
contacts we created using these mechanisisending to and receiving at mailboxes provided by major

email providers such as Gmail, Outloglkhog and Mail.com.

The results are charteid Table 1: Registrar Scoriog the next page There are 115 test rak cells (5
each for the 23 registrars).

GREENTf the registrar met its contractual obligations and the service worked as intended, the registrar
received &SREENating. In these cases niurther commentary igprovided.

= If the registrar failed § dzSa A2y o6 GKS | yag¢ QdrainglEifidgoate Al NB C
documentedin Part llof this paper. ratings are objective, andragistrarreceivedoneif it failed to
meet one or more contractual obligations in the categonjisTiethod is appropriatdecause

1 Theobligations were important enough to be includedin’ ! bcbn@acts These legal
obligations were designesb that ICANN anitls registrars delivetransparencygconsistency,
operational competence, securitgndstabh t A 1@ > LISNJ L/ ! bbQa YAAaA2Yy D
f Itgla y20 LINFOQIGAOFE (G2 YIF1S I addzo2SO0A@GS NI GAy3
Sy 2 dzTledadures fall on a spectruai severity, from minor to complete failure.
1 Anissue may impadiifferent users differeny, depending ortheir needs what is minor to one
may be important to another Our goalasto point outvariancesand thdr implications.

YELLOWI the registra met the contractual obligations but there was some sort of notable problem,

the registrarreceived aYELLOWaAting. These are places where users were prevented from achieving an
important goal YELLOWaAtings tend tohighlightsignificant operational gpblems, orshortcomings in

the ICANN contracts. MELLOWaAtings are dcumentedin the later part of this paper.

For some questions, registrars received a split score: for examies contactability information was
available in WHOIS (half green) Imatt via RDAP (half red), ethere the WHOIS service met
specification (half green) baiccess wasignificantlyimpaired(half yellow)
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gTLD gTLD Contactabiity info Contactability Mechanism
IANA domains Market | WHOIS service: funnality and RDAP service: functionality and | Compliant with contained in RDS functional? (web formor
Registrar ID | Country| (Aug 2019)| share compliance compliance Temp Spec? output? anonymized email)
Notable rate Notable rate
GoDaddy 146 UsS 60,818,688 29.5% OK limiting OK limiting YES WHOIS: YE YESsome usability problems
ProblemsNotablerate-limiting;
non-responsive depending on YES;
Tucows 69 CA 9,973,157 4.8% location of user. YES notable usability problems
NameCheap 1068 us 9,473,653 4.6% YES YES
Network Solutions 2 us 7,041,618 3.4% YES problem
Alibaba Cloud Computing WHOIS:
(Beijing) Co., Ltd. 420 CN 7,020,473 3.4% problem web form; not tested
Notablerate-limiting; non- Notablerate-limiting; non- WHOIS:
responsive depending on locatio| responsive depending on location some
eNom, LLC 48 us 5,765,808 2.8% of user. user. missing RDAP: YE§ YESnotable usability problems
GMO Internet ta Onamae.com 49 JP 5,295,887 2.6%
location of contact form revealed
Xin Net Technologg€orporation| 120 CN 5,105,935 2.5% in Web WHOIS output only
1&1 lonos 83 DE 4,969,122 2.4% OK OK YES YES YESsome usability problems
PDR Ltd. 303 IN 4,737,408 2.3% problem problem YES YES YESsome usability problems
Google LLC 895 us 3,722,764 1.8% OK OK YES YES YES
NamesSilo 1479 us 3,160,058 1.5% OK problems YES YES
Notable rate Notable rate
Wild West 440 us 2,750,299 1.3% OK limiting OK limiting YES WHOISYE YES
FastDoman 1154 us 2,340,788 1.1% problem OK OK
port 43 and
OVH sas 433 FR 2,119,173 1.0% RDAP: YES YES
Register.com 9 us 1,773,633 0.9% OK problem YES YES
Web-based

KeySystems GmbH 269 DE 1,396,386 0.7% problems problem RDAP: OK web form; not tested
Gandi SAS 81 FR 1,306,894 0.6% OK YES YES YES
123Reg 1515 UK 856,664 0.4% problems problem YES
Registrar of Domain Names
REG.RU LLC (REG.COM) 1606 RU 727,287 0.4% RDAP: YE
OnlineNIC, Inc. 82| US/CN 718,439 0.3% WHOIS: KS web form, not tested
West263 International Limited | 1915 CN 681,449 0.3% YES
NetEarth 1005 UK 142,822 0.1% problem OK YES YES problems
TOTALS 141,898,405  68.8%
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Findings

In a reliable, welmanaged environment, the gréa Y I 2 2 N& (i & 112 celisstioKiEbe Gréeh NI Q &
with few failures The results were

40% of the tests Werﬁ (46.5 tests)
16% of the tests wer& ELLOW18.5tests)
41% wereGREENA7 tests)

1 3% were ot tested (3 tests)

=A =4 =4

Analysis of the material yiddd the following conclusions, which are detailed in this report:

1. After many years, a significant portion of the registrar industry is still not rgnrahable and
compliant WHOIServices. This does nobde well for the reliability of RDAP servicahjch
are more complicated to operat¢See pageg0-35.)

2. After oneanda-half years, a significant percentage of registrars dofaly comply with
L/ ! bb Qa rySpevificionkSeepage 2.)

3. ltis difficult for parties to reach out to domain contacBometimes registrars do not make the
required contactability information available as required. (Bege 8 andpage 2.) Some
registrars have deployed procedures that makerihecessarily difficufior people to contact
their registrants (Seepage 3.) People usinghe contact tools provided by registrars cannot
alwaysbe confident that their messages are being delivered to domain contaetase of the
contactability mechanisms literally fail to delivéBeepage 5.)

4. RDAP became mandatory for registrars and registry operators to provide in August 2019, but as
of March 2020 the rollout is moving meslowly (Seepage J.) There are notable operational
and noncompliance pblems andRDAP services are not yet reliable enough for (Seepage
41.) ICANN Organization is havisgmetrouble managing RDAP resources it is responsible for.
(Seepace 47.)

5. The widespread problems indicate that/ ! bcbnipléance procedures are failingExamples
throughout.)

6. ICANN Organizatiorinas not yet released a plan to communicate with the public about RDAP and
the retirement of the WHOIS service. This plan is totarevent technical disruptions and to
ensure usability. (Sgeage 3.)

7. ICANND policies anctontracts need revisionsSIK S SEIl YAY I GA2y YI 1548 Of St NJ
contracts need to be more detailed and explicit in some ar@astder to make the obligations
clearfor the registrarsto protect registrants and Internet users, andgiwe ICANNDrganization
the ability to appropriately enforce compliangg&xamples throughout.)

8. A number of registrars misandle theirprivacy anl data handlingbligations under GDPR.
Sometimes residentsf the European Unioare nowdisadvantagedy registrarpractices. For
example, eme registrars sell privacy protection to EU registrants who are entitled to protection
by law, and for free (Seepage &.)

9. GDPR has led tHEANN Organization and ICANN pefi@akeasto unnecessarilgtep away from
their criticalregistrationdata accuracy responsibilities. ICANN Organization is in a pasition
resume accuacy reviews and studies but has not done so. (S=g=66.)

© 2020 Interisle Consulting Group
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and data use, but those terms and conditiomslate ICANN paly. Some of these terms
disallow legitimate purposes that RDAP services were designed to fulfill. Some of the
contractual language about BB use is outdated and negtb be revised(Seepage31.)

11. Regisrars and registy operators mask the contact data for the domains they own and operate
for important functions. Registrants and third parties cannot use domain registration records to
identify what domains are legitimately run for these important busgasd infrastrutural

purposes. (Sepage60.)

The next sections of this paper delve into the results and offer recommendations for positive changes.
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Recommendations

RECOMMENDATIONThe Registrar Accreditation Agreemg®RAAMust be changed so that registrar

RDAP services must serve data (including any required contact fieldd)domains that the registrar

sponsors, irallgTLDs¢ KS RF GF ASNISR Ydza( &basy $he redisRarcaingtS NB I A a
instead seve dataobtainedfrom the registry.(Pages 2, 29)

RECOMMENDATION 2: all methods of accaggistrationdata (both via RDAP and wéhsed RDAP)
mustprovide an equivalent response to the same query. pieae of data is required to be published in

the public data set, it must be served regardless of the access mechanism, or what user is requesting it.
(Pages 29, 54

RECOMMENDATIGNThe requirement to publish ujp-date datavia RDD®wust be clarified dring

L/ ! bbQa OdzZNNBy i w5 fedistrafs[ The refGiranieit musticledlybe i Ainé With the
current SLA, which requires updates to domain records to be reflectedD® RiRhin 60 minutegPage
30)

RECOMMENDATI@NICANN should delet&tS Of | dzaS FNRY Ala ligAwBneYySyida I
automated, electronic processes that send queries or data to the systems of any Registry Operator or
ICANNAccredited registrar, except as reasonably necessary to register domain names or migtlifig ex
NBIAalWRagédl2yadé

RECOMMENDATIGNICANN should not allow registrars and registry operators to impose terms and

conditions on uses of registration data that are legal, especially regarding the use of the public data set.
ICANNshoul§y F2 NDS Ada SEAAGAY3 @ shalNémitiusizbfidatafitt y 3dzk 38 G
LINE ARS& Ay NBalLRyaS G2 [dSNASa F2N) Fye € ¢gFdz Lz
the registry agreementgPage 2)

RECOMMENDATIGN L/ ! b dsinusDi yeuided to prohibit registrars and ragisperators

from rate-limiting access to the public data set on RDAP servers, unless the server operator is under a
denialof-service attack that threatens the SLAs of a reasonpiayisioned RDAP sgce. This subject

is not being addressed in the BPand ICANN Organization currently has an opportunity to address
rate-limiting at registrars as part of contract negotiations about RDAP ser(Rage 8)

RECOMMENDATIGN PerSAC101veecommendatim: The ICANN Board should direct the ICANN
Organizatdn to work to ensure that RDDS access is provided in a measurable and enforceable
framework, which can be understood by all parti¢gzage 8)

RECOMMENDATI@NICANN Organization must publish, as sapassible, its draft plan for when
RDAP services Wie reliable and for retiring WHOIS. The public comment period on this plan must be
widely publicized not just in the ICANN community, but to wider Internet and software communities,
with appropriate tme for responses from affected parties. The plarstrinclude:

i the proposed timeline,
I acommitment to take the needs of usenéo account
f L/!'bbQa LIXIlya (2 LldzoftAOAT S GKS GNIyaiadraAzy | yR
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f Ay Ldzi FNRY L /dai0,@kich bgidvide@diceab®ut wihit software dols and
systems will be affected by the retirement of WHOIS, and
f L/ !'bbQa LXIlya G2 O2yadzZ i ¢6AGK I FFSOGSR 2LISNI GA

(Paged0)

RECOMMENDATI@NICANN Organization should create a program to support the users (consumers)
of RDAP services. ICANN should publish RDé® client code and a toolkit, including code and a
3dzZA RS F2NJ LI NBAY3I w5!t NBalLRy®#&Ha0) LISNI L/ ! bbQa w5! t

RECOMMENDATIORYL L/ ! bb Q& O2yGNI OGAa& YdzAaG o Rregidtdws G SR G2 N
AyOtdzRS | t Ayl 2y GKSANI K2YS LI 384 (2 a52YIFAy f22
should link to a welthasedRDDSearch form(Page 40, 54)

RECOMMENDATION! tegistrars and registry operators MUST provide free and aitdesvebbased

RDAP output on their web sites, presented first in a way that human beings can understand it, and may
also provide the raw output following. For usabilitydaconsistency, and to avoid confusion, the
humanreadable format must look similao the output that WHOIS services provide today, including
similar data field labels. ICANDUst provide a contractually binding specification for what that human
friendly output should look likecodified in the current contract negotiations between IQA&Nd the
registrars and registry operatorRage 4)

RECOMMENDATIOR Webbased RDAP service must have the same availability SLA standards that
web-based WHOIS does nowkor SLA purposes, "Registration Data Directory Services" must refer to
both RDARserver) and Welbased RDAP services. This will be consistent with the current Registrar
Accreditation Agreement and the Registry Base AgreeniPage 42)

RECOMMENDATIQRt Registrars must report RDAP query actitotyfCANN as registry operators do.
This datanustbe published publicly in monthly reports, as the registry datéPiage 8)

RECOMMENDATION 14: The following SSAC recommendations from S¥320%0be incorporated
into the RDAP contract requirements currently being negotiated betw€&NN Organization and the
registries and registrars:

a. Clarify the expectations for reporinRDAP queries. The guidance must make clear the
purposes and goals of the data collection and the contractual obligations.

b. Since the purpose of gathering the dds to document queries made by the users (consumers)
of the registration data service, resgiy operators and registrars should exclude the queries
they make to their own systemgPage 8)

RECOMMENDATIOBYL L/ ! bb Q& O2 YL} Al y OSeckthay RDAR dedvigedared @ A G SY Y
responding with correctly formatted and complete data, includitigeqjuired fields(Page 8)

RECOMMENDATIOBL In RDAP, registries and registrars must be required to respond with
standardized HTTP response error coties are accompanied bjResponseAction A YSa G YLIA D L/ ! b
RDAP Response Profile should be revised to provide the necessary gu{Baigec8)
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REOMMENDATION7: ICANN/IANA must validate all RDAP base URLs submitted to it, and must not lis
inaccurate or norfunctional URLgPage 9)

RECOMMENDATIQR IANA must publish changes to registry and registrar base URLs iRl
Bootstrap Registriem a timely fashion, such as within 24 to 48 hours of when they are updated by the
registry or registrar. Becauskdse directories are missiegritical resources upon which billions of
RDAP queries will rely, Public Technical Identifiers (PTIl) mudtAet8d performance metrics for these
maintenance functions, and should publish the performance metrics, as ICANNKIMNA do for other
services(Page 9)

RECOMMENDATIQ® ICANNnustS y 2 dzZNB G KI G | g & (eistidicontaktis2 dzii G 2
published in all registraand registry operatoRDAP outpytfor every gTLD domaiitheymustalways

either publishtts O2y Gl O Qa NBIf SYFAf | RRNBaadintheNnhsda KS | RR1
of redaction the URL of a contact foanan anorymized email address. Registrargd registry
operatorsmustalwaysprovide these in both RDAP output and in wedsed (humanrreadable) output.

(Pages54, 57)

RECOMMENDATIOM Registrars should regularly review their email sending procedurds
providers to ensure that messages they forward to domain contacts are not blocked as @age. 5)

RECOMMENDATIOMZ ! bbQa w5!t wSalLl2yaS tNRBFAES Ydzad RSaoON
contactability data can be published in RDAPage 3)

RECOMMENDATIOR 2CANN should require that the contact mechanisms are actually automated,
deliver messages to domain contactsitimely fashion, and do not require human intervention by the
registrar.(Page 57)

RECOMMENDATIORBL 2CANN must make cletirat registrars must respect the privacy of
correspondence from a requestor to a domain contact, and should prohibit the useefigemail
address inboxes as a way for registrars to implement a contactability mechdRiage 9)

RECOMMENDATIOHL Registrarsand registry operatormust publish their full and complete contact
information in RDDS for the domains they use for tgierations, andnustnot be allowed to present
redacted or privacy/proxy data for them. These domains include NIC.TLD ,eaddrtains they use for
registration services, their online business presences, TLD servers, domains used for email to registrants,
and domains used for their artibuse contacts(Page51)

RECOMMENDATIQ@Bt ICANN Organizationustresumeits registrationdata accuracy studies by using
representative and unbiased data sets obtained directly from the regist(®age &)

RECOMMENDAON26: ICANN Organization must obtain contact data so that its Compliance
Department can perform more active and widespretada accuracy complian@hecks This is
important since members of the public cannot view most domain name contact data anygmdrare
unable to submit data inaccuracy repor(Rage 6)

RECOMMENDATI@R Itis time for ICANN Organization to start anfial process to evaluate and
revise the entire Registrar Accreditation Agreememith community input. That was last done in 2Q1
eight years agqPage 6)
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In the above recommendationsKtS (i $nby¥ &nuskE Inust no€ Yequiredt Xecainmended X3half Shald
noté &hould noé | shéul&&hould be interpretedn accordance with RFC 2119, available at
http://www.ietf.org/rfc/rfc2119.txt

Domain Name Registration Data at the Crossroads 31 March 2020


http://www.ietf.org/rfc/rfc2119.txt

The Realife Impact of WHOIS Duritigg COVIEL9 Pandemic

The COVIR9 pandemiof 2020is emphasizing how important Internet services afée Internet is
providing telemedicineervices; remotavork tools for businesses, schools, and governments; it is
keeping deliveries and suppliesvilimg; and it is providing vital news and information. Unfortunately,
problems with domain name data availability and services have made deatmthe COVIEL9 crisis
more difficult.

The pandemic has led to an explosion of cybercrime, preying uponwdatimm desperate for safety and
reassurance. These criminal activities require domain names, which are being used to run phishing,

spam, and miavare campaigns, and scam sit3° DuringMarch 2020 at least 100,00@&w domain
nameswerdfN\E3A a0 SNBR O2y Gl AyAy3d G SNWpludniole BoméB2 A RZ¢é hHO
registered to sell items such as medical masks, and yet more domains usgahtoout advertisements

for COVIEhemed scamsAs of this writing, theaumber of confirmed micious COVHRelated domains

is in the thousands.

Legal authorities are currently struggling with this wave of dortaised crime. In the United States,

theDeg NI YSY G 2F WdzAGAOS KI & oHEWAOISIINDIES Odrdddyad a Ol Y
COVIBL9 InvestigatioBl ¢ 6Sft 260> gKAES GKS bSég ,2N)] adlrasS ! adz2
other large registrars, requestjthat they be more vigilant and take more proactive stépk Great

Britain, registry operatoNominetbegan working with government authorities tedirectscam domains

to a siteproviding education for potential victig??

While the work of law enfaement is essential, most Internet security functions arevied by private
parties, such as security companies and the companies who own Internet infrastructure. They are
responsible for keeping their systems, customers, and users safe. They mustidetevhich domains

are dangerous, and which are innocuoUdat task involves using registration data to find domains that
share contact data points with known malicious domains, or are associated with known bad actors. It
also involves making WHOIS qges to create reputation assessments and to block dangedmmains.

L/!'bbQa NBOSyl( LRtAOASA KIF@S dzyySOSaal NAt& RSLINRO
L/ !'bbQa d¢SYLRNINE {LISOATFTAOIFIGAZ2YE 2 Fanydomans | f £ 26SR

18 "The Internet is drowning in COVID-related malware and phishing scams." Ars Technica, 16 March 2020, at:
https://arstechnica.com/informatiortechnology/2020/03/theinternet-is-drowning-in-covid-19-relatedmalware
and-phishingscams/https://arstechnica.com/informatioAtechnology/2020/03/theinternet-is-drowningin-covid
19-related-malwareand-phishingscams/

Y4/ 2NRY le@dim NAligioug Y LI A Ay dadé ¢ NBYR aAONBSI Hn al NOK HAawnsz |
https://www.trendmicro.com/vinfo/hk-en/securitynews/cybercrimeand-digitatthreats/coronavirususedin-
spammalwarefile-namesand-maliciousdomains

452y Q0 t wdh OYe o/ INILESK NS | (G & @€ tlrf2 1tG2 bSGe2N1a ! yAd n
https://unit42.paloaltonetworks.com/covid1@yberthreats/ See also gTLD zone files.

2! Press release, 20 March 2020, laips://ag.ny.gov/pressrelease/2020/attorneygeneraljamesasksgodaddy
and-other-online-registrarshalt-and-de-list . Letter from Kim A Berger, Chief, Bureau of Internet and Technology,

New York State Office of thigtorney Generalio Nima Kelly, Chief Legal Officer, GoDaddy, 19 March 2020. At:
https://ag.ny.gov/sites/default/files/3.19.20 letter concerning_d@ddy and_coronarus.pdf Press release,

22Nominet press release, 24 March 2020, kdtps://www.nominet.uk/policyresponse/
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https://www.trendmicro.com/vinfo/hk-en/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains
https://unit42.paloaltonetworks.com/covid19-cyber-threats/
https://ag.ny.gov/press-release/2020/attorney-general-james-asks-godaddy-and-other-online-registrars-halt-and-de-list
https://ag.ny.gov/press-release/2020/attorney-general-james-asks-godaddy-and-other-online-registrars-halt-and-de-list
https://ag.ny.gov/sites/default/files/3.19.20_letter_concerning_godaddy_and_coronavirus.pdf
https://www.nominet.uk/policy-response/

they wish. This allows the registrars to cdynwith European privacy law (GDPR), but also to redact
data for contacts not covered by GDPR or any other privacy law, anywhere in the world. This allows the
registrars to massively oweedact cbmain contact data, taking it offline for any reason thagthw (For

more background, seeRegistrasProvided Data: More Important Than E¥e¢ 06 St 2 6 ® 0

One of the effects of that policy is that that maliggodomains are not being identified as quickly as

before, R a2YS YIftAOA2dza NBIAAGNIGA2ya NB y2i o0SAy13
Specification went into effect, blocklisting efficiency based on domain data decreased BY Tais.

allowsmore harm to the public, allowing some criminal activitygo undetected, and blocking other

criminal activity more slowly.

In addition, domain registrars and registry operators are allowed by ICANN to restrict access to even
basic, norpersonal domain da that is supposed to be available openly. Some regstaad registry
operators are deciding who can query the data and how often. These limits impede Internet security
companies and responders from accessing domain data they need. (For more badkaipout this

A & & dzSThe Ratfl Bnitirdy Problel ¢ 0 St 2 6 ®0

The overredaction of contact data, plus the use of privacy services, deprives ordinary people of an

important way of finding out who they may bedlo/ 3 0 dz& A y S &eyistésRriviKiad Datad { SS @

More Important Than Evér 6 St 2 ¢ ®0 L/!'bbQa LRtAOASE KI@BS ONBI (-
transparency and protection for consumers thanésgible within the law. Thiséspecially perilous

during a crisis, when consumers are relying on the Internet for basic supplies.

Finally, the ability to reach out to domain owners to solve problems has also been degraded. This eats
away at the abilityof people to manage assets across the Internet, and thikity of the Internet to

manage itself. This is partbecause some registrars make contact mechanisms hard to find and hard
G2 dzaSo 6 C2 NJ Y 2 NBAvahilabRitdzii CoiitécAldfornang o/tRSIMIEof &8 SS  a
Contactability Mechanisné® | WidRig Gontactability Dakaé 6 St 2 6 ® 0

ZFor a look at how the unavailability of WHOIS data has led to lésieef detectionat the two major blocklist

LINEP JARSNE:X aS8S8 G(GKS aiddzRe GCl Ola 3 CATdzZNBay 2K2Aa t2fA
March 2019, athttps://www.securityskeptic.com/2019/03/factéigureswhoispolicy-changesmpair-blacklisting

defenses.html
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STUDY QUESMI®VHOIS Functionality and CompliaGtatus

WHOISas been deployed for more than 20 years, but some registcan®t providereliable, compliant
WHOIService which creates problems for usefBhese failures do not bode well for RDAP service

which 5 more complex to operat&hese pervasive failurgsdicate thatL / ! bb Q&4 O2 YLX Al yOS
notworkedwellL / ! b b Q& aldé¢hgva ddineshoiitcomings and loopholes that reciareice

usability andregistrantcontactability.

RegistraprovidedWHOIS has long been characterized by a level @liability and norcompliance. In
HAaMnYI GKS Db{hQad wS3IAAGNI A2y 1 06dAS t2fAade 22N]
WHOIS service problems at 19 of the 50 registrars it studiddhese poblems included inaccurate

results, contractual ne-compliance, and nonresponsive servers. The RAPWG concluded:

WHOIS data is not always accessible on a guaranteed or enforceable basis, is not always
provided by registrars in a reliable, consistent, oedictable fashion, and users sometimes
receive diferent WHOIS results depending on where or how they perform the lookup. These
issues interfere with registration processes, registrant decigiaking, and with the ability of
parties across the Internebtsolve a variety of problems.

Our present studyifidsthat the same problemstill exist Elevenof the 23 registrars we studied had a
functionality or compliance failure, and another seven posed problems such as faulty responses, or
notably restricted acess for users.

Thisidentifiesfailures at:

1 Thenon-compliant registrars.

1 The ICANN Organization, which performs regular compliance audits of registrars but has not
been able to achieve a good level of compliance with existing requirements.

1 The ICANN comunity. These problemare welldocumented andave existed for years but
have not been addressed through effective polisgking.

Ratings

Theproblems we found arériefly listed below. For detailed explanations of each, please see th
sections fo each registrar ifPart 1l ofthis report

1 Namecheapsometimes provides invalidata.

1 Network Solutionsupdates out of Service Level Agreement (SLA).

9 Alibaba Cloud Computindoes not provide required contactability information; sometimes
provides inaccurate results.

1 GMO Internet updates out of SLA.

1 Xin Net Technology Corporatiofails to provide required data.

24"Registration Abuse Policies Working Group Final Report", 29 May 2010, pag@saf 1
https://gnso.icann.org/sites/default/files/filefield 12530/rajvg-final-report-29may10en.pdf
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Fastdomaindoes not follow the output specification.
OVH does not follow output specificatiomyeb-based WIDIS does not provideequired data.
KeySystems GmbHloes not provide required data; sometimes provides inaccurate responses.
Registrar of Domain Names REG.&a¢s notfollow output specification; des not provide
contactability information.

OnlineNICdoes not follow output specification; sometimes provides inaccurate results.
West263 does not fdbow output specification.

YELOWRatings

For detailed explanations of each, please see the sections for each regishadater partof this

report.

T

=

GoDaddyandWild West serve required data via one method but na@d another, thereby
restricting access.

Tucowsand eNom: do not allow some users to make WHOIS or RDAP catealedmpose
stringent ugge limits on users.

Tucows depending on acas methodusers canot find any way to contact registrants for
Tucowssponsored domain outside of .COM and .NET.

PDRbad certificate on WHOIS server.

123-Regdata out of synch wit registry; Wekbased WHOIS difficult to find.

NetEarth bad certificate on WHOIS server.
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RegistraiProvidedData More Important Than Ever

L/ !'bbQa ¢SYLR2NI NE { LIF®illed re@stratidnlafa saide RSe iniddriant tad NI NJ
ever. Why? Registrars are now the only place to find out how to contact domain registBatas this

report explains looking up domain data at registrars has become an unpredictable propositista

few years ag¢CANN was on the cusp ahaking registration data services much more predictable and
reliable ButICANNas unnecessarilgt those efforts get derailedincel CANN collided with GDRR

2018

IN2013,2014, and 2011CANNhadinstituted new WHOIS dataequirements, ensuring that registries

and registrars provided required fiedthat were onsistently labeled and could hesed more easily

And in2014the ICANN community passed ttiEhick WHOIS Transition Polcghich would make all

gTLD registries e the same kinds of datand would make them all authoritative repositories for

domain name contactdata/ ha I yR ®b9¢ gSNB GiKAYyE NBIAAGNARSE (
about a domain nam, such as its creation date and nameservers. If anyondetidn find the contact

information for a .COM or .NET domain, they could only get that from the WHOIS of the registrar who

manages that particular domain name. Thack WHOIS Transition Polieguld have changed that,
making sure that all registrieswer ¢ 8 Kk §R KSt R O2y Gl OG RIGlIX 6KAOK O:
WHOIS serviceslhe policy recognized thaRDD$rovided by regisiesis generally superigomhile

registrarprovided RDDS is prone ittconsistent responsesnd data formattingissues, and provides less

stability?® Together, these policy changes were moving the gTLD data services toward greater

reliability, usability, and consistency.

But by the summer of 2017, ICANN realized that it faced a major pralBDiPR would go in&ffect in

2018.L / ! brégi@téar and registry contracts had always required domain contact data to be published

AL 21 hL{® .dzi D5tw LINPKAOAGA O2YLI yASaxplEiNRyY akKl
permission, and does not allow them torfe customersd give that permission as a condition of

service. Unfortunately, ICANN had failed over the years to come up with a relevant data policy, and had
FIAf SR (2 NBIOG G2 D5twQa f 220V ArghiEtrars dhtlledsy Sy G G A2y
operatorsstated that sincethey faced liabilityand potential finesunder GDPRhat ICANN Omgnization

g2dZ R y2 f2y3ISNIo6S ofS G2 YIS GKSY IRKSNB G2 (K
contracts. A scramble ensued to come up with a solutibhere wasnly a year toacome up with a

balanced policyand then execute jtfor examplea policythat applied GDPR only to individuals covered

by GDPR! To this issue, some registrars claimed that they could not trust the address data their

25 See'Registry Registration Data Directory Services Consikttling andisplay Policy"2014 and 2017

versionsat https://www.icann.org/resources/pages/rddgbelingpolicy-201702-01-en and the 2013 Registrar

Accreditation Agreement.

BC2NJ GKAA o0l O13INRdzyR aSS (KS aGCAylf wSLRNI 2y GKS ¢KAO]
https://gnso.icann.org/sites/default/files/fileeld42383/tlick-final-21octl3en.pdf

27C2NJ 42YS KA&aU2NEB 2F L/ !bbQa NBalLRyaS G2 GKS D5twx asSs
"Europe's GDPR Meets WHOIS Privacy: Which Way Forward?" by Jeremy Malcolm. Electronic Freedom

Foundation, 26 January 2018, https://www.eff.org/deeplinks/2018/01/europesydpr-will-force-icannimprove-

whois-privacy

and
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customersprovided, whileothers argued they could not update their systems to display redacted data
for their EUbased customers while displaying full data for their k€l customers.

ICANN Ofig y A T | eftpleditigu@ solution was to allow registrars to redact emtidatafor anydomain
they wish This allows them to comply with GDPR, but also to redact data for contacts not covered by
GDPR or any other privacy law, anywhere in the woflde ICANN Board ratified this solutionts

G ¢ SYLRZ NI NB  jutdSaviddys befe GRRRyobk full effect in May 20%8.

Many registrars took advantage and stopped publishing contact detaitdlfiveir domain contactsall
over the world. This allowedhe registrardo massivelyverredact data, taking it offlia for purposes
other thanto complywith GDPR or otheprivacy lave.

In one stroke, thissooverruled theThick WHOIS Transition Pojighich thelCANN Board put it on
hold. And nostregistry operatorstoppedpublishingmostcontact data fields itheir WHOIS services
they stopped publishing any registrant name, postal address, email address, and phone number
information, even when the data was not protected by GDRRvas simply easier fdahe registry
operatorsnot to, leaving the decisiemaking about contact pubtiation to the registrars.

Theresulvasi K & 3¢ [ 5 NBIAAGNRSE INBE A0Aff ardalsknbvd] ¢ Ay
GGKAYE 06SOlFdzaS GKSe& y2 f 2y 3S Nbohdoroohtachdita, rkoS O2y i I O
identify orcontacta registrant now depends entirelyon K S NB IA & i N} ND& wSIA&AGNI GA
depends onwvhat the registrar is willing toeveal, and alsavhen and how.

To compensate for the massidataredaction, ICANN sought to preserve \wdgr people to get
messages to domain contacts. We call tuatadability. The Temporary Specification states that in
WHOIS, registrars must publish:

GAY GKS @l fdzS 2F KS WOYIFIAfQ FASEIR 2F SOSNE O2
emal address or [the ad@ss of] a web form to facilitate email communication with the
NEf S@Fyid O2yial OG ¢ lfa422 a¢KS SYFAf FRRNBaa |
functionality to forward communications received to the email address of the appdicabl
O2y il Ol ®¢
Howeverregistries no longer publish the contact email fields, where registrars place contactability
AYF2NXYEFGA2Y GKFG L/ !bb NBIldZANBaE GKSY (2 LlzofAakKo
but many registrars now restrict acg®to it. (For morel 6 2 dzii (I TReRatELIm&iS) Srobéent
section below.)

"Whois? Whowas. So what's next for ICANN and its vast database of doam@éowners?by Kieren McCarthy.

The Register, 1 Jun 2018, Htps://www.theregister.co.uk/2018/06/01/whats next for_whois_and_icann/

and

"The impact of GDPR on WHOIS" by Anthd Ferrante. FTI Consulting, 13 July 2018, at:
https://www.fticonsulting.com/~/media/Files/udiles/insichts/articles/impactgdprwhoisimplications
businessedacingcybercrime.pdf

B/ 1 bb LINB ZANNBSdrdSAppioSes Temporary Specification for gTLD Registratiah®Datam T al & HA My
at https://www.icann.org/news/announcemen01805-17-en
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Thisproblemhas been carried over to RDAP service as well. Currently, registrars are serving only .CO
and .NET queries on their RDAP servers,dandot serve data at all about any other domains they
aLRYyaz2N» C2N) SEFYLX ST D223t 8: 52YFAyaQ ws5!t 2dziLidzi

"Only thin registry domain names (.com or .net) are supported by our
RDAP service. Send RDAP queries for thick registry domain name s
directly to the registryd RDAP service."

RECOMMENDATION 1: The Registrar Accreditation Agreement (RAA) must
chamged so that registrar RDAP services must serve data (including any requ
contact fields) forall domains that the registrar sponsordp all gTLDs. The data
AaSNBSR Ydzald 02YS FTNRY (GKS NBIA&GNT
serve data obtainedrom the registry.

As this report documentspse registrars are now providing unpredictalkrvicein variance from

L/ ! bb Q &ts &b hihdindglpolicievariances that have not been corrected by ICANN Organization.
Some registrars havadopted pactices that have madihe data harder to access, under unpredictable
terms. Ultimately, registration data services have become lesgljmtable and usableDevelopments

over the last two yearlsave erased thgains that ICANMas making andthereare new problems, such
as those associated with RDAP and {lateting.

Hiding Contactability Data: The Left Hand and the Right Hand

The rereat to thin-only output by registries haked to aproblemthat ICANN has not yet fixed. When
users seek contacir contactability information, sometimes they never get it, not even the required
anonymous email address or the location of the contact ¥egtn that is supposed to be guaranteed
Why? The registry operator points to the registrar, and the registrantsdback to the registry, and
neither provides the required data.

For example,egistrar OVH ithe only party that possesses information ab®2 y i OG & F2NJ h+1l Q:
domains and is the only party that can tell people how to contact registrants who tieiedata

masked.. dzi h+ QB SKRSF | hL{ R2Sa y20 LINRGARS 2dzillzi TN
server. Instead, OVH provides dé#tat it pulls fromthe VerisignNJ 3 A pott AREséd\ér:
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<« (& @ ovh.com/fr/cgi-bin/tools/check_whais.pl

Résultat des opérations:
Whois
Domain Name: OVH.COM
Registry Domain 1D: 1938925_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.ovh.com
Registrar URL: hitp:/fwww.ovh.com
Updated Date: 2016-01-11T16:45:19Z
Creation Date: 1997-02-07T05:00:00Z
Registry Expiry Date: 2025-02-08T05:00:002
Registrar: OVH sas
Registrar IANA 1D: 433
Reqistrar Abuse Contact Email: abuse@ovh.net
Registrar Abuse Contact Phone: +33.972101007
Domain Status: clientDeleteProhihited hitps:/ficann orglepp#clientDeleteProhibited
Domain Status: clientTransferProhibited https:/icann.org/epp#clientTransferProhibited
Name Server: DNS.OVH.NET
MName Server: DNS10.0VH.NET
Name Server: DNS200.ANYCASTME
MName Server: NS.OVH.NET
Name Server: NS10.0VH.NET
Name Server: NS200. ANYCAST.ME
DMSSEC: unsigned
URL of the ICANMN Whois Inaccuracy Complaint Form: hitps:(fwww icann org/wict/
=== | ast update of whois database: 2020-02-15T22:18:347 ===

For more information on \Whois status codes, please visit hitps./ficann.org/epp

MOTICE: The expiration date displayed in this record is the date the
registrar's sponsorship of the domain name registration in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring
registrar. Users may consult the sponsoring registrar's Whois database to
view the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not authorized to access or query our Whois
database through the use of electronic processes that are high-volume and
automated except as reasonably necessary to register domain names or
modify existing registrations; the Data in VeriSign Global Registry
Services' ("VeriSign") Whois database is provided by VeriSign for
infarmatinn nurnnses onlv and to assist nersons in abtainina information

VeriSign does not even possess any contact data, or any domain contactability information. Thus, users
inthiscasé NB € STl 6AGK y2 gle G2 (y26 K2g G2 NBIOK 2dz

A different example is the thick .ORG registry, operated by Publicaistt®egistry. It does not provide
O2y il Ot 2N O2y il OQiGroAftAGeE AyT20 LyadSrR GKS NB3IA

The Registrar of Record identified in this output may have an RDDS

service that ¢ an be queried for additional information on how to
contact the Registrant, Admin, or Tech contact of the queried domain
name.

But because ICANN does not require registrars to serve data about any domains other than .COM and
.NET, the registrar will oftenaoh provide the contactability data either. For example, NetwBolutions

does not provide data from its own database or port 43 sentastead NetworlSolutionsdisplays data

it gets from the PIR ORGJegistry server:
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&) @ networksolutions.com/whois/results,jsp?domain=netsol.org

Domain Name: NETS0OL.ORG

Registry Domain |D: D4618834-LROR

Registrar WHOIS Server: whois.networkseolutions.com

Registrar URL: http://www.networksolutions.com

Updated Date: 2019-12-08T01:22:51Z

Creation Date: 1997-12-09T05:00:00Z

Registrar Registration Expiration Date: 2020-12-08T05:00:002

Registrar Registration Expiration Date:

Registrar: Metwork Solutions, LLC

Registrar IANA |D: 2

Reseller:

Domain Status: clientDeleteProhibited https://icann.crg/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited hitps:/ficann.org/epp#clientUpdateProhibited
Registrant Organization: Network Solutions LLC

Registrant State/Province: VA

Registrant Country: US

Name Server: NSZ.NETSOL.COM

Name Server: NS1.NETSOL.COM

Mame Server: NS3.NETSOL.COM

DMSSEC: unsigned

Registrar Abuse Contact Email: sbuse@web.com

Registrar Abuse Contact Phone: +1.8003337680

URL of the ICANM Whois Inaccuracy Complaint Form https: /fwww.icann.org/wicf/)
=== Last update of WHOIS database: 2020-02-27T19:04:36Z <<<

For more information on Whois status codes, please visit hitps:
Jhanww.icann.org/resources/pages/epp-status-codes-2014-06-16-en

For more information on Whois status codes, please visit hitps: /ficann.orgfepp

Access to Public Interest Registry WHOIS information is provided to assist persons in
determining the contenty
Registry registry databas
for informational purpo?
accuracy. This service is intended only for query- access, You agree that you will use
this data only for lawful purposes and that, under ne circumstances will you use this data
to (3) allow, enable, or otherwise support the transmission by e-mail, telephone, or
facsimile of mass unsolicited, commercial advertising or solicitations to entities other
than the data recipient's own existing customers; or (b) enable high volume, automated,
electronic processes that send queries or data to the systems of Registry Operator, 2
Registrar, or Afilias except as reasonably necessary to register domain names or modify
existing registrations. All rlghts reservad, Pu blic Interest Registry reserves the right to
medify these terms at ag 2 bide by this policy.

The Registrar of Record identified in this output may have an RDDS service that can be
queried for additional information on how to contact the Registrant, Admin, or Tech contact
gf the queried domain name.

Show underlying registry data for this record

Above:Network Solutionsimply fetchesand displayslata from Public Interest Registry,
which does not contain any contactability information.

Other registrars do worse. The WHOIS on the BgstemsGmbHregistration site tells users that real
domains sponsored by K&ystems outsie of COM and NER2 y Qi S GF8réxafifieikeyi
Systems owns the domain DOMAIBIONTACT.ORG and uses it to provide services. But instead of
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looking in its own database and providing data about this domain3ystems tells visitors that the
doman does not exist:

8 whois-web.rrpproxy.net

-.R R Pplmx,v

Whois

domain-contact.org
I'm not & robot

The data in the WHOIS database o

for information purposes, an

Systems GmbH iz provided by Key-Systems GmbH
ons in obtaining information about or related to

domain name regi not gQuarantee its accuracy.

By submitting a W ou will use this data only for lawful purposes
and that. under no circurr wou will use this data to

# zllow, enable. or othe

ise support the transmission of mass unscolicited, commercial

advertising or solicita via E-mail {spam);

s creste an alternate databaz n records; or

* enable high volume, automated, electronic processes that apply to Key-Systems

the right to meodify these terms at any time. By submitting this

qu

ery. you agree to abide by
Mote: This site only queries dom

stered through Key-Systems partners and resellers.

Mote: Please note that under th ertain information in the data output may be

redacted to protect personal information.

mprint Privacy Policy

Whois for doemain-contact.org
The queried object does not exist:
»»» Last update of WHOIS database: 2828-81-18T8@:371277 «<<<

The data in the WHOIS database of Key-Systems GmbH is provided by
Key-Systems GmbH for information purposes, and to assist persons in
obtaining information about or related to domain name registration

Thiskind of confusion and inaccurasfiould never happen, aritlustratesthe unreliability of registrar
provideddomaindata servics.

Registrar implementations sometimes fail because the registry operator rate limits how mangsqueri
the registrar (and its collected users) are permitted to maRelowa WHOIS record search at Web.com
failed because Public Interest Registry woubdanss SNJ 2 S6 d02 Y Q& |j dzZSNASaY
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c & whois.web.com i

Web.com‘“

WHOIS Behind that Domain?

Search all WHOIS Records

Enter search term here

yumascholarshipprogram.org

For more information on Whois status codes, please visit https: /www icann.org/resources/pages/epp-

status-codes-2014-06-16-en
WHOIS LIMIT EXCEEDED - SEE WWW.PIR ORG/AVHOIS FOR DETAILS «

9:39 AM
12/5/2019

o 1

LGQa b2 aA0kYad |1,220dz ! 41 =

What we see from the above is hawegistrars areprovidingdifferent data depending upon how or

wherea user looks it up. In fact, registrars are not always required to serve the data fieldsehat

GNBIljdzA NER¢ o6& L/ ! b Bhisaafax bideshdt drovide freditidifityboDsistekcyd

hy 2yS KFEYRZ L/ !bbQad NBIAAGNI NI O2y G NI OG asSSvya G2
contact fields listed in the contract amdlevant policies:

RDDS availability: Refers to the ability of all the RDDS services [sic] fegtbeR to respond
to queries from an Internet usewith appropriate datafrom the relevant registrar syster.

and

Queries shall be about existing objedh the Registry System and the responsest contain
the corresponding informatioatherwise the giery will be considered unanswerétfemphases
added]

Yp {SS aunnmo wSIAAEAGNI NI ! OONBRAGEFGAZ2Y ! ANBSYSyilié &aSOGA2)
https://www.icann.org/resources/pages/apprvedwith-specs201309-17-en

0SS q3A¢[5 . FAS wSIAAGNER | ANBSYSYyi(iz {LISOATAOLFIGAZY wmMné ¢
https://newgtlds.icann.org/sites/default/files/ageements/agreementapproved31jull 7en.html
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But some registrars decided that the#ll serve only some of the required data elements via WHOIS
port 43 service. They serve the rest dhe required data elements via single, limited Wadsed
lookups. This practice eliminates the ability of legitimate users to access important data via WHOIS port
43 or RDAP.

L/ ! bbQa [/ 2YLX Al y Oked Bmdstrdrshdiconnydiusirg thi interprdtadion of the

contracts®® This loophole isso notableK+ & G KS | o{ ® I2BSNYyYSyid aiSR L/
use ofit3 (C2 NJ Y2 NB | 0 2 dzii ThieRake&imitlniRFoldanR &ddthe sectS later in the

report about GoDaddy.)

L/ ! bbQa { SabiigNKivisdry ConirRittee (SSAC) noted how this unpredictable and

fragmentary service causes problems, donally recommended that the ICANN Board 464NN
Organizatiorfix it during contract negotiation¥. The SSAC also advised the ICANN Board and
O2YYdzyAide GKFG aws55{ F00Saa Ydzaid O2YLX e ¢A0GK (GKS
restricted,; YR f S&a& Lzt AO (GKIFIYy fl 6 NBI dzA NBa dé

Unless ICANN closes this kind of loophole, registrars will have great latitude to control the release of
evennon-sensitive domain data in the futurdCANN Organizatidmas an opportunity to close

loopholes like this écause it is currently negotiating the contractual requirements for RDAP service, to
modify the existing registry and registrar contrattdt isimportant tofix problems of this nature,

rather than allowing poor precedent to be carried into the future.

RECOMMENDATION 2: all methods of access to registration data (both via RDAR
web-based RDAP) MUST provide an equivalent response to the saueey. If a
piece of data is required to be published in the public data set, it must be served
regardless fthe access mechanism, or what user is requesting it.

See also Recommendation 1.

38§88 F2NJ SEI YL S 4aD25FRRé G2 aidlFNI YIalAy3a &a2YS 2K2A4
January 2018, athttps://domainnamewire.com/2018/01/12/godaddsgtart-maskingwhois-data-port-43/ and

letter from Brain Winterfeld to ICANN CEO Goran Marby of 10 March 2018
(https://www.icann.org/en/system/files/correspondence/winterfeleib-chalabyet-al-10mar18en.pdf and the

return letter from ICANNK{tps://www.icann.org/en/system/files/correspondence/icanto-winterfeldt-05aprl8

en.pdf)

32 _etter from David J. Reidl, U.S. Department of Commerce, to Cherine Chalaby, Chair, ICANN Board of Directors,
16 April 2018. Athttps://www.icann.org/en/system/files/correspondence/redb-chalabyl6apri8en.pdf
BawSO2YYSYRIGA2Y ¢cY ¢KS L/ !'bb . 2FNR aK2dzZ R RAMBEBOUG GKS
2F 1 00Saa G2 w55{ RIFGF LINRGARS |y "SM1vP BSAS KdvisoNB 4 LI2 y & S
Regarding Access to Domain Name Registration Data," 12 Decembela2018
https://www.icann.org/en/system/files/files/sa€l01-v2-en.pdf

34 Seehttps://www.icann.org/en/system/files/correspondence/marbip-bunton-21oct19en.pd
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SLA Confusion

The current Registrar Accreditation Agreem@AA2013 contains contradictory requirements about
the currency and timelinesshe & ¥ NiBs&)Kf registrar RDS data.

In one place the RAA requires that the registrar update®MOIR | G | 6 1 &3 adir R Af &8¢ Ay
LINE A RS | -00ISiHES¢ 6 Ruttiiacbligationconflicsg A § K G KS 02y i NF O Qa ({
Agreementsection which says that if a domain name is created or updated, that information must be

A 2 4 oA X~

NEBTfSOGSR AWHABKtBIN A0B AW NI NI &

v ™

For clarity, registrars anebgistry operatorshould be required t@rovideup-to-date data via RDDS
within the 60-minute SLA. Ondée registrar receives a change from a registrant, or once the registry
receives a change from the registrar, they must reflect that change in thikchuavailable RDDS
services within 60 minutes.

RECOMMENDATIGNTherequirement to publish upto-date data via RDDS must be
Of FNAFTASR RdzZNAY3 L/!bbQa Odz2NNBW& w5! t
requirement must clearly be in line with the curré SLA, which requires updates to
domain records to be reflected in RDDStln 60 minutes.

35 Registrar Accreditation Agreement, paragraph 3.3.hyttts://www.icann.org/resources/pages/approvedith-
specs201309-17-en

36 Registrar Accreditation AgreemenRegistration Data Directory Service (WHOIS) Specification, paragraph 2.2, at:
https://www.icann.org/resources/pages/approvedith-specs201309-17-en#WHOISt SNJ § KS O2y G NI OGY ¢
update time. Refers to the time measured from the receipt of an EPP confirmation to a transform command on a

domain name, host or contact, up until the servers of the RDDS services reflect the changes made.
SLA:lessthanorequa 12 cn YAydziSaé o C2NJ RFGFolFasS LISNF2NXYIFyOS |\
2F4Sy 2LISNI GS aSLINIGS GaNBLX AOFGSRE RFEGIOFAaSa G2 Nizy
registration databases.

37 See also definitions of Traform command in the EPP RFC5730timts://tools.ietf.org/html/rfc5730#section

2.9.3

Domain Name Registration Data at the Crossroads 31 March 2020


https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en#WHOIS
https://tools.ietf.org/html/rfc5730#section-2.9.3
https://tools.ietf.org/html/rfc5730#section-2.9.3

RDDS Terms of Service

L/ !'bbQa NBIAAGNI NAE ot yR NBdilichadichditiogslolSragistia®oNA 0 a2 Y'S
service and data usandthoseterms and conditions violate ICANN poli§pmeof these termand
conditionsdisallow legitimateuses that RIDSservices were designed to fulfiRelevantontractual

language about RDS use is outdated and nestd be revised.

L/ ! bbQa Aec&daticn ihdiderNdnt states:

3.3.5 In providing querpased public access to registration data as required by Subsections
3.3.1 and 3.3.4, Registrar shall not impose terms and conditions on use of the data provided,
except as permitted by any Specificat or Policy established by ICANN. Unless and until ICANN
establishes a different Consensus Policy, Registrar shall permit use of data it provides in
response to queries for any lawful purposes except to: (a) allow, enable, or otherwise support
the transmissionby email, telephone, postal mail, facsimile or other means of mass unsolicited,
commercial advertising or solicitations to entities other than the data recipient's own existing
customers; or (b) enable high volume, automated, electronic procebsesénd queries or

data to the systems of any Registry Operator or ICAddtedited registrar, except as

reasonably necessary to register domain names or modify existing registrétions

Usingthe data for spamming, marketing, and unlawful purposes areaady a problem and
prohibitionsagainst thenshould be maintained

. dzii G KS LINE Khigldwbliinde 2aytomatad-plogessiis 2 Sa y20 YIFI 1S aSyaSo |
observed:

This language is problematic because RDDS systems are correctly desigoeibsipK A 3 K

@2t dzySz | dzi2YFGSRZ St SOGNRYAO LINRPOSaasSa GKFG &
gueries are made for beneficial and lawful purposes. In the future, the language should be

modified to distinguish between legitimate and abusive usgsisas) of the service and to not

inhibit beneficial or lawful use¥.

Also, the prohibition was written in a time when personal data was mandatory to pubIRB[3
output. But now ICANN policy allows registrars to redact personal data as desidetheaeis no
overridingprivacy reason to restrict access to the Aoersonal public data set.

RECOMMENDATIOMN ICANN should delete the clause from its agreemetfiat

LINE K AhigHivoldme,cautomated, electronic processes that send queriesiata to
the sydems of any Registry Operator or ICANRcredited registrar, except as
NBlFazylofeée ySOSaalNE G2 NBIAAGSNI R2YI

38 See 2013 Registrar Accreditation Agreement, section 3.3.5, at
https://www.icann.org/resources/pages/approvedwitbpecs201309-17-en

39"SAC101v2: SSAC Advisory Regarding Access to Domain Name Registration Data," 12 December 2018.
https://www.icann.org/en/system/files/files/sa€l01-v2-en.pdf
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A number of registrars impose additional terms of service that directly contradictd@aaéhtractual
language abovieand restrict legitimate usé-or example:

1 Many registrars have clauses that prohibit the use of the data for lsavitilbeneficiapurposes,
such ador providing securityandfor academic studies. Typical examples are elmoh
Tucows,wh OK aiGl 4SS GKIFIG a¢KS O2YLIRATlIGA2y S NBLI O+ 3
SELINB&a&ate LINPKAOAGSR gAlGK2dzi LINA2NI 6NAGGESY O2y
f D25FRR@Q& 21 hL{ 2dzildzi area GKIFIG dzaSNB al INBS
otherwise make possibledissemination or collection of this data, in part or in its entiréy,
any purposg and leaveghe prohibitiongenerally open[emphasis added]
1 Registrar 123edgs RDAP outputays that users of the RDAP service are subjeGoDadg's
Universal €rms of Service agreemeft Among other things, that GoDaddy agreement requires
all users of its RDAP server to submit to binding arbitration in the United States of America,
users must waive their rights to a court proceeding, and wdiedr tright to bing class actions
suits? Such requirements may conflict with national laws. GDPR entitles individuals in the
European Union to pursue claims in court or with a government administrative or supervisory
authority #?

RECOMMENDATICS ICANN should not aliv registrars and registry operators to
impose terms and conditions on uses of registration data that are legal, especially
regarding the use of the public data set. ICANN should enforce its existing contrac]
f | y 3 dzl R8gisiarkshall pertnit use oflata it provides in response to queries fo
ye f I ¢7¥F dz Similddahidgige Shodlddbe incorporated into the registry
agreements.

40 title™:"Terms of Use","description":['By submitting an inquiry, you agree to these Universal Terms of
Service","and limitations of warranty. lragicular, you agree not to use this","data to allow, enable, or otherwise
make possible, dissemination or","collection of this data, in part or in its entirety, for any purpose,","such as the
transmission of unsolicited advertising and solicitations afiy'kind, including spam. You further agree not to use
this data to enable","high volume, automated or robotic electronic processes designed to collect","or compile this
data for any purpose, including mining this data for your","own personal or commeraipbses, or use this data

in any way that violates","applicable laws and regulations."],"links":
[{"value":"https://www.godaddy.com/agreements/showdoc?pageid=5408eI":"related","href":"https://www.go
daddy.com/agreements/showdoc?pageid=5403","type":"text/htmlI"}]}]

41 Users may opt out of the arbitration provision if they send notice to GoDaddy within 30 days.

42 See GDPR Article 79: "Right to an effective judicial remedy againstrallewrdr processor"”, Article 80:
"Representation of data subjects"”, and Article 82: "Right to compensation and liability"
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TheRateLimitingProblem

Another termsof-service problem is ratémiting. Manyregistrars and registry opetars have decided

to restrict the number and frequency of queries that users can make to WHOIS and RDAP servers, a
practice known asate-limiting. Ratelimiting is desiged to limit the total amount of data a requestor

can obtain, and/or limit how quickiiyre requestor can obtain it. Rafemiting is primarily deployed for

two reasons: to prevent the misuse of personally identifiable data, and to protect the data sikseite
against deniabf-service attacks.

But some registrars and registry operateraployrate-limiting indiscriminately and oveaggressively
to restrict access teven the norsensitivedata that is always supposed to Ipeiblic A fewregistrars
are so restrictive that they doot let someusers make any queries at dllither operatos set rate limits
so low as to render the serviedmostuseless

¢t KSaS LINI OGAOSa SELIX 2 A ( Oderatdreage kékurdd & prowtledRIsericd, Q& 02y
but theyare also allowed freedom to decidewhen and to whontheir servicewill provide data.

Ratelimiting has been severely impacting the ability of responsible parties to uSe &ivice for its
intended, legitimate purposesThis espeiallyimpedes queries madetdetect and mitigate DNS abyse
such as malware and phishindaatks.

L/ !'bbQa {SOdz2NAG& I yR {ilexaminédihese prédbBrisandtNavisorg YYA G GSS
SAC10d2: SSAC Advisory Regarding Access to Domain Nagistr&ion Data Ths in-depth paper
descrilesrate-limiting, how it is implemented by regjries and registrars, and the problems it poses

especially for security and arsbuse need$® It isrecommended reading on the subjeand contains
additionalreferences

RateLimiting at Tucows: A Case Study

The impact of ratdimiting can besigrificant. Tucows imposes what may be the most restrictive rate
fAYAGAY3 Ay (GKS R2YIAY AYRdz i NBwnnonseisitide datah IKGf & 02

The terms of service that Tucows publishes in its RDAP output states:

Tucows reserves theght to terminate your access to the Tucows WHOIS database in its sole
discretion, including without limitation, for excessive querying of the WHOIS database or for
failure to otherwise alae by the policy.

CKA&a asSSya (2 02y 7Tt éceditatan Agiekment/ ak descbad ine Bravious NI NJ !
aSO0GA2Y 2F GKA& NBLRNI® Ly GKA&a OFasS ¢dz02¢6a RSOAR
very restrictive.

43 SAC101v2: SSAC Advisory Regarding Access to DomaiRBgisteation Data," 12 December 2018.
https://www.icann.org/en/system/files/files/sa€ 01-v2-en.pdf
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¢ dzO26aQ Llzof A & K S Rond (P)RDIMMSkupiparmiiug cotiyytfrém alnli® aiddtessor

anlIP range This is a frequency limit. Tucows also limits the number of RDAP queries that can be made
per dayfrom each IRor IP range* This is a volume limit. Testing by the ICANN SSAC found that, in

LINI OG A OS> ¢atedidittnvasteven indrelrdstridide than advertisedllowing only eight to

fifteen queriesper hour

Tucows does not allow some users to makg queries at all Tucows denies all tieir RDAP requests,
including the first one they mak®:
= C 8@ opensrs.rdap.tucows.com/domain/OPENSRS.COM i Q o o

{"is_success": false, "response_code": 429, "response_text”: "Your IP address \"45.[ IR hss been
rate-limited. Please try the request again in 6@ seconds™, "exception_type": "SpeedBumpException™}

As a resulbf how Tucows manages RDAP access, these users are unable to look up any pubic data for
Tucowssponsored domains, and cannot find out how to contact registrants. Tucows is apparently rate
limiting queries from entire IP ranges, including fréPranges sed by small companies and residential
users, andhe ranges of VPN provider§Ve were also prevented from making RDAP queries from
commercial networks, such as Starbucks locations. This practice may disrupt data mining by
unscrupulous users o are usig distributed IP addresses within those ranges. But the imprecise and
indiscriminate blocking of all the users in those ranges completely denies service to some legitimate
users.

Further, Tucows uses its RDAP server to serve RDAP data fidiiénal registrars?’ Afew of the 62
registrars (such as eNom) are owned by Tucows; the restdadentlyretained Tucows as theRDAP
service provider. Tests indicate that Tucows is imposing its rate limit across the server, and is not
allowing ore query peminute per registrar.Instead, thdimit is appliedacross all registrarthat

44 Seehttps://www.tu cowsdomains.com/rdap/help/

5¢ dzO2 6 Qa  Liddintt foraAMKISIR poMB isi dhie query per second (seps:/help.opensrs.com/hc/en
us/articles/204075308NVHOISate-limiting). However, in its 2018 study of rdlieniting, the ICANN SSAduind

GKIFG AY LINF OGAOSsE ¢dz0264Q LIRNI no 21 hL{ NIXGS fAYAG 41 &
allowing betweereightand fifteenqueries per hourSee SAC101,ga22:
https://www.icann.org/en/system/files/files/sa€l01-en.pdf

46 The author of this paper performed several dozen widely t8paced attempts, over the course of three

months,tof 221 dzLJ ®/ ha R2YlFIAya |G ¢dz026aQ vabge ISP GoRdaESMNE O2 YAy
but one of these single, isolated queries were rejected due to-liatg¢ing. The author also attempted time

separated lookups via VPN, from ten differéAtranges in varying countries. Again, all these first attempts were

rejeded by Tucows. Finally, the author tried lookups from two Starbucks locations, where wifi is provided by

Google; Tucows declined to provide any data because ofliraténg. It sems unlikely that commercial data

miners are using the Starbucks networknbake RDAP queries, and thereby preventing occasional users from

making queries.

4 These registrars include EPAG, DomainPeople, EasySpace, NameZero, Register.CA, and several owned b

9YRdAz2N} yOS LYGSNYlFGAZ2YIf ® {SS @& NBEIAAGNI NBE dzaAy3d aNRI
https://www.iana.org/assignments/reqgistraids/reqgistrarids.xhtml
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Tucows provides RDAP service forequestoris allowed tomake one query to one of the 63 registrars,
andthen Tucows denies the requestanyinformation for ary domain spmsored by any of the other 62

registrars until a minute passesSSAC describéhis practicek a & LJ282f Ay I dé
For example, we were able to make a query for the domain TUCOWS.COM, at:
https://opensrs.rdap.tucows.com/domain/tucows.com

and we eceived a fulresponse. But when we then queried the domain DOMAIN.COM, a domain
sponsored at another registrar on the server, at:

https://endurance.rdap.tucows.com/domain/DOMAIN.COM
that query was rejected, due to the restrictive policy imposed by Teaevoss itshared server:

« > & endurance.rdap.tucows.com/domain/DOMAIN.COM W 0 o 0

{"is_success™: false, "response_code": 429, "response_text”: "vour IP address \"[ R hs: been
rate-limited. Please try the request again in 6@ seconds", "exception_type": "SpeedBumpException™}

This setup tightly controls access to the public-semsitive data fields, and impairs legitimate uses such
as security monitoringThis ratelimiting affects about 20 million gTLD domains. (Tucows itself sponsors

9.9 milion domainsand the 62 additional registrars sponsor md¢in@n 10 million morg The rate
limiting is not designed to protect personally identifiable dafacows never makes personally
identifiable data in RDAP and WHOIBIcows always redacts the perglly identfiable data fields for
all the domains it sponsors, and some of the other 62 registrars do as well.

Tucows has evidentlywhite A 8 G SR L/ ! b b Qa* AtenddeRweie doBratdimiteddolaheO S &

query per minute when querying Tuco@s w5 ! t frod SidNINNIetwork at the ICANNGG in
Montreal in November 2019.

RateLimiting in the RDAP Era

Ratelimiting on RDAP servers is not needed to prevent the misuse of personal data.

Due to the Temporary Specification, registry operatmes no longeserving personally identifiable
contact data, and registrars can redact personal data thastbe redacted under any law they are
subject to.

Thusthere is no reason to ratémit access to the nosensitive datal f a2 (y2gya I a
set,€ unless the operator has evidence that the RDAP service is under a true-afeseéavice attack.

48 SeeSAC101SSAC Advisory Regarding Access to Domain Name Registratippddetd 2at
https://www.icann.org/en/system/files/files/sa€l01-en.pdf
49 As also observed by SSAC; S&€10]1page 15, ahttps://www.icann.org/en/system/files/files/sael01-en.pdf
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RDAP operators must provide adequately provisionedRREervice that can respond to partieeanare
making legitimate queries.

RDAP also allows operators tase different sets of data to different userdtcan be configured to
a SNBSS i KS sKilddzoit2n G yRelyielY 2 dza  dza SNA  lwydRspécidlly SELI y RSR F
permissionedisers.

RECOMMENDATIA®Y L/ ! bbQa O2y (iN) Ola Ydzasand 3
registry operators from ratelimiting access to the public data set on RDAP serverg
unless the server operator is underdenialof-service attack that threatens the
SLAs of a reasonabjyrovisioned RDAP service. This subject is not being asksizd
in the EPDP, and ICANN Organization currently has an opportunity to address ra
limiting at registrars as part of contract negiations about RDAP services.

RECOMMENDATION PerSAC101vPecommendatio: The ICANN Board should
direct the ICANN Orgadzation to work to ensure that RDDS access is provided in {
measurable and enforceable framework, which can be understood by altipar
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The Long Road to RDAP

ICANN Organization and its contracted parties have been taking many years to rollAdtviille the

rest of the Internet industry mowat light speed The need to replace the WHOIS protocol was

identified in 2003, bufCANN and its contracted parties will not make a stable, usable RDAP

implementation available until 2021 or lateHere CANN hasot delivered orits Core Value of

"Operating with efftiency and excellence, in ...Jan] accountable manner and... at a speed that is
NBalLRyairgsS (2 GKS ySSRa 2F GKS 3Fft20lf LYGSNySa Oz
The timeline has been:

1 2003: Thdnternet Enginedang ForcelETlformed a committee to create a new standal
replace WHOIS; it was evtually called IRIS.

f T CSOoNM¥zENEBE HnannyY L/ !'bbQa {SOdzNARGE IyR {GlFoAf Al
ICANN to replace WHOIS with a new protéeol.

1 March2009:ThelETF publistgethe IRIS RFCCANN did not buy into it; IRIS was deemed too
complex and many felt it was bettés keep usingVHOIS untia better alternativewas
developed.

1 2013:ThelETF acknowledged that IRIS was not a successful replaceEméitiOIS and began
to work on RDAP.

1 March 2015: The IETF finalized the RDAP specification.

1 2015: ARIN, the North American IP addresses registry, implemented RDAP to replace its WHOIS
service!

1 September 2015 CANN Organizatigoublished a proposed draétf the RDAP operational
specificationfor discussion with the community. Discussions and public comment took place
over the next 10 months.

1 26 July 20168CANN Organizatigoublished a revised RDAP operational specification, and issued
a legal notificatiorto the registries and registrars tmplement it. ICANN had the right to
require the transition as part of its contracts. In response, the gTLD Registries Stakeholder
Group refused, and filed a disput€>?

1 1 September 2017: More than a year latsSANNOrganizatioraccepted the Regises
{GF1SK2f RSNJ DNR dzLJQa LXwni thagstattetl an(RRAPHISLIheSpWoS y I w5 !t
period featured test environments artdolkits for registrars and registry operators, awds
designed to give thm operationd experience.

50 ISAC027SSAC Comment to GNSO regartlitdOISstudies > 1 CSONXzk NB wnany >
https://www.icann.org/en/system/files/files/a.c02 7-en.pdf

51 ARIN Annual report 2016itps://www.arin.net/vault/about_us/corp_docs/annual/report2015.pdf
2gwSIAAAGNRSAE wSoSt ! 3l Ayal omdinintite.d@rd, 23 Audust 2016. LJANI RS 5
http://domainincite.com/20882reqistriesrebelagainsticannsWHOISupgradedecree

53 Reconsideration Request 11, April 2048 https://www.icann.org/en/system/files/files/reconsideratiod 6-10-
rysgrequestredacted09augléen.pdf

w
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1 August 2018: ICANN engaged in more negotiations with the registries and registrars about the
requirements for RDAP output; the two sides had noeagron a long list of issu€es.

1 February 2019: after twand-a-half years, ICANN published a revised ougpédfication, the
RDAP Respongwofile.

1 27 February 2019CANN Organizatiaesued a legal notificatiorhat registries and registrars
mustimplement RDAP serviawo later than26 August 2019.

9 21 October 2019: ICANN Organization opened negotiatiorrstivt registries and registrars to
createthe contractual requirements for RDASrvice®’, %8

Currently, ICANN Organization is negotiating witlddtshain registries and registrars timalize the

contractual requirements for RDAP, using the existWtdOISrequirements as a point of departuréhe
YyS3A2GA1LGA2y A& y20 LlzmtAld L/!bb SELSOGa eiKIG GK
2020%° The draft will then be subject to a 3fay comment period, after which there may be revisions.

Then following the final draft, ICANN will give its contracted parties time to complydate their
systems.Thisimplementation windowwill be atleast six months, andut a yearseems more likely

(Only after RDAP services are completely reliahle ICANN allow the regigtsand registrars testart

retiring their WHOIS servejsin any case, RDAP will not be deployed in a stable and unifehiorfa

until sometime in 2021.

The lack of progress between 2016 and 2019 was connected more to theebsiginterests of the
registries and registrars, and due less to technology or dependences on ICANN policy \&féoriste

1 ICANN was able to finaé theRDAP Respong®&ofile even though poliegnaking work was still
(and is still) going on in thHexpedited Blicy Development Process (EPDP)

f Numbers registries such as RIREC and ARIleployedRDARF Y R G KSy dzaZSR w5! t Qa
capabilities to comply withew requirements posed by GDPR.

1 The determination of RDAP SLAs for registries and registrars dodspestd on any other
activitiesat ICANN

%5"The Current State of RPAby Andy Newton, Chief Engineer, ARIN. ARIN 41, April 2018.
https://www.arin.net/vault/participate/meetings/reports/ARIN _41/PDF/PPM/newton_rdap.pdf

56 §CANN org's input to the contracted parties' gTLD RDAP profilegsbpé omwm ! dz3dzad wnamy s 4y
https://www.icann.org/en/system/files/files/icanfinput-to-proposedrdap-profile-31augl8en.pdf

57 See also RegistratidData Access protocol Timeline hattps://www.icann.org/resources/pages/rdap
background201808-31-en

58 Seehttps://www.icann.org/en/system/files/correspondence/markip-bunton-21oct19en.pdfand
https://www.icann.org/en/system/files/correspondence/markip-austin21oct19en.pdf

59¢ S Bropbsed Amendments to the Registry Agreement and Registrar Accreditation AgreemdedtRDAP | (i
https://www.icann.org/resources/pages/upcomir?01202-25-en
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What is the Plan for Movirig RDAP

While theRDAP deploymenteadline was August 2019, tteunch of RDAPals beerhandled ad  a & 2 ¥ (i
launcke 0 € L /adizhtibon As Nffhis writingRDAP services anet yet technically reliable enough
for use, and ICANN Organization is having trouble managing RDAP resources it is respon§gse for.

also the sectiodSTUDY QUESTIBNDAP Functionality and Compliance Stétbelow.)

Nor has ICAN®rganizatiodaunched auser outreacland communicationplan. ¢ Kdza FF NJ L/ ! bb Qa
efforts have concentrated osupportingthe service povidersof RDAP (the registrars and registry

operators), but not theusers or consumers the service.As of March 2020, ICANN has not posted any

real information forthe parties across the Internet who will need to use RDIERNNQ&L Y F2 NY | G A 2 Y
for RDAP User ¢  Btodains no information about how to use RDAP Ri2ARoolkit that users can

deployto replace their WHOIS clients, and no information aboutRi®AROOtstrap registry:

&« [&] @ icann.org/resources/pages/rdap-information-for-users-2018-08-31-en T Q

Search ICANN.org Q LogIn | Sign ug

@ IANA STEWARDSHIP
GETSTARTED ~ NEWS&MEDIA  POLICY — PUBLIC COMMENT ~ RESOURCES ~ COMMUNITY & ACCOUNTABILITY

Resources Information for RDAP Users

> About ICANN The Registration Data Access Protocol (RDAP) enables users to access domain name registration

Board data |t was created as an eventual replacement for the WHOIS protocol RDAP was developed by
the technical community in the Internet Engineering Task Force (IETF).

3

»  Accountability
RDAP is a protocol that delivers registration data like WHOIS, but its implementation will change and

» Governance standardize data access and query response formats
»  Groups In the short term, RDAP will not replace web-based WHOIS. Based on current policies and
agreements, ICANN accredited registrars and gTLD registries will be required to implement RDAP in
Business addition to port 43 WHOIS and web-based WHOIS
Civil Society RDAP is a new protocol for accessing registration data in a structured way. In its basic form, it is not

intended to offer a "human-friendly” view like most websites would. However, the structure allows
additional services to be built on top. ICANN org has set up a website that uses RDAP and presents
the registration data in a "human-friendly” way

-

Complaints Office

-

Contractual Compliance

» Registrars Try it!
» Registry Operators ICANN's RDAP Web Client
» Domain Name For further information, contact Global Support

Registrants

10:18 AM
3/5/2020

7 A)

A good plan is vital because users make literally billions of [&/Hzies every monti' Most of these
gueries are automated or scripted. These feed a variety of important functions, including security tools,
DNS monitoring programs, domain nammgckingprotection, trademark infringement scanand more.

50 https://www.icann.org/resources/pages/rdamformation-for-users201808-31-en

51 Verisign's.COM port 43 WHOIS server alone received almost 65 billion queries in October 2019, while Verisign's
web-based WHOIS received almost 2.4 million queries. Other registries, and the registrars, serve many more
requests.Source: monthly registry report, attps://www.icann.org/sites/default/files/mrr/com/comoperator-

20191Gen.pdf
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Operatingsystems such as Windowsad Linux contain WHOIS lookup commands and tools that will
cease to function. When the WHOIS servers go offline, it will break processes and services across the
Internet.

ICANN Organization is possibly waiting until the outcoifritss RDARontract ne@tiationswith the
registrars and registridsefore communicating more. But that emphasizes how much the requirements
are still in flux, and how it will take a long time before RDAP is a reliabléhtiigdeople can use

RECOMMEBATIONB: ICANN Organizimn must publish, as soon as possible, its draft pla
for when RDAP services will be reliable and fetiring WHOIS. The public comment perio
on this planmust be widely publicized not just in the ICANN community, but to wider
Internet and software conrmunities, with appropriate time for responses from affected
parties. The plan must include:

9 the proposed timeling

1 a commitment to takethe needs of gersinto account

fL/ !'bbQa LXIya (2 Lzt A OAT SouthéhSo useNRDARR

fAYLJdzi FNBY L/ ! bhwichdapréevidOdiviceaBoutiwKaSsoftward
tools and systems will be affected by the retirement of WHOIS, and

fICANND & LJ | ya d&fectedopedatiafy systetniard Softwareroviders

RECOMMENDATIOB: ICANN Organization should create a program to suppbg users
(consumers) of RDAP serviceBCANN should publish RDARery client code and a toolkit,
AyOf dzZRAy3d O2RS IyR | 3dzZARS T2NJ LI} NE&A i

2| hL{ A& 5SIRT [2y3 [ABSXK

¢KS 3t20lft LYGSNYySat O2YYdzyAideée dzyRSNRGIYR&A |
LINE BARSAE AYTF2NXIFGA2Y | 02dzi RasYécdmé agehericeint |y
synonymous with registration dataBut the WHOISrotocolg A £ £ 32 gl 83X | yR
NBLX I OSYSYy (G LINR(G202f3 y2 2yS 2dziaARS { KSDAR Y I
is. Whathe publicneeds are pointers to where they can continue fond domain registration data o
the future.

RECOMMENDATIONM. L/ ! bbQa O2y (N} OGa Ydzad o
and registrars include a link on their home pagesddb 2 Y I Ay {522 YdkLAg
datalookupg¢ord 2 | h L{ [ ZaxiiitaldEplacemiEnt term. This should liné a
web-based search form
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This recommendatioparallelsa current ICANN contractual requirement, which requires every registrar
to place a linlon its home pagéeo its abuse reporting contact.



STUDY QUESTI®DAP Functionality and CompliaBtatus

gTLD registries and registrasgre required to implement RDAP service no later than 26 August 2019,
following ICANN specificationQur testing of RDAP services reveals thgistrar RDAP servers are
currentlyprone to errors and failuresind thatiCANNOrganization is also having trouble managing
RDAP resources it is responsible for, including the vital RDAP serveridgector

Six monthsafter the deadlineasof27C S 6 NHz NB H n H n I 2 tontdned? @B acedliedh OA | £
registrars. Of tho, 175 (7.1%) did not have RDAP servers listed at ICANN, after IOANN/ AT | G A 2y Q&
requests to the registrars ovéne course okeveral months.

Many of those registrars who stilbdhot have listed RDAP servers of March 202@re small, buteme

are experienced, mediunto-large registrars including Dynadot, NordNet, CSC Corporate Domains, and
{I¥SblYSao LiQa mididisabing thed URLK fedentlyi(Buyssil mdriEhs laté) Snd
ICANN has notetLJdz0 f A & K S R PrébkerBsYith Bepi® @ RMAP Server AddresEes 0 St 2 60 @

ratings: The registrar failures take a variety of forms. See the sections about each registrar in the
second half of this report for details

9 Tucows output noncompliant wth RDARpec.

Alibaba Cloud Computingo RDAP server listed at ICANN.

GMO Internet incorrect responses; does not publish some required data fields.
Xin Net Echnology Corporatiarserverrejects queries based on case.

PDR failed responses; malformed RDAP server location at ICANN.
NamesSilooutput is missing required data fields; RPAutput contains different data than
WHOIS output.

Register.comserver sometimes unavailable.

Gandi required data missing and out of requireatmat.

Registrar of Domain Names REG.RU dalitput nonrcompliant with RDAP spec.
OnlineNICRDAP server offline.

West263 International LimitedRDARerver nonresponsive.

=A =4 =4 4 =4

= =4 =4 -4 =9

Web-Based RDARterfaces Arémportant

The rollout of RDAP will nbée useful unlessumans caread and use the informatioRRegistrars and
registry operators must be required to provide hunfidendly RDAP output on their web sites, in
addition to server output suitdé for machine consumption.

Most users of registration data are not technically sophisticated. They dknoest how to make
commandline inquiries to WHOIS port 4Because of that realityegistrars and registry operators are
contractually obligatedo provide webbased WHOIS output, so ordinary users can query and use the

62 hitps://www.iana.org/assignments/registraids/reqgistrarids.xhtm|
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data. And web sites suchas WHOWSaCX | YR L/ ! b b Q§take gosf 43[o@pitifroat] ¢ 2 2 f
registries and registrars and present it in a way that has made WHOIS broadly iRadistrants view
their contact data in a similar usériendly format via their wekbased registrar accounts.

gTLD registries and registrars receive millions of-bated registration data queries per morffirhe
WHOIS output is humareadable, straightirward, and easy to understand, i.e.:

Domain Name: namesilo.com

Registry Domain ID: 1566083588 _DOMAIN_COM VRSN
Registrar WHOIS Server:  WHOISnamesilo.com
Registrar URL: https://www.namesilo.com/

Updated Date: 2019 -11-29T07:00:00Z

Creation Date: 2009 - 08-18T07:00:00Z

Registrar Registration Expiration Date: 2028 - 08-18T07:00:00Z
Registrar: Na meSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com
Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited
https://www.icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registran t Name: Domain Administrator

Registrant Organization: NameSilo, LLC

Registrant Street: 1300 E. Missouri Avenue Suite A -110
Registrant City: Phoenix
Registrant State/Provinc e:AZ

Registrant Postal Code: 85014
Registrant Country: US

Registrant Phone: +1.6024928198
[etc.]

The same is not true of RDAP output, which is marked up in JSON format, and is orgatared in
objects consisting of attributgalue pairs and array datgfes This output islesigned to be consumed
by software. Raw RDAP outpsitsimply unreadable to ordinary users. For example, here is the
registration data for the same domaiNAMESILO.CQNh RDAP:

{"objectClassName":"domain","status":["transfer

proh ibited"],"port43":{"labels":[{"stringValue":" WHOIS} {"stringValue":"namesilo "}{"stringValue":"co
m"}],"fqdn":false,"stringValue":" WHOISnamesilo.com","tldlabel":{"stringValue":"com"},"levelSize":3},"
IdhName":{"labels":[{"stringValue":"namesilo"},{"stringV alue":"com"}],"fqdn":false,"stringValue":"name

silo.com","tldlabel":{"stringVa lue™:"com"},"levelSize":2},"unicodeName":{"labels":[{"stringValue":"nam
esilo"},{"stringValue":"com"}],"fqdn":false,"stringVValue":"namesilo.com”,"tldlabel":{"stringValue":"co

m"}"l  evelSize":2},"entities":[{"objectClassName":"entity","handle":"232","vcardArr ay":{"properties":[
{"name":"FN","value":{"stringValue":"Domain
Administrator","typeName":"text"}},{"name":"ADR","value":{"components":[{"name":"pobox","value":{"type

Name":"text"}} {"name":"ext","value":{"typeName":"text"}},{"name":"street","value":{"values ":[{"string
Value":"1300 E. Missouri Avenue","typeName":"text"},{"stringValue":"Suite A -
110","typeName":"text"}],"typeName":"text"}},{"name":"locality","value":{"values":[{"stringV alue":"Pho
enix","typeName":"text"}],"typeName":"text"}},{"name":"region","val ue":{"values":[{"stringValue":"AZ",
"typeName":"text"}],"typeName":"text"}},{"name":"code","value":{"values":[{"stringValue":"85014","type
Name™:"text"}],"typeName":"text"}},{"name" "country”,"value™:{"values":[{"stringValue":"US","typeName"

text"}],"typeNa me":"text"}}],"typeName":"text"}},{"name":"ORG","value":{"components™:[{"name":"name"
S"value":{"stringValue":"NamesSilo,

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"TEL" ,"parameters":{},"value":{"stringValue":"te
1:4+0.6024928198","typeName":"uri"} }{"name":"EMAIL","value":{"stringValue":"internal_domains@namesilo.

com","typeName":"text"}}]},"roles":["BILLING"]},{"objectClassName":"entity","handle":"232","vcardArray
"{'prope rties":[{"name":"FN","value":{"stringValue":"Domain

Administrator","typeName" "text"}},{"name":"ADR","value":{"components":[{"name":"pobox","value":{"type
Name™:"text"}},{"name":"ext","value":{"typeName":"text"}},{"name":"street","value":{"values":[{"string
Value":"1300 E. Missouri Avenue","typeName":"text"},{"stringValue":"Suite A

63 Verisign's wekbased WHOIS alone receives about 2.4 million .COM queries per month. See monthly operator
reports athttps://www.icann.org/resources/pages/cor801403-04-en
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110","typeName":"text"}],"typeName":"text"}},{"name":"locality”,"value":{"values":[{"stringValue":"Pho
enix","typeName":"text"}],"typeName":"text"}},{"name":"region","value":{"value s":[{"stringValue":"AZ",
"typeName":"text"}],"typeName":"text"}},{"name":"code " "value":{"values":[{"stringValue":"85014","type
Name":"text"}],"typeName":"text"}},{"name":"country","value":{"values":[{"stringValue":"US","typeName"
text"}],"typeName":"text"} }."typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"

v alue™:{"stringValue":"NameSilo,
LLC","typeName":"text"}}],"typeName":"text"}},{"name":"TEL","parameters":{},"value":{"stringValue":"te
1:+0.6024928198","typeName":"uri"}},{"name":" EMAIL","value":{"stringValue":"internal_domains@namesilo.
com","typeName":"tex t"H1},"roles":["BILLING"]},{"objectClassName":"entity","handle":"232","vcardArray
":{"properties":[{"name":"FN","value":{"stringVaIue":"Domain

Administrator","typeName":"text"}},{ "name":"ADR","value":{"components":[{"name":"pobox","value":{"type
Name™"text "}},{"name":"ext","value":{"typeName":"text' }}{name "street","value":{"values":[{" strlng

Value":"1300 E. Missouri Avenue typeName text}{strlngVaIue SmteA

110","typeNa  me":"text"}]," typeName "text"}},{"name":"locality","value":{"values":[{"stri ngValue™:"Pho
enix","typeName":"text"}],"typeName":"text"}},{"name":"region","value":{"values":[{"stringVaIue":"AZ",
"typeName":"text"}],"typeName":"text"}},{"name":"code","value":{ "values":[{"stringValue":"85014","type
Name":"text"}],"typeName":"text"}},{"na me":"country”,"value":{"values":[{"stringValue":"US","typeName"
Ctext"}],"typeName™:"text"}}],"typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"

S'value":{"str ingValue":"NameSilo,

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"T EL","parameters":{},"value":{"stringValue":"te
1:+0.6024928198","typeName":"uri"}},{"name":"EMAIL","value":{"stringValue":"internal_domains@namesilo.
com","typeName":"text"}}]},"rol es":["BILLING"]},{"objectClassName":"entity","handle":"232","vcardArray

"{'pr operties":[{"name":"FN","value":{"stringValue":"Domain

Administrator","typeName": ‘text"}},{"name":"ADR","value":{"components":[{"name":"pobox","value":{"type

Name":"text"}},{"name" ext","value” {typeName "text"}},{"name":"street","value":{"values":[{"str ing
Value":"1300 E. Missouri Avenue typeName text}{strlngVaIue "Suite A
110","typeName":"text"}],"typeName":"text"}},{"name":"locality”,"value":{"values":[{"stringValue":"P ho
enix","typeName":"text"}],"typeName":"text"}},{"name":"region","value":{"va lues":[{"stringValue™:"AZ",
"typeName":"text"}],"typeName":"text"}},{"name":"code","value":{"values":[{"stringValue":"85014","type
Name™:"text"}],"typeName":"text"}},{"name":"countr y","value":{"values":[{"stringValue":"US","typeName"
text"}],"typeName™:"tex t"}],"typeName":"text"}},{"name":"ORG","value":{"components":[{"name":"name"
S"value":{"stringValue":"NameSilo,

LLC","typeName":"text"}}],"typeName":"text"}},{"name":"TEL","parame ters™:{},"value"{"stringValue":"te
1:+0.6024928198","typeName":"uri"}},{"name ""EMAIL","value":{"stringValue":"internal_domains@namesilo.
com”,"typeName":"text"}}]},"roles":["BILLING"]}],"nameservers":[{"objectClassName":"nameserver","ldhNa

me":{"labels":[{" stringValue":"lily"},{"stringValue":"ns"} {"stringValue":"cloudflare"},{"stri ngValue"
"com"}],"fgdn":false,"stringValue":"lily.ns.cloudflare.com","tldlabel":{"stringValue":"com"},"levelSi
ze":4},"unicodeName":{"labels":[{"stringValue":"lily"},{"stringValue" "ns"},{"stringValue":"cloudflare
"}1{"stringValue":"com"}],"fqdn":false,"stri ngValue":"lily.ns.cloudflare.com","tIdlabel":{"stringValue
":"com"},"levelSize":4}} {"objectClassName":"nameserver","ldhName":{"labels":[{"stringValue":"lloyd"},

{"stringValue":"ns" }{"stringValue":"cloudflare"} {"stringValue":"com"}],"fqdn":false,"stringVal ue™:"l
loyd.ns.cloudflare.com”,"tldlabel":{"stringValue":"com"},"levelSize":4},"unicodeName":{"labels":[{"str
ingValue":"lloyd"}.{"stringValue":"ns"},{"stringValue":"cloudflare"},{" stringValue":"com"}],"fqdn":fal
se,"stringValue":"lloyd.ns.cloudflare.com","tl dlabel":{"stringValue":"com"},"levelSize":4}}]}

If RDAP is the way of the future, it must be readablédoyan users And since ICANN registrars now
have the monopoly on servirgpntact and contactability data, the registrars must be obligated to
providehumanreadable output on their sites.

However|CANN does ngetrequire registrars and registry operatorspresent RDAP data such a
way that human beings can undersn A (i ® RDAP!Rbspdadse Prdfildoes not mention a human
readable presentation at all.

Registry operator CentralNffovides a glimpse of the future. ist nowpresentingRDAP data on its web
site, using it to replace its welased WHOIS outpt. The data is presented by removirtetmachine
friendly tags above. But the data is labeled in ways that will be unfamiliar to users. For example,
instead of the commo@ Sy a S &/ 2 thatuséisée infAMHSISdhtralNI@rovides a field called
a L Ble61-alpha2é Y

64 hitps://www.icann.org/gtldrdap-profile
65 Seehttps://centralnicregistry.com/support/whois
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C @ centralnicregistry.com/support/whois w Q

Oocentra-]Nlc jome Services - Technology ~ Support~ About~ Contact Registrar Console

Registry o

Contact Information: .
kind: org

Organisation:  \W/hoisGuard, Inc.
Address:
Panama

Panama

1SO-3166-1-alpha-2: PA

Status: s removed

CKIFGQa dA&AISNIEE T 2NJIA Yy (i S NLDaBed RDAP Qupuit NAldo bard/tauaderstéha in

20KSNJ aleay oKIFId R2Sa alAYyRY 2NHé¢ YSIyK 2 KAOK TFA
here compare with those that ot operatorsuse? And so on.

Without standardization requirements from ICANN, every registrar and registry operator will start

providing registration data in very different ways on their web sites. Some may do a good job, and some
will make it confusingrad unfriendly for users.

RECOMMEDATION 11Registrars and registry operatorsiust provide free and
accessible welbased RDAP output on their web sites, presented first in a way tha
human beings can understand it, and may also provide the raw outpuioiwing.

For usability and consisincy, and to avoid confusion, the humaadable format
must look similar to the output that WHOIS services provide today, including simi
data field labels. ICANN must provide a contractually binding specificationifbat
that human-riendly output shauld look like, codified in the current contract
negotiations between ICANN and the registrars and registry operators.

RECOMMENDATIONM: Web-based RDABervicemust have the same availability
SLA standards that webasedWHOIS does nowFor SLA purposes, "Registration
Data Directory Services" must refer twoth RDARserver)and Webbased RDAP

services. This will be consistent with the current Registrar Accreditation Agreemd
andthe Registry Base Agreement

MissingRDAP Query and SLA Reporting Requirements

The ICANN contracts are missing important requirements, whigsesaproblems. ICANN should clarify
the requirements, close loopholes, and harmonize the requirements between registry operators and
registrars incontracts to deliveruniformity and transparency
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Registry operators are required to report the numbeRBDS (WHOIS/RDAP) queries they servet
registrars are not.This is a consequential gap. described in this report, ICANN has elevated the
importance of registraprovided DS servicavhich isnow the authoritativeand onlysource for
contact and cotactability data. Registrars will have RDAP service SLAs; theyatsgshave reporting
requirements, which provide transparency and encourage c@npé.

RECOMMENDATIOIS: Registrars must report RDAP query activityl CANN as
registry operators d&® This datamust be published publicly in monthly reports, as
the registry data i’

hy o al & H neaupty and $tdbibtypAdhvdisory Comneitt (SSAG)rote a letter to ICANN
Organization, entitled "SSAC20Q2: Registration Data Services Query Reportihg:he SSAC stated:

WHOIS query statistics provided to ICANN by registry operators as part of their monthly

reporting obligations are genefglnot reliable. Some operators are using different methods to

count queries, some are interpreting the registry contract differently, and some may be

reporting numbers that are fabricated or otherwise not reflective of reality. Reliable reporting is
essettial to the ICANN community, especially to informpoli€y { Ay IX® LG Aa GAGI f
collect valid, accurate data regarding RDAP queries. The WHOIS query data is unreliable, but the
move to RDAP offers an opportunity to get things right.

As of this witing, there has not been any publicly visible movement toward solving this problem.

RECOMMENDATIONM: TThe following SSAC recommendations from SAC2029nust be
incorporated into the RDAP contract requirements currently being negotiated between
ICANN Orgnization and the registries and registrars:

a. Clarify the expectations for reporting RDAP queries. The guidancst make
clear the purposes and goals of the data collection and the contractual
obligations.

b. Since the purpose of gathering the data isdocumentqueries made by the
users (consumers) of the registration data service, registry operators and
registrars should exclude the queries they make to their own systems.

I O02NRAY3I G2 L/!bbQa O2ydNyOGAT Iy w55{ 0621 hL{ 2N

RDDS availability. Refers to the ability of all the RDDS services for the TLD, to respond to queries
from an Internet user with appropriate data from the relevant Registry System. If 51% or more

6{ 85 (GKS 21 hL{ |dzSNE NBLRNIAY3 26tA3lGA2ya Ay (KS 3I¢[5
/2y GSyd F2NJ wSIAAGNE hLISNI G2NJ a2yl KtRepotSatl2 NI Ay 3¢ { SO0
7{ SS Gaz2yidKfe wS3aAAAGNE wS hipNivagicaghbro/iedsoSced/padedrbgisttyS o6 & A G S

68 hitps://www.icann.org/en/system/files/files/ssac20102-03may19en.pdf
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of the RDDS testing probes see any of the RDDS sergigrawvailable during a given time, the
RDDS will be considered unavailable.

¢tKS 62NRa a6 Al KrelmpirShiP Thedhimply & cofingiehse principle: a server that

isonlingdo dzii R2S& y2id NBaLRyR gsnitkunctiokn§acéeptably Asidétaidlesl & dzLILJ2
at numerous points in this report, thed®S output of some registrars is missing required data, is out of

synch with the registry data, is rAigrmatted, or is otherwise out of specification.

As noted abwe, RDAP formatting araitput is complex. IRDAP output is mi®rmatted, it can cause
significant problems for users, who rely on proper formatting to find the pieces of data they are
interested in.

RECOMMENDATION:L / ! bbQa O2YLX AlFYyOS Y2yAi2N
RDAPservices are responding with correctly formatted and complete data, includir
all required fields.

ResponseAction timestamps must appear in RDAP respdahaeare successful,ut neither the RDAP
RFCs nor the ICANN RDAP Response Pnafdeire regisrars or registry operatorso timestampserver
responses that contain error codeBor examplea timestamp is not requiredrhen theserver response
indicates that itdid not find the domain asked foor that the server has rejected theqeest becausé

SEOSSRSR (i ka@-linit® hiha cadelb&dW ithe negative response from a Tucows RDAP
server does not include a timestamp:

&« c 8 opensrs.rdap.tucows.com/domain/tucows.com b Q
{"is_success™: false, "response_code": 429, "response_text": "Your IP address \"96.245.181.141\" has
been rate-limited. Please try the request again in €@ seconds™, "exception_type™: "SpeedBumpException™}

The absence of a timestamp in negative response&es it difficult taneasurewhen RDAP servers are
failing (andthus hampers SLA monitoring), or when RDAP servers are not providing data that should be
present. This also makes it difficult for RDAP users to debug and fix their own (client) code.

RECOMMENASTIONL16: In RDAP, regisites and registrars must be required
respond with standardized HTTP response error cotledt are accompaniedoy
ResponseActiotimestamps.L / | b b Q &espolséPriofile should be revised to
provide the necessarguidance

69 https://www.icann.org/en/system/files/files/rdapresponseprofile-15feb19en.pdf
0See RFC7483: JSON Responses for the Registration Data Access Protocdl RDAP) 2y ¢ a9 NNER NJ wSaL
. 2 R Bttgsé//tools.ietf.org/html/rfc7483
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t NPOof SY& ¢RDARKBodistrdp IRégiQties

The new RDAPowered system for looking up domain registration data depends on two vital data
registries run by ICANN and its IANA division. At thisiirfeS Bo&tstrare registries are not yet
working as planned, ands we eglain belowdo not yetprovidereliable,accurate results. This points
to technical coordination and execution problems at ICANN Organizattbat registrars.

There are more than 1,000 gTLDs and more than 2,000 |@adtRdited registrars. Each onensu
RDDS servicesachat different locaions, and domain registration data that users need is scattered
across that decentralized set of servemtherefore usersnust figure out which server to query for the
information they are seekingOne of the reasns that WHOIS is being retired is thad@es not provide

a standardized wafpr finding the server addressés.Without a mechanism to do this, it is extremely
difficult to perform lookups, especially if a user wants to automate the process and fiadrda
predictable and reliable fashiorAutomation is essential for legitimate purposes such asantise
operations, anticybersquatting programs, and to assist users who want to find domain contactability
information. Users will also need the RDAI®tistrap registries to create webased iterfaces that can
look up domains across multiple gTLDs.

To solve this problenthe new RDAP protocol was designed wittbaotstrapgg mechanisny? The first
component is a registrysting theRDAP server URIor TLDsThis allows users to easily fintet RDAP
server URL for every gTtdpistry. L G & 2 F T A O ABodtstrap Servtee Registryifét Somain Name
Space ¢ L/ ! b b Qaowlmaibtdins tRi4 réglstiyAlatafed wt:

https://www.iana.org/assignments/rdajains/rdap-dns.xhtml

This registnonly listsTLD registrgervers Aspot-check revealed thatecords were present for gTLDs in
the root zone, and that the URLs were functional as expected.

Thee are problems withhe secondcomponent the registry containing the RDAP serveRI5of the

registrars Thislist allows astandardized redirectiofreferral) mechanisnfrom aTLDregistryRDAP

servertotl KS O2 NNB OU NB JinabaiaNdwdieis tongb dined & SINDSHI OK NB I A & G N
server.¢ KA4d SylofSa 2yS 2F w5!tQa YI22NI oSySTAaday NBT
where they can then query for data they need.

L / ! bRD@®RATechnical Implementation Guidgtatesthat when a registryprovides RDAButput for a
domain,itYdza 4 Ff a2 O2ydltAy (GKS aLRyaz2NAy3d NBIAAGNF NRA

A registry server RDAP response to a domain query MUST contain a links object as defined in
[RFC7483] section 4.2., in the topmost JSON object of the responsekEhebject MUST

contain the elemets rel:related and hretontaining the Registrar's RDAP WRthe queried
domain object if the Registrar's RDAP URL has been defiamephasis added]

"t See ICANN presentati at: https://www.icann.org/en/system/files/files/presentationdap-gtld-registries
registrarswebinarllaprl9en.pdf

2SeeRFC484

"*RDAP Technical Implementation Gyidersion 21, 15 February 2019, at
https://www.icann.org/en/system/files/files/rdagtechnicalimplementdion-guide-15feb19en.pdf
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Thus,every registry relies on the registry of registrar URLsg¥ery RDAP quegyregistry serves.

/' bb ¢l A& A1SR G2 aSaG dzLJ I adSYLRNI NEE¢™agdi NI £ NB
a2 o0& FTRRAY3 w5!t &ASNBSNI t20FGA2ya G2 ™ltlsb! Qa 2FFA
unclearas ofthis writingwhether adifferent, permanent version will be set up, or what fortimat might

take.

To popuate that registry registrars were asked to submit and maintain their RDAP séRéivia
L/ ! bbQa bl YoraawhighSdgEtrar® &a to nméain business contact information and
other data with ICANN®

Some registrarbavesubmitted incorrectly formatted URLs to ICANN, and ICANN published them
without verifying that they are corrector examplethe diredory says that the base URL of PIIRRQ a
RDAP server is:

https://rdapserver.net/domain/

¢CKA& A& |y SNNBN)Y o0lasS !'w[a akKz2dzZ R y2id AyOfdzRS (K
cause anyone using tHmotstrap registriego perform lookups to e wrong locationespecially if usg
the information for automation

Forexample,§ O dza S t 5wQa ! w[ A& F2NXIGGSR AYyO2NNBOGfesx
Lookup Todl sends users to an invalid URL and Ri2ARookup fails:

& @ rdapserver.net/domain/domain/FPUBLICDOMAINREGISTRY.COM i Q
P

{"errorCode":420,"title": "Bad Request","description”:"Bad Request: Inwvalid URL. Please use
rdapserver.net/domain/"}

As 0f12 March2020, B other registrarshadt6 a1 YS SNNBNJ Ay L/ ! bbQa NBIAA
other types as well.Errors of this nature should not existagistiesthat IANA runsandtheir presence
indicatesa failure ofappropriatetechnical coordination and execution.

Reportedly ICAN Organization staff have been checking URLs receuntlyvhen registrars submit new
or corrected URLSs they are apparently not being published intocibistrap registryof registrar servers
for weekso months.While it isgood that ICANN staff may lobecking URLSs, the RDAP registries are
something that users, registries and registrars will be relying on, and they need to be updated in an
accurate and timely fashion.

The data errors and data maintance problems show thale directories are not yetliable andare
one reason thathe RDAP program is not yet ready for users.

74 Seehttps://www.icann.org/en/system/files/files/presentationdap-gtid-registriesregistrarswebinarllaprl9
en.pdfslide 24

5 At https://www.iana.org/assignments/registraids/reqgistrarids.xhtml

78 hitps://www.icann.org/resourcespages/nspregistrars201803-26-en

T https://lookup.icann.org/
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Public Technical Identifiers (PTI, pti.icann.anggrseeghe operation of the IANA functions, and
performsthem on behalof ICANN.

RECOMMENASTIONL17: ICANN/IANA must valide all RDAP base URLs submitted {
it, and must not list inaccurate or noffunctional URLSs.

RECOMMENASTIONL18: IANA must publish changes to registry and registrar base
URLs into theRDAPBootstrap Registries in a timely fashion, such as within 24 to 4§
hours of when they are updated by the registry or registrar. Because these

directories are missiortritical resources upon which billions of RDAP queries will
rely, Public Technical Identifiers (Phust set SLAs and performance metrics for
these maintenarce functions, and should publish the performance metrics, as ICA]
and IANA do for other services.

L/ !'"bbQa [221dzld ¢22f CI Af dzNBa

ICANN created its Lookup Tool to give ordinary users a way to pevftri@lS and RDAP lookups via an
easyto-use web interfae. It is available alittps://lookup.icann.org/

2SS RSGSNXYAYSR (KIFG L/!bbQa [221dzld ¢22f A& y20 RNJI

bootstrap regitry of RDAP server locationas a result, lookups prmed here are failing.
In 2019 Verisign was running its RDAP server at:
https:// rdap-core.vrsn.confcom/vl/

At some point before 9 January 2020, Verisign moved its RDAP server and updated the dG&NabB
Registry directory appropriately, to:

https://rdap.verisign.corftom/v1/

But as ofL0 March 2020the ICANN Lookup tool was still pointing to thelokchtion

Authoritative Servers

Registry Server URL: https://rdap-core.vrsn.com/com/vl/domain/paypal.com

Last updated from Registry RDAP DB: 2020-03-0% 05:56:22 UTC

and so queries made using the Lookup Tool return failed responses for all .COM ddonarample

8 See the IANA Performance Standards Metrics Reportgt@t://www.iana.org/performance/metricand the
ongoingGlobal Support (Customer Service) Performance Metrics Dashbatard
https://www.icann.org/resources/pagg&metrics-globaltsupport201508-28-en
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C @ rdap-corewvrsn.com/com/v1/domain/paypal.com

L

—

This site can’t be reached

rdap-core.vrsn.com's server |F address could not be found.

Try running Windows Network Diagnostics.

DMNS_PROBE_FINISHED_NXDOMAIMN

It appears that ICANN OrganizatiorsHailed to have its own Lookup Tool use the current and
authoritative Bootstrap Directory data file that ICANN (IANA) is responsible for maintaining for the
Internet community.

RegistryProblems

Otherkinds ofproblemsexistas well. For example, iappears thatVerisigndid notupdate one of its
systems when it made thaboveURL changeandhas been publishing the wrong source information in
its RDAP output for .COM domain queries.

Since at least early January 20205 NJ& 3COMRD@Rserverhas keenat rdap.verisign.conas noted in
the Bootstrap Registry

&« (& @ data.iana.org/rdap/dns.json

12:53 PM
2/11/2020
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Butas of 10 March 2020/eih & A 3y Qa w5 ! t dt@digoldyideidld, @éhiyirictioyaslatce
locaion rdap-core.vrsn.comand so Verisigis providing the wrong source information in igédl .COM

RDAP output. For example:

&« & & rdap.verisign.com/com/v1/domain/paypal.com w Q

4@ DOMAIN_COM-WRSN","ldhMame":"PAYPAL.COM","1links":

{"value":"https:\/\/rdap-
core.vrsn.comy,/com', /vl fdomain’/PAYPAL.COM","
core.vrsn.comy,/com', /vl fdomain’/PAYPAL.COM","

el":"self","href":"https: "/ \/rdap-
pe":"application’/rdap+json”},
ph\/domainh/PAYPAL.COM" . "rel” :"related” . "href" : "htto
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STUDY QUESTIONmporarySpecification Compliance

L/ !'bbQa d¢SYLRNINE {LSOATROFraARY! PBEOR AN AELINGAS A AL
Union's General Data Protection Regulation (GDPR), whicliresghe protection of certain personal

data. This Temporary Spec#tion is contractually binding on gTLD registrars and registry operators and
requires them to follow certain procedures so that they comply with GDPR.

The Temporary Specification wento effect on 25 May 2018. Registrars and registry operators have
hadtwenty monthsto comply, and ICANN Organization has had that time to review and encourage
compliance.

The GDPR covensly natural person residents of the EU (ramtrporations and theidata), and the data

of natural persons that is processed in the Elll(ao covers registrants in the rest of the world who

register at Ethased registrars). The Temporary Specification attempted to solve a major problem:

ICANN's registrar and registryrtacts required domain contact data to be published via WHOIS/RDAP,

but GDPR prohibits companies from forcing EU residents to release their personally identifying
AYF2NXIEGA2Y O0tLLOO® L/ ! bbQa SELISRAGA 2atizdoraay2 f dzi A 2 Y
domain they wish. This allows registrars to comply willP&, but also to redact data for contacts not

covered by GDPR or any other privacy law, anywhere in the world.

Many registrars stopped publishing contact details for all domain ctmtadowever, we found that
almost half of the registrars we studiedifto comply fully with the Temporary Specification.

ratings: The registrar failures take a variety of forms. See the sections about each registrar in the
second half of this repoffor details:

9 Tucows does not provide required contactability information

1 NameCheapconsentto-publish problems

1 Network Solutionspublished contact data fdEUregistrant consentto-publish problems

9 Alibaba Cloud Computing (Beijing) Co.,:lddesnot provide required contactality

information.

eNom does not provide required contactability information.

GMO Internet does not provide rguired contact data oicontactbility mechanism

1 Xin Net Technology Corporaticioes not follow required redaction procedures; does not
publish required contactability information.

1 Reqistrar of Domain Names REG.RU BHublishes real email addresses of EU natural persons in
RDAP output. Does not offer required contactability information; does not follow redaction
labeling requirement.

1 OnlineNICdoes not follow required redaction procedures.

1 West263 International Limitecdoes not follow required redaction procedures

=a =4

9 https://www.icann.org/resources/pages/gtidegistrationdata-specsen
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STUDY QUESTI@Mailability of Coiatctability Information

L / ! &rbgidtration data policies are designed to make it possible for people to reach out to domain
contacts, even when those contacts are redacted or anonymous for privacy purpteesall this
contactability The ability tawontact is a fundamental reasdor having registration data services.

We askedCan useralwaysfind information in the WHOISand RDAP output that allows them to
reach out to a domain contact?his could be:

1. Actual personal contact data O 2 yréatnénie Gstieet address, emaitldress, etc. Or,
2. The name and contact info for a privacy/proxy service. These provide anonymity to the contact,
and forward email and postal mail on to the domain contacts. Or,
3.L/ 1 bbQ& ¢SYL}NINE { r38t0edad Cohtdchdatylfitbdded, thegs & | NBIA &
registrar must provide either an anonymized email address for the contact, or a web form that
will send a message to the domain contact. The Temporary Specification requires that the
registrar publish the angmmized email address or the URf the web form in the WHOIS and
RDAP output. (However, publishing theees not appear to beequired by theRDAP
Response Profile

Unfortunately, some registrars do not provide any way to reach out to a darnatact Some dmot

publish the contaability information in their RDS output. Sommakethe contactability information
available in one place but not anothéthers provide different contaatbility information depending
upon the query service used.

ratings We found serious problenis the output of the following registrars (See the sections about
each registrar in the second half of this report for details):

1 GoDaddyRDAP output does not containyaimformation that can be used to coraa
registrants: redacts all personal data in RDAP output, does not include links to its web contact
form in RDAP output.

f  Network Solutionsmasked contacts are assigndd$ NBEIA &G NI ND& ! 6dzaS 5SLI
address.

9 Alibaba Cloud Computing (Beijing) Co.,:lddes not provide RDAP output; WHOIS does not
provide required contact means for Admin and Tech contacts.

1 eNom For redacted domains, does not provide the required email address or web form link for
the Admin or Tech contacts.

1 GMO Internet for redacted domains the registrar does naopide the required anonymized
email address or link to a web form.

1 Xin Net Technology Corporatiotioes not provide any contact or contactabilitfjormation.

1 Wild West RDAP watput does not contain any information that can be used to contact
registrants; redacts all personal data in RDAP output; and does not include links to its web
contact form.

1 Reaistrar of Domain NarsdREG.RU L:lfails to publish required contact fields in port 43
output, anddoes not label redactions as required; does not offer either an anonymized email
address or the URL of a contact form in WHOIS output.
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1

OnlineNICdoes not provide an anonymized email address nor does it provele/RL of a

contact form in RDAP output.

w9/ haa9b5! ¢Lhb MY L/ ! bb Ydzald SyadzaNB
registrant contact is published in all registrar and regigsoperator RDAP output, for
every gTLD domain. They MUST always either pblisi KS O2y i OG Q
address, or the address of a privacy/proxy serviaay,in the case of redaction the
URL of a contact formor an anonymized email address. Registrarsdaregistry
operators must always provide these in both RDAP output and in wetsed
(humanreadable) output.

RepeatingRECOMMENDATION 2: all methods of access to registration data (bot
RDAP and welbased RDAP) must provide an equivalent responséhie same
guery. If a piece of data is required to be published in the puldata set, it must be
served regardless of the access mechanism, or what user is requesting it.

Registrars Make Contactability Information Hard to Find

Many registrarsnake itunnecessarily difficult to fintthe contactability informatiorthat the Temporary
Specification required~or example:

T

= =4

Xin Netoffers a web contact form, but its location is only revealazhi# uses th&\Veb-based
21 hL{ 2y G(KS ¢NST AgaSioNI ONlysatioflanbtSHEayIEVHOIS or
RDAP output as it should be.

GoDaddymakes it difficult for interested parties to find the URL of itdoveentact form.
Tucowsputs thin output frommostregistries on its Welbased WHOIS page. That registry
provided data does not contain any contactamntactability information, foiling searches by
users.

GoDaddy anducows impose notable raf@aniting, preventing some users from finding the
contactability data they are looking for.

Network Solutionshuntscontact attempts into its abuse reporting system, a mismatched and
oddly labeled process that may dissuade users.

These practices are examined further in the sectiorthie second half of this reporfpr each registrar
we studied.

RepeatingRECOMMENDADN 10 L/ ! bbQa O2y G NJ OGa Yd:
that registriesand registrars include a link on their home pagesdds 2 Y I Ay
ord 5 2 Y I A i6okipé ol & similar replacement term. This should link a web-
based search form
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STUDY QUESN:Failure of Temporary Specification Contactability
Mechanisms

I bbQa ¢SYLRNIYNE {LISOATAOFNGAZ2Y Fft26a | NBIAA&IGNI N
must provide either an anonymized email address for the contact, or a web form that will send an email

to the domain contact.We asked: do theseantactability mechanisms work?Do they actually deliver

amessage to the domain contact?

Our testing revealed thatome ofthesemechanismditerally fail to delivemessages to domain name
registrants Internet users cannot be confident that their megsaare always being delivered to
domain contacts.

L/ 1bbQ&d ¢SYLRNINE {LISOATAOIGAZY NBIjdANBAY

2.5.1. Registrar MUST provide an email address or a web form to facilitate email communication
with the relevant contact, but MUST NOT identify the contact emaitesidor the contact itself.

2.5.1.1. The email address and the URL to the web form MUSierunctionality to forward
communications received to the email address of the applicable cofftact.

This language requiresgistrarsto providethese contactabity mechanismsbut it does not require

that thosemechanismgunctionwith any degree of reliabilityTheir effectiveness is left to the

registrars, and are not subject to angntractuald G YR NRa® L/ ! bb Q& probabiyLd Al yOS
does not testhe functionality of these systembecause theontractsdo not givethe ICANN

Organizationany tools to evaluate or improve performanbere.

cases: We found problems with the contactability mechanisms of the following registrars:

f Registrar of Domain Names REG.RUthe®IB 3 A a i N NDa ¢So Oz2yidl OG T2 Ny
domains (It works only for .RU, .SU, aid domains.)

 West263 Internationf G KS 2S6 F2N¥Y !w[a (GKFG GKS NB3IAAGNT

webcori  OG F2NXY O LiQa GKSNBF2NBE AYLRaarotsS G2 O:

GMO Internet does not appear to offer eitheaf the requiredcontactability mechaniss

123Rega SS G 9 Y| RroblemBsS t & FSANB ©

FastDomainda SS @& 9 Y| RroblemsS { & @S NE ©

NetEarthd SS & 9 Y| Rroble®sS @S AR

= =4 =4 4

See the registrar sections in the second half of this report for more detail.

Email Delivery Problems

Our testing revealed that some registral@ not have rimimally professional email sending practices.
When these registrars relay messages from retprs todomain contacts G KS NB3IA a i NF NDa S

80 Temporary Specification for gTLD Registration Data, Appendix A: Registration Data Directory Services,
https://www.icann.org/resources/pages/gtldegistrationdata-specsen
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messages arlabeled aspam by major email service providargluding Gmail, Microsoft Outlook, and
YahooMail.¢ KS&4S 2LISNI} G642NR aKdzyi GKSasS Oz2ydal Ot SYlFAf A
of these messageste so poorlithat the receiving email providedoy @éliver themto their

customers atll. These problemgrevert domain contact from ever geing the messagapeople send

to them.

cases: We found serious problems with the emalivery mechanisms of the following registrars
(see theby-registrar sections in the second half of this report for more detail):

 123RegWeusedi KA & NBIAAGNI NR& 6S06 TF2Wweredied.1280Regf G OG |
then sent usan email, asking thate validate thatwe actually did request the message.
Outlook scord thisemailfrom the registraras spam and seénhe validation requests directly
into the Outlook spam folderWe found it and confirmed that wdid makethe contact request
123-Reg then delagd sending the message to tegistrantfor up to 24 hours. Gmail and
Outlook fiters scored this mail poorly as well; they scored it as spam, artdtgato spam
folders wherea normalregistrantmight not everfind it.

9 FastDomain Neither the sending address nor the registrant recdiamy communication from
or through FastDomain

1 NetEarth The contact request eail submited throughb S G 9 I NIi K Qwias se®edl asT 2 NI
spam by Yahoo, andlassent to theNBS 3 A & YiaNdosgainGoider.

Thesefailures have nothing to do with the content that the requestor wanted to convey to the domain
contact. These failures have to do witbw the registrars send email.

While email senders do not have ultimate control of the mail filtering being performad &S NB OS A @S NI
AARSI AdQa Ifaz2z NINB T2NI LINPFSaaAirzylffe Nizy aSyRS
Registrars d bear responsibility for the problems here. Commercial email senders are in the business of
getting the mail throughand should know how to keep their emails deliverable and out of spam filters,
especially those of major email providers like Microsoil &ooglewhich are in the business of

delivering legitimate email to their usersGmail and Outlook offer sender gelithes for standard

practices that all legitimate senders should use, such as email authentication. All companies that

outsource theiremail sending systems should monitoring the performance of the providers they choose.

RECOMMENDATIONZregistrars shouldegularlyreview their email sending
proceduresand providers to ensure that messages they forward to domain contacts
are not bloked as spam.

ContractConfusion Contactabilitynfo Not Presenin RDAP Output

Per the Temporary $gification,the anonymized email address or the URL of the Web contactflmrm
a redacted domaimre supposed to appear in the email fiehdRDDS dput.L / ' bb Qa w5!t t NRTA
confirms thisstatingthat éthe value of the CONTA@RI member in the entitgbject of the RDAP
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response MUST be an email address or link to a web form to facilitate email communication with the
Registrant."Butwe did not seethe contactability URLs or emails in RDAP oytpatauseegistrars are
currently allowed to not publisthe email field in RDAP

I 26 NBIAAGNF NE I yR NI 3IA-WURINdpabilitkiLadat URcledzau®l needs! t Qa / hb
clarification. ICANN Orgaizationhas described CONTAORIéas a way to facilitate email

communication with thev S 3 A a & RdeBIPdigodecided that registrarsan collect and publish a

Tech Contact emaio that third parties can reach out to that cont&tL / ! bRDSRE&sponse Profile

does not addresslearly howthat Tech Contacemail address (or contdability information) can be

published.

REPEATINBECOMMENATION19: ICANN must ensure that a way to reach out t
I R2YFAY Q& NBIAAEAGNI yi sexeayidirégidtiy operator LIdz
RDAP output, for every gTLD domain. They must always éitheLJdzo f A & K
real email address, or the address of a privacy/proxy serviogjn the case of
redaction the URL of a contact forar an anonymized email addss. Registrars
and registry operators must always provide these in both RDAP outpud anweb
based (humarreadable) output.

RECOMMENSIION2L:L/ ! bbQa w5!t wSaLRyasS t NP
Contact email or contactability data can be publishedRDAP.

Registrars Make Contactability Mechanisms Hard to Use

Some registrars make the required contactability mechanisms unnecessarily difficult to use.

Tucows, for example, runs one of the moktllengng contactability systent® use To get a message
GKNRdAK (2 2yS 2F ¢dz02¢6aQa NBIAAGNIylGazr (GKS dza SNJ

1. The user cannatseany contactability URL in any previously collected WHOIS or RDAP record.

2. ¢ KS dzd SNJ Y dza RDDB sefveédBor the debtactalfli@RL. Queries made to the
registry are uselessthe registry will not provide the URL.

3. The user must query fromalocatiocanL t | RRNBaao (KI G KFra y2G8 0SSy
limiting.

4. The user must successfulbok up the domain record and tharse the contact form im short
time window before the URL expires.

81 RDAP Response Profile, paragraph 2.7.5.2tiats://www.icann.org/en/system/files/files/rdapresponse
profile-15feb19en.pdf

82 EPDP Team Final Report, Phase 1, 19 February R mmendation #5
https://gnso.icann.org/sites/default/files/file/fieldfile-attach/epdp-gtld-reqistrationdata-specsfinal-20feb19

en.pdf
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SeeTucowsin the later part of this report for the detail9ther registrars thapresent usability
problems includel&1 lonosand KeySystems

The SingléMailbox Problem

M-yed NBIAAGNINAR dzaS | ISYSNAR O Softack@privacyprokdtiitd 2 NEBSIA NI
ord A Yy T 2 X B2 YA OThi® dthadlicedextra steps and may impede contiiéhen auser

attempts to contact a domain contact usiaggeneriaddresgs of this kingthe registrareturnsa

secondemailthat instructsthe userto visitand cmplete a contact request throughveeb form. It is

dzy Of SI NJ g6 K& NBIAAUGNI NAGB8KE (LIKR OSAa 8 ROLWPRG G KA XL & o
Web form in their WHOIS and RDAP output, as other registrars such as Gaolbadekamples and

detailda 2Faa8wle O2y Gl OO0 AYLX SYSy il ( ASysfeins @eprovidedil t 5w
the registrar sections in the second half of this report.

La (KAA GaAy3ItS YIFIAfO2EE | LILINR I OigquestidnPhg SR 6& L/ ! b
Temporay Specification says:

Appendix A2.5.1.1. The email address and tRLto the web form MUST provide
functionality to forward communications received to the email address of the applicable
contact.

This implies that if one sendsw@essage to the conta@mail addressifunctionalitye will simplydeliver
that message to the domaincontact. KS g2 NR G Fdzy OlAz2ylfAGeé AYLI ASa |
intervention by the registrar.

Butthea 8 Ay 3t S YI Af 02 BrovidéthalINRduites theRaySsioradlor the registrar

to performsome more manuadteps.2 S | & 1 S RCompliantdbefaitment about this, and

Complianceold usthat the contractual languaga 2.5.1.16 R2Sa y 20 LINPKAOAUG GKS RA
address from bing a generic email adelss that returns a webform, for example, or the registrar from

opting to monitor the inbox of the generic email address and forwarding the email to the intended
NEOALIASY(dé

So ICANN Organization appears to intergxppendix A2.5.1.1to allow progressims such as the
following, which are laborious and errprone:

1. The requestor sends an email to the generic address.

2. Theregistrar then sends theequestor an email that directs the requestor to a web form that

the requestor can fill out.

Therequestorsubmits theweb form.

4. Theregistrarthen sendsthe requestor an email reqring that the requestor confirm that he or
she didindeedsubmit the message via the web form

5. The requestor must then confirm the request.

6. Then theregistrarreads the email ath decides whether todrward the communication to the
email address of thdomaincontact.

w
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ICANN Compliance also noted that it will allow regi$fia nibiitor ¢he inbox of the generic email
address and forwarding the email to the intended recipiéfitin this circumstancehe registrarmust
readall theincomingemailsto determine where to forward thenHerel CANNappears to condone a
systemin which theregistrar violates the privacy of the sender. The registrar may be violating the
privacy of the dmain contact as well. We checked registragistrant contracts and did not find
evidence that registrants has been given notice that theiistegr will read emails to the registrant.
Finally, manual processing of contact requests is likely to e ahal susceptible to human error or
subjective decisions about which messages to forward.

RECOMMENATION22: ICANN shouldequire that the contact mechanisms are
actually automated deliver messages to domain contacts in a timely fashion, and
do not requre human intervention by the registrar.

RECOMMENASTION23: ICANNmMust make clearthat registrars must respect the
privacy of correspondencérom a requestor to a domain contact, anshould
prohibit the use ofgeneric email addresmboxes as a way for ragtrars to
implement a contactability mechanism.

83 Correspondence, 16 October 2019.
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Registries and RegistraiaskTheir Own ldentities

Registrars and registgperators own and operate domain namimat they usefor important functions.

They use these domains to run shared nameservthat host millions of other domains, to deliver email

for themselves and their registrants, and to run their business web sitesng otheruses But many
registrars and registry operators redact or anonymize their own contactidd®DS output This
prevents people from understanding who operates these domains

This creates a lack of trysind createsperational problemsL ¥ I R2YI Ay VyI YSQ4&
anonymous, registrants cannot use registration data check to see if email they are recelemigmate

or a scam. Parties cannot check the identity of a company offering hosting and namesepydrsHo
criminals

Thereare no legal, practical, or operational reasons that registrars and registry opesiioutd hide
their identities fortheir own domains. All registrars and registry operators are compartiesy have
no privacy rights under any law such as GDPR, arydkiin@w how to set up and manage rddased
contacts.

Hereare threetypical examples Public Interest Registry, the rfatr-profit corporation that operates
the .ORG registry, hides its identi#pd contact informatiorbehind poxy protection:

Domain Name : PIR.ORG

Registrant Name: Registration Private
Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByP roxy.com

eNomuses the redactiooptionLIN2 A RSR o0& L/ ! bbQ& ¢SYLJ] NI NE
contactinformation:

Domain Name: ENOM.COM

Registrar: ENOM, INC.
Registrar IANA ID: 48

Registrant Name: REDACTED FOR PRIVACY
Registrant Organi zation: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY

2 LIS NJ

{ LISOA ¥

The .PINGegistry provides no contact information whatsoever in the registration data for its domain

NIC.PING:

Domain Name: nic.ping

Registry Domain ID: D214 - PING

Registrar WHOIS Serve r:

Registrar URL:

Updated Date: 2019 -07-15T04:47:35Z

Creation Date: 2013- 08-10T00:11:527

Registry Expiry Date: 2024 - 08- 09T23:59:597
Registrar: Ping Registry Operator
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Registrar IANA ID: 9999

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

é

Registrant Name:

Registrant Organization: Ping Registry Provider, Inc.

Registrant Street:

Registrant Street:

Registrant Street:

Registrant City:

Registrant State/Province: AZ

Registrant Postal Code:

Registrant Country: US

Registrant Phone:

Registrant Phone E xt:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: Please query the RDDS service of the Registrar of
Record identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.

The WHOIS databove instructs the user to contact the registrar. Thisnhelpful because the registrar
contact information is also redacted.

In the interest of transparency, registrars and registry operators should not be anonymdamain
registration dataandthe domain nameshey use to provide serviceshould be véfiable through
registration data directory services.

RECOMMENASTION24: Registrarsand registry operatorsnust publishtheir full
and complete contactnformation in RDDSfor the domains they us for their
operations andmust not be allowed to presentedacted or privacy/proxy data for
them. These domains includdlIC.TLD, and thdomainsthey usefor registration
services, their online business presencé@4,D servergjomains used foemail to
registrants,and domains used fotheir anti-abuse contacs.
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GDPR Compliance by Registrars

Our examinations also reveal ways that registrars fail to comply with GDPR, both inside and outside of
L/ !'bbQa ¢SYLRNINE {LSOAFAOIGAZY ®

All the registras we examined accept business fromidedcustomers, but a number have not set up
their procedures to do it in a GDRBmpliant way.

1 Some registrargiolate GDPR by forcing registrants to pay fees and/or to accept contract terms

in order to receive theINRA @I O& LINB (G SO0 A 2 yhdelithellalv. § KS& QNB Sy G A
 Someregistrarsmi& | YRt S LISNB2Yylf RFGFXZ YR LlzfAakK Al L
1 Some dmot make it clear to their customers what will happen with thmrsonaldata, as

required by GBR.
1 Somemisstate ICANN policy to prospe@iand existingcustomers.
1 Some interpret GDPR very differently from their peers

These findigs illustratehow nonuniformpractices are in thdomainindustry, and how registrars
sometimes interpreGDPHiberally in some situations and conservatpialothers.These
implementations can disadvantage #dsed registrants, and people who want to contagistrants.

Erroneous Publication of Personal Data

Several registrars published personal data that tHeyudd not. Examples include:

1 In RDAPREG.RIproperly redacts the Registrant Name, Street Address, and Phone fields for
registrants in the Elbut publisheghe real email addresses tifose same cotacts This is a
violation of the Temporary Specification, which requires that the real email addresses of EU
based registrants be redacted because of GDPR.
1 In RDAPL23Regaccidentally publishes a field that is recpd to be redacted, and redacts a
field that is required to be public.
1 Chinese registraiVest263 Internationadltersthe data of Etbased registrants. For some
reason this registrar changes the dataonrecomsl S R 2F adlF dAy3 GKS NBIAZ
State/Province andd@lintry, as required byCANN,the registrar states that these EU registrants
arein China.This provides false data.

For the details of these cases, please see theelgistrar sections la&r inthis report.

Forcing EU Registrants into Giving Up Their Privacy Rights

GDPR says that privacy is a right for covered individuals, andémeyally cannot be forced to sign
away their privacy rights as a condition of a contfdctoallow complancewith GDPR, ICANN relieved

84See GDPR Atrticle 7(4).
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registrars and registrants of the obligation to publish personally identifiable dataD$RDtput, and
enacted the Temporary Specification, which allows registrars to redact data as they see fit.

Some registrars still foe registrants in violation of this principle. Some registrars even force registrants
to pay a fee to receive the privacy protection theg entitled to under GDPR.

Anexamplei® I Y S/ K S| ty@dicel INFOBGuardNameCheap requires EU data subjectage

its WHOISuardservicein order to receive datarotection. The WHOISGuasdrvice is applied by

default during the registration process, and EU data subjects must agree W@ SGuartkgal Terms

of ServiceBuitif registrants opt oubf WHOISuard, their personal data is published publiofVHOIS

bl YS/ KSI LIQa gt @ iisSOP5YWe ' yR L/ ! bbQa ¢SYLRNI NE { LIS
three fundamental GDPR principles:

1. EUdata subjects generally cannot be forced to sign away their privacy rights as a condition of a
contract.

2. Consento make data publicinder GIPR requireshe data subject to perform positive opt
inT not an optout as NameCheaprovides

3. TherequestfoP2y aSyd Ydzad 06S LINBASYGSR aAy Iy AyaSt
Of SI NJ I yR L¥NameChe&flay 1 P DSH& itRIGaBwhat yights an BV | S
resident has, and whether opting out of the service means they forfeit their rightategtion.

Similarly NameSildorces customers to either accept the NameSilo privacy@®Da ¢ SNxa 2F { SN
lose their privacy. Domain holders in the EU who dedie Y’ S { WHO2rigiacy serviedo have
GKSANI LISNRE2Yylffe& ARSYGATALl o WHOIRMRDAPIs#wicdsA Of & LJdzo f A

We encountered a similar problem Bietwork Solutions There we registered a .COM domain,
spedfying a Registrant contact in the USA and Admin and Tech contacts in the European Union.
Network Solutions applied its Perfect Privacy priwproxy service by default, and we opted out before

completing the registration. Network Solutions theablisheR G KS 9! O2y Gl O0daqQ RSO A
(KFy NBRIOGAY3 GKIG aSyardArdsS RIEGE & NBIldANBR o8

BlueHos® 'y 9 Y RdzN} yOS LYGSNYIFGA2y Lt ORovaddPyvacy 2 LJia Odza
Protectionservice by default, and registrants are billed for the service. BlueHost informs customers that

if they do not accept the seme,their personaldatawill be madepublic. During the registration

process, EU registrants who decline theman Privacy + Protectioare told in the customer control

LI ySt GKIF G GKSAN O z2thédcondadiceRtatinformingtheccusiitie@thaiitledr > 6 dzi
O2y il OG RIGI A& GO2yAARSNBR LWzt A0 AyT20Qidr2 NB@y |y
When such regirants look up their data in WHOIS, they find tBateHost (FastDomaidpesapply

masking, protedhgthe contact data per GDPR he masking is a good outcome, but the contradictory

YSaal 3Sa R2y Qi LINE O hjdetS shaukl feceDdndleNIORRR. G K 0 RF G adz

For the details of these cases and others, please see tedistrar sections later in this report.

8 GDPR Atrticle 7(2).
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Selling Unnecessary Privacy Protection

The GDPR mandates protection for data subjects covered by GDPR, and ICANNITedpecification
al requires itDespite thissome registrars sell privacy protection to EU registrants who are entitled to
protectionby law, andor free.

C2NJ SEIFYLX ST Sb2Y (NAS&a (2 asStt AG& Lmsstatad2 §SO0G { S
ICANN and lgal requirements. During the registration process, eNom erroneously tells its customers
even EU residents protected by GRBRK | &G L/ ! bb NBIljdzZANBa GKI i SOSNER2YyS:
publicly:

Did you know that current ICANN regulations require that your Private

contact information (Whols Info) be included in a publicly accessible

Database?

This means that yvour private information is displayed and made available to
anvyone who wants to see it, 24 hours a day, 355 days a year,

And eNom offers the customer it® Protectprivacy/Proxy service, which costs $8.00 a year.

Sb2YQa adlidSYSyd A& Ayl OOdz2NY GSY &aAyOS WdzyS Hun My Z
registrars toredactthe dataof Etb  a SR O2y (il OGa o Sb2YQa NBIAAGNI yi
contradidi 2 NB AYFT2NXI A2y D C2NJ GKS RSGlIrAta 2F GkKAaA&a O

Other cases include:

1 Bluehost (see also above)

1 123-Reg(requires optout)

1 KeySystemgdata handling may beonfusing)

9 Tucowsamarkets its privacy service as a way for registrants to avoid legitimate access requests.
And Tucow implies that customers who deddiiits privacy service will not receive a way for
third parties to contact the domain owner (which the do receive).

1 Network Solution®ffers the Perfect Privacy LEErvice to its registrants on an bput basis.

Misstaements ofLaws and ICANN Policy

Someregistrarsmisstatethe law and ICANN policggarding registration dataSometimeghese

misstatements appear when the registrar is attemptingédl privacy servicesSome of hese

misstatenBy 10a YIF& 0SS fSFTG 20SN) FNRY o0STF2NB WdzyS wHnamy?=
into effect, and the registrar never updated them to reflect current reality. In all cases, the information

can be confging and makes it difficult for new and exiggicustomers to understand how their data

will be handled, or what their commercial choices aExamples include:
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1 Wild West its web site states that all contact t#ais always public, and is required to fablic
by ICANN, when in fact it is not.

1 eNont makes inaccurate statements about ICANN policy and the public publication of contact
data.

1 Network Solutionsits privacy solution sitenisstates the law, and ICANN policy.

Data Retention

Data retention is an area where registrars vary greatly from each odinerjnterpretGDPR differently.

ICANDE wS3IAAGNI NI {GF1SK2f RSNJ DbhBedzeliistrdrsytRvey 2 G 6 f & A (i 2
consistently argued that under GDPR, two years is far too long for them to keep domain name contact
data once a domain is no longer registered. This has led to-gemeetention policy at ICANN.

Email addresses are considered ess £ Rl G o0& (GKS D5tw YR I NB GNBI
Temporary Specificatioas well

We observed that Tucows states that it keeps domain contact data (including email addresses) for two
years after the termination of service#f.an EU resident wants contact an anonymous Tucows

registrant, Tucows states thattill | SS LI G KF G NBIj dzSa (i 2 N dor twidSybklis2 y I £ € & A |
under justifications that may be shaky. For detail@ alzii ( KS QDPR @z8REquest8 SA ¢ (1 KS
Tucows section later in this paper.
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Failures of ICANN Datacurac\efforts

An effect of the Temporary Specification is that it haked most data accuracy efforts at ICANN. This
outcome was not necessary, andstimportantfor ICANN to renew its commitments in this area.

The accuracy of registration data was longone of IC&N1 O2NB 02 YYA (Y &y GoPR a2 NB
experts and DPAs have explained to ICANN that the GDPR requires that data be accurate, and instructs
datacontrollers (such as registrars, and ICANN) to employ measures to ensure an acceptable level of
dataaccuracy®?’

Becauseegistrarsare allowed toredact contact data from publication, ICANN Organizatmuicno
longer see most contact data by queryMEHOIS like any other partfpue to hat, ICANN Organization
thensuspended the data accuracy steslthat it had been conducting for ye&fsin a December 2019
letter, ICANN's Presidemixplained that ICANN Organization is still analyzing the fsue.

It isreasonable for ICANN Organization to simply obtléndatafrom the registrarsand/or registy
operatorsso that ICANN caevaluate it. This transfer of data for compliance purposes is allowed for
threereasons.

First,ICANN has an existing conthaal right to request the data, per its Registrar Accreditation
Agreement. That contract sayd-thiRedgistrar shall make the data, information and recotdssailable
for inspection and copying by ICANN upon reasonable rnitice

Secondthe ICANN Boarddopted thecommunityendorsedEPDP Phase 1 recommendation that
G NBlj dzA NB & NI Fogeiatbis tdlFansfer/dRta iN&)@eated iyNCANN Contractual
I 2YLIE AL yOS F2NJ OP¥LIX Al yOS | O0GADAGASE pe

Third, ICANNs empoweredo do this workunder GDR Dataaccuracg Y S 2F GKS D5t wQa 02
principles,andICANN is data cacontroller with a valid purpose for examinitize data. ICANNalsohas

contracts with its registrars (and through them, contractual ties with its registydmés require data

acaracyand establista chain ohotice and legitimacyGDPR also extends yiteges for research.

8GDPRpnciLIt S MO RO NBIljdzZANBa GKIG at SNE2YFE S5FGF a#®s tt 0SS | C
87 Per Article 5(1)(f) of the GDPR, data integrity is a core concept of the law, and organizations must take necessary

and reasonable steps to ensure thecaracy of personal data collected from data subjects.

8{SS L/!bbQa ! OOdzNI ps:/WIAIRIdIN brg/Eh/WHBIB&IsS Y Z |

89 See correspondence from Goran Marby to Keith Drazek, 5 Decemb@y @01
https://www.icann.org/en/system/files/correspondence/marbip-drazek05dec19en.pdf

902013 Registrar Accreditation Agreement, paragraph 3.4.Bttps://www.icann.org/resources/pages/approved
with-specs201309-17-en

L/ 1 bb . 2| NRComsiflgiafioch dziENSOYEPBP Recommendations on the TemBpeijicatiorfor

gTLD Registration D&ia&¢ M p a I RtpswisamibZicahnibro/consideratioynscepdprecommendations
temporaryspedfication-gtld-registrationdata

RLOART [[d23GS FNRY (KS NBazfdziazyQa FOO2YLI yeAay3a a{ O2 NI
https://www.icann.org/en'system/filesfiles/epdp-scorecardl5mayl9en.pdf

BeSOKYAOFfftes +a 2F GKA&A oNAGAYy3I a2yYS 2F (GKS LASOSa 27
LKF&aSé¢ FYyR INB GSOKyAOFtte y2i 0AYyRAYy@ssdtisHiiggi®y adza t 2f A
AYF3IAYS 6KI G 0dzNB I dzONF GA O aAYLX SYSyiGlrGAz2y LINRPOSaaé¢ Aa
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https://whois.icann.org/en/whoisars
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
https://features.icann.org/consideration-gnso-epdp-recommendations-temporary-specification-gtld-registration-data
https://features.icann.org/consideration-gnso-epdp-recommendations-temporary-specification-gtld-registration-data
https://www.icann.org/en/system/files/files/epdp-scorecard-15may19-en.pdf

Under GDPR rganizations that process personal data for research purposes can avoid restrictions on
secondary processing and on the processing of even thet semsitive categories of datdAs long as

they implement appropriate safjuards, these organizatiosaneven2 S NNA RS | RIF GF & dzo 2 °¢
objections to theprocessing®

We estimate thaibout 75% of the contact data for gTLD domainsascovered by GER because

most domain contacts are not in the EU and most registrarqaréocated in the EU. And for the data
that is covered by GDPR, ICANN Organization has proper legal justifications to obtain that protected
data for compliance and study purposes.

PolicyMaking Failure Regarding Registration Data Accuracy

The Expeited Policy Development Process team (EPDP) was chartered to determine if the Temporary
Specification complies "with the GDPR and other relevant privacy and data protection laivdf tha

9 t Ssforhal charterwasto examinethe accuracy procedures the 2013 Registrar Accreditation
Agreement (RAA) and the Temporary Specification are &DfRliant.

The EPDP received legal advice about that accuracy topic in Februaif 20tt@n deferred
RSEAOSNIGA2Y 2y | OOdzNI Q& cuiaey adWHDIS AduratyRepolingRS OA RA Y
{ealdSYé¢ g2dz R {KSY*® Bidhthd laterJhBeeMBei 2919 A Qb sSPeedident

notedthat the issue was still open, and wrdiezthe GNSO Counagilatingthat "ICANN Organization
remainsA Y 1 SNB&aGSR Ay GKS 9t5t (SIYyQa LXlFya G2 O2yaiRS
gTLD registration data and related servic¥s."

But the policymaking process has failed to deliver this charter obligationThe EPDP team delivered
its Initial Report in February 2028° and failed to address the accuracy topic. The EPDP team has still

9 GDPRurticle 6(4 andRecital 50

9% GDPRArticle 89 See also Recitals 47, 157, and 159.

% gAdvice on the meaning of the acaay princip pursuant to the General Data Protection Regulation (Regulation
09! 0 HAMCKCT®HO O0bD5twh0Xé y CSONHzZ NBE HampE |0
https://community.icann.org/download/attachments/102138857/ICANN%20
%20Memo0%200n%20Accuracy.docx?version=1&modificationDate=1550152014000&api=v2

7 8§8 4! OO0OdzNI O0& FyR 21 hL{ ! OO diNfaldReéporivodtha2ENdedityPalicy{ 8 a 1 SY¢ 2y
Development Process (EPDP) on the Temporary Specification for gTLD Registration DgtRHASER ¢ |
https://www.icann.org/publiccomments/epdpphase2-initial-202002-07-en

% For discussion about that deferral, see the comment from the ICANN Security and Stability Advisory Committee
(SSAC)SAC104: SSAC Commentlnitial Report of the Temporary Specification for gTLD Registration Data
Expedited Policpevelopment Procegs> H M 5 S O $itvpa:/BviNdv.isanmoyo/En/system/files/files/sa-
104-en.pdf

9 | etter from @ran Marby to Keith Drazek, 5 December 2019, at:
https://www.icann.org/en/system/files/correspondence/marbip-drazek05dec19en.pdf

100 ¢initial Report of the Expedited Policy Development Process (EPDR) @ertiporary Spafication for gTLD
Registration Data TeamPHASER ¢  htkpsi//www.icann.org/publiccomments/epdpphase2-initial-202002-07-

en
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https://community.icann.org/download/attachments/102138857/ICANN%20-%20Memo%20on%20Accuracy.docx?version=1&modificationDate=1550152014000&api=v2
https://community.icann.org/download/attachments/102138857/ICANN%20-%20Memo%20on%20Accuracy.docx?version=1&modificationDate=1550152014000&api=v2
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en
https://www.icann.org/en/system/files/files/sac-104-en.pdf
https://www.icann.org/en/system/files/files/sac-104-en.pdf
https://www.icann.org/en/system/files/correspondence/marby-to-drazek-05dec19-en.pdf
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en
https://www.icann.org/public-comments/epdp-phase-2-initial-2020-02-07-en

not discussed the implications of the legal memo, and what measures if any would be needed for ICAN
parties to comply with GDPR in this araadseemsunlikely to do so now that its Initial Report is done.

The EPDP did not requil@ANN Organizatiw RS FSNJ A da | OOdzN> Oé NBOGASsad |
2NBQAa YIAYy 20aidl Of S urafy Ropyiny Systdm (KREB) isitheGvadabiliylof{ ! OO
rega G NI GA2Yy RIGFE®E YR L/ ! bb adlridSR GKFEG 06SOFdzaS NF
to shut down the accuracy study progradf.But that is @ erroneousconclusion, and no dependency

on the EPDP exists. As noted above, ICANN can obtadgathdirectly from the registrars, and does

not need a policy from the EPDP to do so. Rather, ICANN Organizatibie Hght and abilityto

enforce its existing contracts and the accuracy requeata therein.

DataAccuracy Complaints

L/ ! b b &a&curBely domplaint procesmsbeen effectivelyshut down and made ineffective

ICANN policy has always allowed parties to make complaimout the accuracy of domain name
contact data Thepolicyrequires registrars to follow uby verifying data focorrection, and to cancel
registrations whera registrantwillfully providesinaccurate or unreliable WHOIS informatit¥ This
crowd-sourced compliance mechanism made registrants, registrars, andN@édduntable to the
public and shut down domain registered by scammers and cybercriminals.

The a&curacy polichaso SSyYy KI Yai{iNHzy/ 3 o6& L/ ! bbQa veérostrd@shkde NB { LIS
option to redact any data they wanted, for registrants coveded D5t w 2 NJ y 2adviBedL / ! bb Q&

XGKS FToAfAGe 2F GKANR LI NIGASa G2 asSS GKS REGFZ
curtailed by the GDPR and the Tempor8pecification. As a result, the number of WHOIS

inaccuracy complaints to ICANis fallen by 40% in a short time. Accuracy requirements and

procedures without the opportunity to use them are worthle&s.

Again, ICANN Organization is in aif}on to examne the data and perform its compliance duties. And
ICANN has an obligation to asure the effect that its Temporary Specification has hadaia

accuracy. Is the underlying data now more or less accurate than it was before?isidrdyeone way to
find out: ICANN should obtain large sets of contact data from its registrars, ahdhevit. L / ! b b Qa
Compliance Department used to do this until it stopped in 2018; it would check datereaie
compliance tickets for records that looked out of ord&.

101 paragraph 3, lettefrom Gran Maby to Keith Drazek, 5 December 2019, at:
https://www.icann.org/en/system/files/correspondence/marbip-drazek05dec19en.pdf

102 RegistratiorAccreditation Areement, WHOIS Accuracy Program Specification, at
https://www.icann.org/resources/pages/approvedith-specs201309-17-en#WHOIScairacy

103"SAC104SSAC Comment on Initial Report of the Temporary Specification for gTLD Registration Data Expedited
Policy Development Procgs€  H M 5 S O $it¥pa:/EviNdv.isannorg/En/system/iles/files/sac104-en.pdf

104 5ee WHOIS ARS Contractual Compliance Metrics pag&ysat/whois.icann.org/en/whoisarsontractuat
compliancemetrics
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RECOMMENABTION25: ICANNOrganizationmust resumeits registration data
accuracystudies by using representative and unbiased data sets obtained directly
from the registrars

RECOMMENABTION26: ICANNOrganizationmust obtain contact data so that its
Compliance Department caperform more active and widespread data accuracy
compliancechecks This is important since members of the public cannot view
most domain name contact data anymore and are unable to submit dat@ccuracy
reports.

RECOMMENATION27: it is time for ICANN Organization to start a formal process
to evaluate and revie the entire Registrar Accreditation Agreemenwith
community input That was last done in 2012, eight years &dfo.

105 Summay of RAA Negadtions, March 2012, dtttps://www.icann.org/news/announcemen012-03-01-en
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Part Il: Registrar Evaluations

For more background,l@ase refer to the colecodedTable 1 Registrar Scoring y R { Studyi KS &
vdzSadA2ya |y Rectorbabdve R2f 238 ¢

If the registrar met its contractual obligations and the service worked as intended, theraegesteived
aBREENating and no further commentary is provided.

IftheNBIAAGNI NI FIAEf SR | jdzSadA faratingKS | yasSNI 6l & ay2

If the registrar met the contractual obligations but there was some sort of notable problem, the registra
received aYELLOWaAting. These are places where users were prevemrtau fichieving an important
goal.

AllJTEl and YELLOWatingsare described in detaiielow.
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GoDaddy

Country: United States
IANA ID: 146
gTLD domains under management: 60,888,6

GoDaddy is the largest registrar in the world by far, holding 29.5% of the gTLD markepradfishe
largest and bestesourced companies in the domain name industitg.holdings includélost Europe
Group The corporatefamily has 14 offices aundthe globe, sponsors 78 millidotal domain hames
(9TLD and ccTL@nd has 19 million customet¥.

Contactability
WHOIS service:| RDAP service:| Compliant | Contactability info Mechanism
functionality and | functionality | with Temp | contained in RDDS functional? (web form
compliance and compliance|  Spec? output? or anonymized email)

notable notable WHOIS:
rate- rate- YES.
OK | limiting | OK | limiting YES RDAP: N

YESsome usability
problems

WHOIS Servicand RDAP Service

GoDaddy provides theinimum contact fieldgnon-personally identifiable informatiorin WHOIS port

no FYyR w5!t 2dzildziz NBII NRf S odlyre¥ehls domtast infblnatibra G NI y i Q
for domains not covered by GDPR (such as for U.S. registrants) via i#tsagéeshVHOIS, i.e. on a

manual, singldookup basis. This is a form of rdimiting.°” It means that users can only get contact

and contactabiliyfR I G 6& @AAAGAY3 D251 RRe&Qa S0 airiuSo

ICANNallows this as an interpretation of itegistrar contract. |0Ab Qdinpliance Department has
interpreted the contract to mean that as long as a registrar provides required data via one method, but
not via another, then that is acceptable.

Contactabilityinformation

D25F RR&8Qa wb5! t 2dzi Lzl &on ®atcay® isedd@ opniact xedistranis@in A Yy F 2 NI
the RDAP output, GoDaddgdacts all personal data., awibes not include links to its contact form.
(Publishing it is not required by tiRDAP Response Profilethe time of this report.)

106 hitps://aboutus.ogpdaddy.net/aboutus/overview/default.aspx
7SAC101: SSAC Advisory Regarding Access to Domain Name RegistratizagBdta.
https://www.icann.org/en/system/files/files/sa€l 01-en.pdf
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GoDaddy does niglace the URL of its registrant contact form in WHOIS output, which would lead
interested parties directly to théorm. Instead, GoDaddy places a link in WHOIS output that directs
dzZaSN&E G2 | LI 3AS GAGK 21 hL{ 2dzicint 2y A@ORSHBESY A gzi
down the page, which we have circled in red:

Contactability Mechanism

That link leads the requestor to the contact form:
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